EANHAA bUOMETPUYECKAA CUCTEMA

MeToauuyecKue peKOMEHAANMH 110 padoTe

¢ Equnoii Omomerpuyeckoil cucreMon Uit pa3padoTYMKOB

Bepcus 1.25

Mocksa 2021



HUcTopusi 1okymeHTa

Bepcusi Jara ABTOp
1.25 6.12.2021 Insxosa O.10.
1.24 12.10.2021 Insxora O.10.
1.23 09.06.2021 Insxora O.10.
1.22 09.04.2021 Cawmoitnosa JI.B.
1.21 10.11.2020 Cawmoiinosa JI.B.
1.20 17.09.2020 IInmkoB A.A.
1.19 09.06.2020 IInmkoB A.A.
1.18 29.05.2020 IInmkoB A.A.
1.17 11.02.2020 IInmkoB A.A.
1.16 17.06.2019 Busarauaos P.O.
1.15 10.04.2019 Kypouxun B.C.
1.14 18.03.2018 Iynexenko C.H.
1.13 18.12.2018 Kypouxun B.C.

10.

11.

P w NP

Kommentapun

KoppekTupoBka quarpaMMbl B3aHMOJCHCTBHS C

ucnosbs3zoanueM OTUB (PucyHnox 7)
Koppekruposka npumepa B 11.3.6.1

JHo6asinenst Tepmusbl «OTUBY u «Agantep» B CIHCOK
COKpamieHuit

JloGaBieHa quarpaMma B3auMOJCHCTBHS C
ucnons3zoBanneM OTUD (Pucynok 7)

JloGaBieHa quarpaMma B3auMOJCHCTBHS C
ucnons3zoBanueM THUB (Pucynok 8)

CoxkppekrupoBaHa Hymepauus Pucynkos (m.5.2.2.1,
5.2.3,3)

Koppekruposka pucyHka 1 B mynkre 3.1.

Koppexruposka npumepa B [Ipunoxennn b 5.1.1 u 6.1.1;

KoppekrupoBka myHkra 7.
Koppektuposka Pucynkos 7 u 8.
Koppekruposka paszaena 5.1.2
Koppekruposka paszaenos 5.3.2 n 6.3.2.

Koppexruposka pasznenos 1,4 u 5;

Vnanenue [punoxennii B, I' u E.

Jlob6asnenue paznena 4.1.4.1,5.1.1u 5.2.1;
Koppekruposka paszaenos 5.1, 5.2;

Jlo6asnenue pasnena 2 INpunoxenus I' «PykoBoacTso
nop30Barens Mo padore ¢ 6ubmorexkoit EBC.Sdk»;
Koppexruposka pazaenos [Ipunoxenus I' «PykoBoacTBo
nop30Barens o padore ¢ oubimorekoir EBC.Sdk»;
Koppexruposka [Ipunoxenus A Bua cBenenuii B eanHoit
cHCTeMe MEKBEIOMCTBEHHOTO JJIEKTPOHHOTO
B3aHMOJIEHCTBUSA «Y HUBEpPCAIbHBIN BUJ] CBEICHUI ISt
npuéma 3asBICHUH Ha OHOMETPHIECKYIO PETHCTPALIUION;

Jo6asnenue [Tpunoxennii /] u E;

CKOppeKkTHpOoBaHbI IprMeps! B 11.4.1.3.2.1;
CKOppeKTHpOBaHO onucaHue B 1.4.2.1;
CKOppeKTHpOBaHO onucaHue 1m.4.2.2;
CKOppEKTHPOBAHO ONMCAaHKE NeHCTBUIT IPH OMHMOKaX
Bepudukanuu ¢ ucroiap3oBanueM WEB-dopmbr u MIT
EBC;

O6uonens! cepuiku Ha auctpuOytiB BKK u SDK.EBC;
Jo6asneno [TPMJIOXXEHUE I' «PykoBoacTBo

mons3oBarenst o padore ¢ SDK.EBC»

CxoppektupoBaH paszaen 3.1;

B npunoxennu b ckoppexTHpoBaHO onMcaHne TOKeHa B
n532un63.2;

CKOppeKTHpOBaHa cXeMa nporecca GMOMETPHYECcKOi
peructpanuu Ha Pucynke 1.

VYnanen paznen 4.2.2.2

CxoppexrupoBansl Tabmmia 2 u Pucynok 2 ¢ onucanuem
npolecca yaaleHHOH HACHTH(PUKALINY C

ucnons3zoBanuem MII paznmen 3.2



1.10

1.9

18

17

23/08/2018

09/08/2018

03/07/2018

02/07/2018

21/06/2018

19/06/2018

[Tymsxenko C.H.

Kypouxun B.C.

Iynbxenko C.H.

Iynpxenko C.H.

Kypouxkun B.C.

Kypouxkun B.C.

@

A S A

W3menens! aapeca To4ku goctyna Kk AP|
OGuomeTpHUecKoii BepuduKanuu B pazaene 2
IIpunoxenus b;

CkoppekruposaHo onucanue VerifyToken,
coziepkarerocs B accessToken, momy4eHHoro Ha srare 2.

Pasnen 4.2.1.

VYnanéu paszznen «PekoMeHIyemble YCIOBUS It
MOJTyYeHUs] OMOMETPHYECKHX 00pa3ioB B oduce
KPEIUTHOI OpraHU3aluH;

B paznene 4.2.1 YkazaHo, 4TO 1mociie MpoBeIeHUS
6uomerpuueckoii Bepudukanuu, UC Iorpedbutens bAx
JOJDKHA BO3BpAIIATh Monbs3oBatens Ha WEB-dopmy mmm
MII Iotpe6utens B/IH, ¢ KOTOPBIX HHULIMHPOBAIICS
TIPOLIECC;

Ilo Texcty nzmenen nepenasaemsiid B VIC Ilorpedutens
B/lH pe3ynbTaT. Pe3ynbTaToM SBISIOTCS BEPOSITHOCTH
OLIMOKH JIOXKHOT'O COBIIAIEHHS 110 KAX<JI0W MOJIaJIbHOCTH
u o01mas;

JHobGasinena Bepcust APl «v2y.

CKOppEeKTHUPOBaHbI AuarpaMMel Ha Prucynkax 13 u 14;
CxkoppekrupoBansbl paszaenst 5.3 u 6.3 [IPUJIOXKEHUA
b;
Cxoppekruposas paszaen 7 [IPUJIOXKEHUA b;

CKoppeKkTHpoBaHEI cXeMbl Pucynok 2 u PucyHok 3;

CkoppekrupoBat p. 5.2.1 (Oram 3);

CkoppexruposaH p. 4.2.2.2;

Jobasnes p. 5.2 ITpunoxenns b;

Cxkoppekruposano [Ipunoxenue B;

Jlobasnen mapamerp otsera B p. 5.1 Ilpunoxenns b;
CKOppEKTHPOBAHO ONKCAHUE aNropuT™Ma MU(POBAHUS B

p. 5.3 Ilpunoxenus b.

VY nanenst paznenst 5.1 (meton «Ilomyyenue
koHduryparmu APl EBC»), 5.3 (Meto «CornacoBanne
MeTo10B coopa BO u Livenessy») u 5.4 (meron «IIpuém
BO na Bepudukanuro») [Ipunoxenus b;

Jlo6asnen pazaen 6 «Touka JJoctyna k ECUA» B
Ipunoxenue b;

B paznene 2 «Touka nocryna k APl Onomerpudeckoi
Bepudukarmm» [Ipunoxenus b no6asneHs! agpeca
npoxyktuBHO# cpensl EBC;

CKOpPEeKTHPOBAHO OMHKCaHKe YCIENHOro OTBETa METoa

«Crapr Bepuduxanuu B EBC» B [Tpunoxenun b.

Paznen 4.2.1 JloGaBieHO onucaHue napamMmeTpoB, KOTOPBIE
MOJKHO TOJIy4HTB CO SCOpe «ext_auth_result»;
TIpunoxenue b. CKOppeKTHPOBAHBI IPUMEPHI 3AIIPOCOB B
metonax «Crapt Bepudukanym B EBCy», «CornacoBanue
metozaa coopa BO u Livenessy, «[Ipuém BO Ha

BepU(UKALIHIION.

YTouHeHa quarpamma coctosHuii APl Guomerpuyeckoi
BepHupuUKaIMy ¢ Hcrons3oBanueM B kauectse JJKO WEB-

TIPUITOKCHUA.

CKOPPEKTHPOBAHbI Pa3/Ieibl:



1.6

15

14

1.3

1.2

11

1.0

15/06/2018

20/04/2018

14/03/2018

26/02/2018

29/01/2018

10/01/2018

25/09/2017

Kypouxun B.C.

[Tymexenko C.H.

Iynbxenko C.H.

Banunukos B.H.

Iynbxenko C.H.

ymsxenko C.H.

Honrues A.A.

4.1.1 TexHUUECKHE PEKOMEH/IAIIMU K 000PYIOBAHHUIO IS
MoTy4YeHrne OHOMETPUYECKUX 00pasLoB B oduce
KPEIUTHOI OpraHu3aIyy;

4.1.4 TpebGoBaHHs K IPEIOCTABISIEMbIM OHOMETPUIECKUM
oOpasuam.

YTouHeHa quarpamma coctosHuii APl Guomerpuyeckoi
Bepu(UKaLNK C UCTIONb30BaHueM B kauecTBe JJKO WEB-

MIPUIIOKEHHSL.

CKOppEeKTHPOBaHbI CXEMBI 1 OIHCAaHMs OH3HEC-
MPOIECCOB C UCIIONB30BaHueM B KauecTBe JIKO web wmm
MOOUIIBHOTO PHJIOKEHHS;

CxoppekTHpoBaHa 0o0IIasi cxeMa U OIICaHue
B3aMOJCHCTBUSI IPH YIAJICHHON HACHTH(HUKALINM;
Jlo6aBieHs! TpeOoBaHUS K MOOMIBHOMY IPHIIOKEHHIO
KO;

CxkoppekrupoBano onucanue APl Gnomerpudeckoit
BepUDUKALIH;

Cxoppexruposano IIpunoxenue b.

Cxoppekruposano [Ipuioxenue B.

VY naneno Ipunoxkenne «PykoBoICTBO MOJIB30BATENS TI0
pabote ¢ OMOIMOTEKAMH KOHTPOJISI KAUeCTBaY;
V3menens! cuenapuu u cxems! AP| Bepudukarnmy;

B IMpunoxenue b nodasnenst merons «Ilomyuenue
xor¢urypamuu APl EBC» u «Ilomyuenue pesynbrara
BepUDHUKALINY,;

Job6asneno ITpunoxenne B. Onmcanne ycTaHOBKY H

nactpoiiku MIT EBC.
Paznen 4.2.1 BHeceHo HazBaHue Scope «bioy

OO6HoB1EHO onucanue Buna cBenenuit «[Ipuem
3asIBJICHUH Ha OMOMETPHUYECKYIO PETUCTPALINIO» K BEPCHH
1.2.0.

W3menen nyHKT 4.1.4.2.1 B 4acTu 3anoiHeHUs

METalaHHBIX.

Jlo6aBien paznen 4.1.4.2.1 PekomeHauuu K
MIPOU3HOCHMBIM ITOCJICJOBATENEHOCTSIM.
Jlo6aBieH pasznen 4.1.2 PekoMeHaImu 1o opraHu3aiuu

nporiecca coopa OHOMETPHIECKHX TaHHBIX

M3MeHeHa cTpyKTypa JJOKyMEHTA.

JloGaBneHa auarpamma mporecca yIanéHHON
HACHTH(HUKALNY C VICIIONIb30BaHHEM OHOMETPHYECKOH
BepUDHUKALIIH.

H3smenena cxema BC.

PykoBozacTBO nonb3oBatens o padore ¢ BKK u

API 6romerpuuecKoil Bepu(pUKaINK BEIHECEHBI B
OTZAEIbHBIC IPHIOKEHHUS.

PexoMmeHmanuu K BEIOOPY 000pYI0BaHHUS IIEPCHECEHBI B

OCHOBHOM TEKCT JOKYMEHTA.

C03I18.HI/IC JOKYMECHTa
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Cnucok cokpameHui

Tepmun

Omnpenesienne

Ananranusi OMOMETPHUIECKOTO

KOHTPOJILHOTO I1a0JI0OHA

OO6HOBIIEHNE OMOMETPUIECKOTO KOHTPOJIBHOTO

madJiona

Ananrep (TUB) [IporpammMHoO-anmapaTHOro KOMIUIEKCA 3JIEKTPOHHOM
MOJANUCH OMOMETPUYECKUX JTAHHBIX MPU MOJKIIOYCHUH
Kk Enunoit buomerpuueckoit Cucreme

AyteHntuduxanms JleiicTBHS 1O IPOBEPKE TOUTMHHOCTH CYOBEKTa

JIOCTyMa B aBTOMaTU3WPOBAHHON HH(POPMAIIHOHHOM

CHCTCMC

APM Ilentpa obcnyxusanus, APM 11O

CrneuunansHoe BeO-npunoxenne ECUA, no3possitoniee
OCYILIECTBIISATh ONEPAIMH C YUETHBIMU 3aIUCIMU
noJb30Barenel (IoMCK, perucTpanus,
HOJTBEPXKICHUE) ONIEPATOPOM LIEHTPa 00CITYKUBAHUS
YIOJIHOMOYEHHOI OpraHu3aliu, B COOTBETCTBUHU C
nocranoBieHueM [IpasutensctBa PO ot 25 sHBaps

2013 r. Ne33.

buMopanbHbIN pexuM

Pexum paboThl OMOMETPUUECKON CUCTEMBI, IPU
KOTOPOM IpoLecC OMOMETPUYIECKOT0 paCIO3HABAHUS
MPOUCXOIUT OJTHOBPEMEHHO 110 KaKUM-JTHO0 JIByM

6I/IOMeTpI/I‘leCKI/IM XapPaAKTCPUCTUKAM

buomerpuueckas Bepudpukanus

[Tpouecc moaTBEpKACHNUS ONOMETPUIECKOTO

3as1BJICHUS IIPU CPAaBHEHUU

buomerpuueckas npoba

buomerpuueckuii oopasen nimn Hadbop
OMOMETPUUYECKUX PU3HAKOB, BBEIEHHBII B aJITOPUTM
JUTSL UCTIOJTB30BaHUS B KaueCTBE 00BEKTa CPABHEHUS C
OMOMETPUYECKUM KOHTPOJIbHBIM 11a0JIOHOM

(bnomMeTpuYecKUMHU KOHTPOJIbHBIMH TAOJTOHAMH)

BI/IOMeTpI/IquKaﬂ perucTtpanuia

JIefcTBHS 110 CO3JaHUIO0 U COXPAHEHHUIO 3aIIUCH
JAHHBIX OMOMETPUYECKON PETUCTPALIUU B
COOTBETCTBUU C NpaBUIaMH OMOMETPHUYECKON

perucTpanuu




Tepmun

Omnpenesnenne

BI/IOMeTpI/ILIGCKaH cucrema

CI/ICTCMa, npe€aHasHauYCHHaA IJ1d 6I/IOMeTpI/ILIeCKOFO
paciio3HaBaHUA J'IIOI[GfI, OCHOBAHHOI'O Ha UX

MOBCACHYCCKHX U OHOJIOrUYECKUX XapPaKTCPUCTUKAX

buomerpuueckas xapakrepucTuka

buonorunueckue u MOBCACHYCCKUC XapPAKTCPHUCTHUKU
YCJIO0BEKA, KOTOPBIE MOT'YT OBITh 3apCTUCTPUPOBAHBI U
HCIIOJB30BAaHbI B KAYCCTBC OTJIMYUTCIIbHBIX,
MMOBTOPAKOIINXCSA 6I/IOMeTpI/I‘IeCKI/IX IMPU3HAKOB JIA

pacro3HaBaHus JOACH.

BI/IOMeTpI/IquKHe JaHHBIC

bruomerpuueckuii 0Opaser uiu COBOKYITHOCTb
OnomeTpruyeckux o0pasIoB Ha J000H cTaauu
00paboTKH, HATIPUMEpP, OMOMETPUIESCKUN
KOHTPOJIBHBIH 11a0JIOH, OMOMeTprIecKas mpooa,
OMOMETPHUYECKUI MPU3HAK UK OHOMETPUYECKOE

CBOMCTBO

buomeTprueckuii KOHTPOJIbHBIH 111a0JI0H

(BKILI)

Opnun unu 0osiee XpaHUMBIX OMOMETPUUYECKUX
1120JIOHOB, OTHOCSIIIUXCS K CyOBEKTY
OMOMETPUUYECKUX JAHHBIX U UCIOJIb3YEMBIX B KAUECTBE

00BEeKTa CPAaBHEHUS

buomerpuuecknii oo6pazerr (bO)

AHazorosoe wiy nuppoBoe NpeCcCTaBIeHNE
OMOMETPUYECKUX XapaKTEPUCTHK, IPEIIIECTBYIOIICE

HN3BJICYCHUIO 6I/IOMeTpI/I‘leCKI/IX IIPHU3HAKOB

buomerpuueckuii npu3HaK

[udposoe npencrapnenne nHGopManuu (YUCIA UITU
METKH ), U3BJICYEHHOE U3 OMOMETPUYECKUX 00pa3IioB 1

HCIOJIB3YCMOC JIs1 CPABHCHUA

buomerpuueckuii mabiaoH

Ha6op XpaHUMBIX 6I/IOMCTpI/I"ICCKI/IX IIPpU3HAKOB,
CpaBHHUBACMbBIX HEMMOCPEACTBECHHO C 6I/IOMeTpI/I‘IeCKI/IMI/I

MpU3HaAKaMu OMOMETPUUYECKOM MPOObI

EI/IOMeTpI/IquKOC 3ajABJICHHUC

3asgBieHHE, UTO CYyOBEKT cOOpa OMOMETPUUECKUX
JTAHHBIX SBJSIETCS MUTH HE SIBIISIETCS] COOCTBEHHO
MCTOYHHUKOM YCTaHOBIIEHHOTO WJIM HEYCTaHOBIICHHOTO

OMOMETPHUYECKOT0 KOHTPOJIBHOTO I11a0I0HA




Tepmun

Omnpenesnenne

buomerpus (6nomerpuueckoe

pacro3HaBaHUE)

Pacno3naBanue YCJI0BECKa, OCHOBAHHOC Ha €ro

INOBCIACHYCCKHUX U OHOJIOrHYECKUX XapaKTECPpHUCTHUKAX.

buomerpuueckuii npoueccop

O06paboTymK 3aMPOCOB HA BBHITIOJIHEHUE

OMOMETPUYECKUX ONEPALIUU.

BC, Bun ceenennii (CM3B)

[IpoTokon nepenauu CBeACHUN ONPEEIEHHOrO BUa
MEX Ty HHPOPMAITMOHHOW CHCTEMOM MOCTABIIUKA U

MH(POPMALIMOHHON CUCTEMO MOTpeduTeNs

Bennop

HOpunnueckoe a0, OCYIIECTBIISIONIEE TEXHUIECKYIO

peaiu3anuro 6I/IOMCTpI/I‘IeCKOFO paciio3HaBaHUA

BepOﬂTHOCTB JIOKHOT'O COBITaACHUA

BeposiTHOCTB TOTO, UTO 11a0JI0H, U3BJICYEHHBIN U3
MPEeI0CTaBICHHOT0 00pasia, OyaeT omboYHO
MIPU3HAH COBIAJIAIOIIHUM C COOTBETCTBYIOLIUM

KOHTPOJIbHBIM 11abJIOHOM

JlucraHMOHHAS HICHTU(PUKALINS

W nenTudukanus moas30BaTeseii, B paMKax
tpedoBanuii denepanpHoro 3akona ot 07.08.2001
Nel15-®@3, ocymecTBisieMas IO yAaIEHHBIM KaHajIaM
CBs13U, 0€3 BU3UTA MOJIb30BaTeNs B 0(hUC KPEIUTHOM

OpraHu3aIu

3anuch JaHHBIX OMOMETPUYECKON

peructpanuu

3anuch TaHHBIX, CBSI3aHHAS C CYOBEKTOM
OMOMETPUUECKUX JAHHBIX, COJIEpKallas He
OMoMeTpHUYEeCcKUe JaHHbIE, U CBA3aHHAS C
UACHTU(PUKATOPOM (MIEHTU(DUKATOPAMH)

OMOMETPUUYECKOT0 KOHTPOJIBHOIO I1a0JI0HA

Wnentudukatop 6HOMETPUIECKOTO

KOHTPOJIBHOIO 1a0I0Ha

VYkazaTens Ha 3aIIUCh TaHHBIX OMOMETPUYECKOTO
KOHTPOJILHOTO 1a0JioHa B 0a3e JaHHBIX

OMOMETPUYECKUX KOHTPOJIbHBIX 11a0JIOHOB




Tepmun

Omnpenesnenne

NudpactpykTypa 31€KTPOHHOTO

npasurenberBa (U1, e-Government)

COBOKYITHOCTB almapaTHOro U NpOrpaMMHOTO
oOecrnieueHus i IPeA0CTaBIeHUs HH(DOPMALIUU U
OKa3aHUs FOCYLapCTBEHHBIX YCIIYT IPAXKIaHaM,
Ou3HeCy, IpyruM BETBSIM I'OCYIapCTBEHHOM BJIACTH U
rOCyJ1apCTBEHHBIM YHHOBHUKAM, IIPU KOTOPOM JINYHOE
B3aUMOJICHCTBUE MEXAY FOCYAAapCTBOM U 3asBUTEJIEM
MUHHUMU3UPOBAHO U MAKCUMAJIbHO BO3MOKHO

UCTIONB3YIOTCS MH()OPMAITMOHHBIE TEXHOJIOTHH.

UC Ilocrapmuka b/1x

WudopmaninoHHasi cucreMa OpraHu3alui,
3apeructpupoBanHas B EBC, u umeromas
BO3MO>KHOCTb OCYILECTBJISATH COOp U IPEIOCTABICHUE

b/Ix nns GuomeTpuyeckoil perucrpanuu

NC Ilorpeburens bln

WudopmaninonHas cucreMa opraHusaliii,
3apeructpupoBanHas B EBC, u umeromas
BO3MO>KHOCTb OCYILECTBJISATH COOp U IPEIOCTABICHHUE

b/1n nns dGuomerpruueckoil Bepupukanuu

Koneunsrit IMOJIB30BAaTCJIb, ITons3oBaTenn

EBC

YenoBek, B3aUMOJICHCTBYIOIINN C OMOMETPUYECKOM
CHCTEMOM C IIeJIBI0 PETUCTPAIIUN WIIH UACHTU(PUKAIIUH

€Tr0 JINYHOCTH

XKusyuects (JlaiiBHecc) / Liveness

KadecTBO niM nmpu3HAKK KHU3HU CyObEKTa,
BBISIBJICHHBIE AHATOMUYECKUMH XapaKTEPUCTHKAMU,
HENPOU3BOJIbHBIMU PEAKIUAMH, (PU3MOIOTHIECKUMHU
(GyHKIUSAMH, T0OPOBOJIBHBIMU PEAKIUSAMU, UITU

MOBEJICHUEM CYOBEKTa

OOHapyxenue xuBydectu / Liveness

detection

W3mepeHne u aHan3 aHATOMUYECKUX XapaKTEPHUCTHUK,
HENPOU3BOJIbHBIX WU T0OPOBOJIBHBIX PEaKIIUA
cyOBeKTa jis ompeeseHus, cCoopaH JIu
OroMeTpuYeCcKuit 0Opaser] ¢ KUBOTO CYOBEKTa,
MPHUCYTCTBYIOIIETO B TOUKE 3aXBaTa OMOMETPUYECKOTO

obpasma




Tepmun

Omnpenesnenne

MynbsTu MoJanbHass OuoMeTprIecKas

CHUCTCMa

BI/IOMeTpI/I‘ICCKaﬂ CHUCTEMA, pa60Tanma>1 KaK MUHUMYM
C IBYMA pa3JIMUHBIMU 6I/IOMCTpI/I‘IeCKI/IMI/I

XapaKTCPUCTUKAMU

Munkomcsa3s Poccun

MunucTepcTBO IHU(PPOBOTO Pa3BUTHUS, CBS3H U
MAacCOBBIX KOMMYHUKaui Poccuiickoit @enepanuu —
(dbenepabHBI OpraH UCIIOJIHUTEIIBHON BJIACTH B

BeneHuu [IpaBurensctBa Poccniickoit denepanun.

Enunas ouomerpuueckas cuctema (EBC)

Cucrema, obecrieunBaroiasi coop, XpaHeHHe,
00paboTKy U nepenadyy OMOMETPHUECKUX JTaHHBIX

YCJIOBCKA

O06sayHO€ TUIIOBOE PEIICHUE T10

unpopmanronHoi 6e3onacHoctu (OTUB)

CepBHUC JEKTPOHHOMN MOAMUCH OMOMETPUUECKIX
JIaHHBIX 1151 paboThl ¢ Equnoit buomerpuueckoii

CucreMoH.

OmnepaTop OMOMETPUUYECKON PErUCTpaIlin

Cotpynnuk [locraBmuka b/{H, ynmomrHoMoueHHbIH

OCYILECTBIIATh MIPOLEAYPY OMOMETPUUYECKON

perucrpanuu

[ToctaBuk b/l KpenutHas opranusanusi, umMeronas rnpaBo u
ocylecTBisronas perucrpauuto [lons3oBareneit B
EBC B cootBercTBUmM ¢ ©3-115.

[Totpebutens b/1n KpenutHas opranusanusi, UMeroIas npaBo u

OCYIIECTBIISIONIAs yIATCHHYIO UACHTUPUKALIUIO
[Tonb30Barenei ¢ NCNOIB30BaHUEM BEpUPUKATUN
onomerpuueckux gaHHbIX B EBC B cooTBeTCTBUY C

®3-115.

[Ipogaiinep naentudukanuu / Identity
Provider (1dP)

HNudopmannonHas cucrema, OTBevaroIas 3a
B3aUMO/ICVICTBUE CUCTEMBI YIIPABJICHUS YYETHBIMU

3aIMCIMM I10JIb30BaTeIeH

COop 6roMeTpUUECKUX TaHHBIX

[Tony4yenue u 3anuck B BOCIPOU3BOIUMON (hopme
CUTHaJIa OMOMETPUYECKON XapaKTePUCTHKU
(OnomeTpuyecKnX XapakTepUCTHK) HETTOCPECTBEHHO
OT YEeJIOBEKa, HJIU OT MPEICTaBICHUs] OMOMETPUIECKOM

XapaKTePUCTUKH (OMOMETPUUYECKUX XapAKTEPUCTHUK)




Tepmun

Omnpenesnenne

CpaBHeHue

OreHKa, BEIYUCIICHUE WA U3MEPEHUE CTETICHU
CXOXKECTH U PA3IINIHS MEXKY OMOMETPHUECKUM
00pa31oM U OMOMETPUUECKUM KOHTPOJIbHBIM

1adJIOHOM

CreneHb CX0XKECTU

KonnuecTBeHHbIN MOKa3aTeIb, XapaKTEPU3YIOIIU I
CXOXECTh U3BJICUEHHBIX U3 OMOMETPUYECKOT0 00pasia
MPU3HAKOB C OMOMETPUIECKIM KOHTPOIBHBIM

1a0JIOHOM.

Tpan3akius OHOMETPUUYCCKOM

BepuduKanuu

Opna winu 6os1ee MOMBITOK OMOMETPUICCKOM
BepU(PUKALINHU, PE3YJIBTATOM KOTOPBIX SIBIISICTCS

3aKJIFOYCHHUEC O 6I/IOM€TpI/I‘-I€CKOM 3adABJICHUU

Tpanzakius cOopa GMOMETPUUECKUX

Opna unu 6osee MOMBITOK cOOpa OMOMETPUUECKUX

JAHHBIX JTAHHBIX C LIEJbIO MOJIyYeHHsI BceX OMOMETPUYECKUX
JAHHBIX OT CyObEeKTa OMOMETPUYECKUX JaHHbIX,
HEOOXOIUMBIX ISl CO3IaHHs] OMOMETPUIECKOTO
KOHTPOJILHOTO I1a0JI0OHA HIJIM OMOMETpUYeCcKOi MpoObI

ID VYHUKanbHbIN HieHTH(UKaTOp yuéTHOM 3anucu B UC

HSM ArnmnapaTHOe YCTPONCTBO € MPe1yCTaHOBICHHBIM
mukposiaipom OC u [10, ocymecTiastoniee
KpUNTOrpadguyeckue onepanuy 1 npoueaypsl

Web (Beb) npunoxxenue KnuenT-cepBepHoOe NpuiokKeHue, B KOTOPOM KIUEHTOM
BBICTYIIA€T UHTEPHET Opay3ep, a CepBepoM —
HMHTEPHET-CEpBEP

XML PacmmpsieMslif A3bIK pa3METKH TEKCTOBBIX JJOKYMEHTOB

b Basa qaHHbBIX

b/lx buomerpuueckne 1aHHbBIE

BKK bubnuoreka KOHTPOJIS KayecTBa

BKII buomerprueckuii KOHTPOJIBLHBIN 11a0J0H

BO buomerpuueckue o6pasiisi

BC Bun ceenennii CMOB

JKO Hucranunonublie kaHainsl oocmyxuBanus (WEB u

MOOWIIbHBIC TTPHIIOKEHUS )




Tepmun Onpenenenue
ncC Nudopmanmonnas cucrema
NOII NHuppacTpykTypa 3IEKTPOHHOTO MPABUTEIHCTBA
KB2 YpoBeHb 3amuThl HHPOPMAIIMH B COOTBETCTBUH C
[Tpuka3z ®Cb Poccun ot 10.07.2014 N 378
KO KpenutHbie opranuzanuu
KO3II KBanuduuupoBanHas 371€KTpOHHAs MOANUCH
K3I1 3I1-OB KBanudunupoBaHHas 3J1€KTPOHHASI MOJITKUCh OpraHa

Biactu (BI1-OB). HeobxoauMma jytst moamycanus

3anpocoB WC IlocraBmuka b/ln uepes CMOB

EBC, Cucrema

Enunas 6uomerpuueckas cucrema

oC OmnepalmoHHas cucteMa

I11u [IepconanbHbie JaHHBIE

1o [TporpamMmmHoOe obecrieueHne

[HoA/oT [TporuBoaeiictBue neranu3anuy (OTMBIBAHHIO)
J10X0/10B, OTY4EHHBIX MTPECTYIHBIM IYTEM, U
®uHaHcupoBaHuio Teppopuszma

PO Poccuiickas @enepanus

COoC Crucok 0TO3BaHHBIX cepTU(UKATOB

CIIO CucreMHO€e porpaMMHOE 00ECTIeueHUE - KOMILJIEKC
pOTpaMM, KOTOpbIe 00ECTICYNBAIOT YIIPABICHUE
KOMITOHEHTaMHU KOMITBIOTEPHON CHUCTEMBI, BBICTYTIAs
KaK «MEXCIIOMHBIN nHTepdeiic», ¢ 0HON CTOPOHBI
KOTOPOTO arnmaparypa, a ¢ Jpyro — NpuI0KeHUS
TIOJTb30BATEIIS.

CMDOB 3.x CucreMa MEXBEIOMCTBEHHOTO 3JIEKTPOHHOTO

B3 aHMOHeﬁCTBHH, (I)YHKI_II/IOHI/Ipy}OH_[eFO 10

MCTOANYCCKUM PEKOMCHAAIUAM BEPCUU 3x

v3

VYuéTtHas 3anuch




Tepmun

Omnpenesnenne

OI'MC ECHUA, ECHA

denepanbHas rocyapcTBeHHast HHPOPMAIOHHAS
cucrema «EnuHas cucrema uneHTH(GUKAIMN |
ayreHTH(UKanuu B HHQpacTpyKType,
obecrieunBarone THPOPMALMOHHO-TEXHOIOTUIECKOE
B3aUMO/ICHCTBHE HH(POPMAIIIOHHBIX CHCTEM,
UCTIONIB3YEMBIX IS IPEJOCTABIICHUS
rOCyJapCTBEHHBIX U MYHHUIIMIIATIBHBIX YCIYT B

AIIEKTPOHHOHU (opme»

OI'NC CM3B, CMOB

denepanpHas TocyapcTBeHHAs HHYOpPMAIIMOHHAS
Cucrema MexBeTOMCTBEHHOT'O DJIEKTPOHHOTO

B3aumonelictBusa




1 BBEJIEHHUE

1.1 Ha3nayeHue J0KYMeHTA

Hacrosimuit nokyMeHT:
1. OmnwuceiBaet 6a30BbIe clieHapuu ucoiib3oBanus EBC:
— Perucrtpanus nosnb3osareneit B EBC;
— VYnpanennas wuneHTHUKanus Tnoib3oBateneir B EBC ¢ ucnonbs3oBaHueM
OuomeTpHuecKoil Bepupukanuu.
2. OmnwuceiBaeT HeoOxoAuMBIe 3Tanbl 11 noakaouenus KO k EBC:
— Ilopkmouenue k EBC B kauectBe IlocTaBuiuka b/IH;
— Tloaxmouenue k EBC B kauectBe [lotpeduTens b/H.
3. OmnuceIBaeT peanu3aiio OCHOBHBIX mporeccoB B EBC:
— Peanuzanus npoiecca OMOMETPUUECKON PErUCTpaLINH;
— Peanuzanus npouecca yaaneHHON HASHTU(DUKALINY.
4. TlpenocraBiseT METOAMYECKHUE PEKOMEHIAITNH T10:
— wmHTerpanuu uHGopMannoHHeix cuctem ¢ EBC;
— mnoarotoBke wuHPpactpyktypsl KO nns wnTerpamun ¢ EBC B obGmactu
MH(POPMALIMOHHOM 6€30MacHOCTH.
TpeGoBanusi, ykazaHHbIC B JOKYMEHTE, CJIEIyeT pacCMaTpUBATh B JIOTIOJTHEHHE K TPEOOBaHUSAM,
COJIepXAIIMMCSI B HOPMATHUBHO-TIPABOBBIX JTIOKYMEHTAaX, pErJIaMeHTUPYIOIUX padoty EnunHoii

Bruomerpuueckoit Cuctemsr® (nanee EBC).
1.2 HopMaTHBHBIE CCBUIKHU

JlaHHBINA JOKYMEHT pa3paboTaH B LEJSAX pealn3aluu U BO UCIIOTHEHHE:

— @epepanbHoro 3akoHa oT 07.08.2001 Ne 115-®3 «O nmpoTUBOJIEHCTBUM JIETATU3ALUN
(OTMBIBaHHIO) JOXOJIOB, MOJYYEHHBIX NPECTYNMHBIM MYyTEM, U (UHAHCHUPOBAHUIO
Teppopuzmay (B penakiuu OenepanbHoro 3akoHa PO ot 31.12.2017 Ned82-D3);

—  ®epnepanpHoro 3akoHa ot 07.07.2003 Ne 126-®3 «O cBs3u»;

—  ®@enepanphblii 3akoH PO o1 27.07.2006 Ne 152-D3 «O nepcoHalbHBIX JaHHBIX;

— @enepanpubiii 3akoH PO or 27.07.2006 N 149-®3 (pea. ot 19.07.2018) "OO6
nHpopmanuy, UHGOPMAIMOHHBIX TEXHOJOTUSX W O 3amure uHpopmanuu" (manee
®enepanbHblil 3akoH Ne 149-D3);

— VYkazanue banka Poccun u I[TAO «Poctenexom» Ne 4859-Y/01/01/782-18 «O nepeune

yrpo3 0e30MacHOCTH, aKTyalbHBIX HpU 00paboTKe, BKIOYas cOOp M XpaHEHHeE,

! HopmartupHo-npaBoBsie JokymMeHTHI 1o pabote ¢ EBC pacnonararores o aapecy: https://bio.rt.ru/documents/



https://bio.rt.ru/documents/

OMOMETPHUECKUX MEPCOHAIBHBIX IAHHBIX, X MPOBEpPKEe U mepeaaye WHGOpMAIMH O
CTETIEHM UX COOTBETCTBHS IPEAOCTABICHHBIM OMOMETPHUECKUM MEPCOHATBHBIM
JTaHHBIM rpaxaanuHa Poccuiickoit @enepanyy B rocy1apcTBEHHBIX OpraHax, 0aHKax u
WHBIX OpraHU3allMiIX, YKa3aHHBIX B ab3aiie nmepBoM yactu 1 crateu 141 denepanbHOTO
3akoHa OT 27 wutons 2006 roma Ne 149-03 «OO6 umnHpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSX U O 3aIIUTe HH(OPMAIMNY», B €AUHON OMOMETPUIECKOMN CUCTEME;
[Ipuka3z MunucrepcTBa 1IM(GPOBOTO PA3BUTHSI, CBSI3M U MACCOBBIX KOMMYHHUKanuii PD
or 21 wmrors 2018 1. Ne 307 «OO0 yTBEepKXICHHH TPOBEPKH COOTBETCTBUS
MIPEIOCTABIIEHHBIX OMOMETPHUYECKUX MEPCOHAIBHBIX NAHHBIX (PU3UYECKOTO JIMILA €ro
OMOMETPUYECKUM  TEPCOHANBHBIM  JaHHBIM,  COAEpXallUMCi B €IUHOHN
MH()OPMAIMOHHONW CHCTEME IEePCOHAIBHBIX JaHHBIX, oOecreunBaromieli o0paboTKy,
BKJIFOYast cOOp M XpaHEHHE OMOMETPHUYECKUX MEPCOHANBHBIX AAHHBIX, UX MPOBEPKY U
nepenadyy HMHQOpMAIMM O CTENEHHM WX  COOTBETCTBUSL  MPEAOCTaBICHHBIM
OMOMETPUYECKUM TEPCOHANBHBIM JaHHBIM TpaxkaaHuHa Poccuiickoit denepanuu, a
TaKXke 00 OIpe/IeIEHUH CTENIEHH B3aMHOTO COOTBETCTBHS YKa3aHHBIX OMOMETPHYECKUX
MEPCOHAIBHBIX JAHHBIX, JOCTATOYHOM I IPOBEACHUS UICHTH(DUKALINN,
Mertoanueckue pexkoMmeHaauuu banka Poccum mo oGecnedyeHuto HHGOpMaMOHHON
Oe3omacHOCTH OaHKaMU MpU HUCHOJIb30BaHUM EnuHON MH(GOPMAalMOHHON CHCTEMBbI
NEpCOHAJBHBIX  JaHHBIX, oOecneuuBaromeir  cbop, 00pabOTKy, XpaHEHHE
OMOMETPHUECKUX NEPCOHANBHBIX JaHHBIX, UX MPOBEPKY U mepenady MHGOpMaIuu o
CTETIEHM WX COOTBETCTBHS TIPEJIOCTABICHHBIM OHOMETPHUYECKUM TEPCOHATHHBIM

JTAHHBIM (PU3UYECKOTO JIUIIA.



2 OBLIIEE OIITUCAHUE CUCTEMBbI

Llenpto cozmanuss EnuHON OMOMETPUYECKOM CHUCTEMBI SIBISETCS OOCCIIEUEHUE BO3MOXKHOCTU

NpOBEJCHUS yOaI€HHON OuomeTpuyecko Bepu(UKAMKU IOJIb30BaTENe MO OHOMETPHUYECKUM

XapaKTEPUCTUKAM [JIsI HCIIOJIHCHUA Tpe6OBaHI/II>'I, YCTaHOBJICHHBIX (beﬂepaJ'IBHBIMI/I 3aKOHaMHn OT

07.08.2001 Ne 115-®3 «O mnpoTUBOAECUCTBUM JIeTanu3alMy (OTMBIBAHUIO) JI0XO/O0B, IOJTYYEHHBIX

NPECTYIMHBIM YTEM, U (PMHAHCUPOBAHUIO TeppopusMay (nanee — PenepanbHbiil 3akoH Ne 115-D3) u ot

07.07.2003 Ne 126-®3 «O cBs3u» (nanee — GenepanbHbiii 3akoH Ne 126-D3).

Cuctema obecnieurBaeT YpoBeHb HAAEKHOCTH, HEOOXOMMBIN I YAAJEHHON MICHTH(PUKAIINH

¢uznueckux nun kpeauTHeiMU opranuzauuamu (KO) — Ilorpeburensmu b/IH, ¢ nanpHelnM oka3aHueM

UM OaHKOBCKHUX YCIYT.

CucreMa o0ecriednBaeT BO3MOKHOCTD pelicHus CICAYOIINX 3a0a4:

A e

o

9.

C6op 6uomerpuueckux AaHHbIX Kak B opucax KO —INocraBmukoB b/IH, Tak 1 yaanéuHo;
[Tepenauy 6nomerpuueckux oopasmno oT KO - [Tocrasmukos b/{n B EBC;

Xpanenue B CucreMe OMOMETPUUECKUX 00pas3IoB;

@®opmupoBaHue H3 OHOMETPUYECKHMX O0Opa3loB OHOMETPHUYECKHMX IIA0JIOHOB U
IPUCBOCHUE UM CTaTyca OMOMETPUYECKUX KOHTPOJIBHBIX 11a0JI0HOB;

Xpanenue B Cucreme OMOMETPUYECKHUX KOHTPOJIBHBIX 11a0JI0OHOB;

[Tonyuenue OuoMeTpuyeckux o00pa3loB OT mnonb3oBaTened uvepez KO KO -
[Torpebureneit B/IH;

[TpoBepky MOIy4YeHHBIX OMOMETPUUECKUX 00pa3LI0B HA COOTBETCTBUE KAYECTBY U 3aIUTHI
OT TOMBITOK (pabCUPHUKALINHT;

CpaBHeHue OHMOMETpPHUYECKHX 00pa3lloB ¢ OHOMETPUYECKUMH KOHTPOJbHBIMU
nrabJI0HaMu AJis TPOBEJEHUS MpoleTypbl Onomerpudeckoi Bepudukanuu B EBC;

Bzaumoneiicteue EBC ¢ JIKO KO - [Totpebuteneii b/1x;

10. Bzaumopeiticteue EBC ¢ ECA u CMDB.

Pazpaborannas Cucrema o0ecrieunBaeT MyJbTUMOJANBHBIA pexuM padoTel. CHHCOK

OMOMETPUUECKHUX XapaKTEPUCTUK (MOJAIbHOCTEH), HCHOJB3YEMBIX MJI OCYILIECTBJICHUS Mpoliecca

BepI/I(bI/IKaI_[I/II/I COCTOUT U3 CICAYIOIUX MOJAJIbHOCTEH:

MOJAJIbHOCTD 1: AyAU03aIrCh I'oJIOCa;

MOJIaTbHOCTH 2: PoTon300pakeHUE JINIIA.



3 OCHOBBI B3AUMOJIEHCTBUSA

3.1 Onucanue npouecca «Perucrpauusi onomerpuyeckux 1aHubix B EBC»

Jlnist mosTy4eHus: BO3MOXKHOCTH MPOXOXKIeHUs ynanéHHoi uaentudukammu yepes JKO KO -
[Totpebureneit b/IH, mons3oBareins, gomxeH JuuHo oopatuthes B KO — IlocraBmuka b/IH, umeromei
IpaBO IMPOBOJAUTH OHMOMETPUYECKYK) PErMCTpaldio, € LEeJNbI0 IMPOXOXKACHUSA  IPOLETyphI

OMOMETPUUYECKOMN perucTparum.

B cootBetrcTBUU ¢ TpeOboBaHussMHU nyHKTa 13 mpuioxkenus 2 k [Ipukazy Ne321 MuHKOMCBSI3H
Poccun ot 25 utons 2018 roga «OO0 yTBepKaeHUU MOpsAaKa 0OpabOTKH, BKIOYas cOOp M XpaHEHUE,
napaMeTpoB OMOMETPUUYECKUX MMEPCOHATBHBIX JAHHBIX B IENAX UACHTU(UKALINY, TTOPAIKA pa3MEICHUS
1 OOHOBIICHHSI OMOMETPUIECKHUX MEPCOHATBHBIX TAHHBIX B €IMHONW OMOMETPUYECKON CHCTEME, a TaKKe
TpeOOBaHU K MHPOPMAIMOHHBIM TEXHOJOTUSM U TEXHUYECKUM CPEICTBaM, MpEAHA3HAYCHHBIM IS
00paboTKu OMOMETPUYECKUX MEPCOHANBHBIX JTAHHBIX B IIENIAX MPOBEICHUS UACHTHU(PUKAIIUNY, IPOLIECC
OouomMerpuueckoit peructpauuu ¢puzndeckoro auna B EBC nomken conpoBoxaaTbes uaeHTUGUKAIIEH
¢usnueckoro nuna B ECHUA, m He MoXeT ObITh OCYIMIECTBIEH YacTW4HO. Jlmarpamma mporecca
OroMeTpuuecKoil perucrtpanuu ¢ ucrosnb3doBanneM CMOB 3.xx npejacraBieHa Ha PUCYHKE HMXKE (CM.

Pucynok 1).



Ll 0BaTent ncn Bl ECMA CM3B 3.xx EBC
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. p
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npoiigexa yeneuro? |

DOPMUPOBAHUE KOHEEPTE ©
HIMI

[aHHIX AR
npoBepKH

OHTDONE MOMyUEHHSLX
paHHslx BIH
npowen ycnelwto?

DOpPMATO-NOTHYECKHA
KOHTDOIE

OTPaBKa NOANNCAHHbIX ABHHBIX
5 CM3B

Mepegaya pamHsx e HEM — 0ID ¢ BKLU HailgeH?

o

Mepegaya Koma oGk

3aMpOC Ha PErvCTPALMO OTKNOHEH OBHoanere BKW

3 Pervctpaums BOH

PerucTpaLvA yenelHa

CoyflaHne/ODHoRnekMe |, |

BKLU

MonyueHue oTBeTa 00 Monyuesue oTeeTa0d |,
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Pucynok 1 — Ilpouecc 6uomempuueckou pecucmpayuu ¢ ucnoavzosanuem CMIB 3.xx



[Tonw3oBarens obpamtaercs B opuc KO - IocraBmuka B/{n ans peructpanuu b/lH. OnepaTop
OMOMETPHYECKOM PErucTpali, Ha OCHOBAaHMU MACMOPTHBIX NaHHBIX KIHEHTA, C HCIIOJb30BAaHHEM
MEXaHU3MOB CO3JaHUs/TIpoBepKr ydyeTHOU 3anmucu ECHA, mpomepsieT cratyc ydeTHou 3amucu (Y3)
kinenta B ECUA.

B cnyuae, ecnu yueTHas 3anich (PU3UUECKOTO JIMLIA HE SBIISICTCS OATBEP K IeHHOH, [TocTaBmmk
b/ln nepenaer B ECUA HenocTaromue nepcoHaabHble JaHHBIE U IPOU3BOAUT MIPOLIENYPY PErHCTpaluu
MOJATBEPXKJICHHOM YYeTHON 3amucu TOoJb30BaTelid Ha 0a3e CyLIECTBYIOIIEH YIPOIIEHHON WIH
cranpaptHoi ydetHo 3anucu ECUA, cormacHo pazneny 3.6 «PykoBojcTBa ormneparopa IEHTpa
obcmyxusanus ECHA?.

Eciu ECHMA noarBepxaaer OTCYTCTBUE YUETHOM 3amucu (uzuueckoro juua, To [locraBmuk
b/lH nmpou3BOAMT MpoLENypY PEruCTpalry IOATBEPKICHHOW YYETHOW 3alucy IOJIb30BaTeNsl C
co3naHueM HOBOM yueTHou 3anucu ECUA, cornmacHo paszpeny 3.5 «PykoOBOACTBa omeparopa LIEHTpa
oOciyxuBanust ECUA».

[Tocne Toro, kak Oneparop OMOMETPUUECKON PETUCTPALIMU 3aBEPILII IPOLIEAYPY CO3AAHMS WIN
noateepxkeHus Y3, He poxuaaich orBeta oT ECHUA, MOXHO NpUCTYNUTh K cO0py OMOMETPUUECKUX
naHHbIX. /{15 aToro OnepaTop 6uomeTpuyeckoit peructpanuu, ucnonsiys uarepgeric UC IlocraBmmka
b/la nnst cOopa GMOMETPUYECKUX JaHHBIX, JIeaeT ayJH03alluch rojloca KJIMeHTa U GoTtorpaduio ero
muna. [lonyyeHHsle Guomerpuueckre oOpasibl JOJKHBI IPOBEPSITHCS HA COOTBETCTBUE TPEOOBAaHUSAM
KauecTBa ¢ MOMOIIbI0 OMOIMOTEKH KOHTPOJIS KauecTBa, nocrasisemoir EBC.

ITocne Toro, kak Oneparop OMOMETPUYECKON PETUCTPALIMU YAOCTOBEPUTCS B TOM, UTO KAUE€CTBO
HOJy4eHHBIX OMOMETpUYecKUuX 00pa3ioB cooTBeTcTBYeT TpeboBaHusM EBC, nanusle 6nomerpuueckue
o6pasisl u uaeHtudukatop Y3 ECUA nepenarorcs B EBC.

Hns [MocraBmmka b/IH npouecc B3auMOAEHCTBUS € MOJIb30BATENIEM C 1enbto anantanuu bKII,
NOJHOCTBIO HJEHTUYEH MpOLECCY B3aUMOACHUCTBUS C TOJNb30BaTEIeM TMpPH OHMOMETPHUYECKOM
peructpauuu. B EBC coxpansiercst mpusHak Toro, 4ro Obuia npousBeaena anantaus bKI, ecnu B/{x
M0JIb30BATENS paHEEe PErHCTPUPOBAIHCH.

[Tepenaua Ouomerpuueckux obpasmoB u3 MC IlocraBmmka B/l B8 EBC ocymectBmsieTcst ¢
UCTIONIb30BaHueM EMHON cucTeMbl MEKBEIOMCTBEHHOTO AIIEKTPOHHOTO B3anmoeiicTeus (CMOB 3.xx)
B COOTBETCTBUHU C JCHCTBYIOUIMMUA MeTOIMYECKUMHU peKOMeHAalusaMu 1o pabote ¢ Enunoll cucremoit
MEKBEIOMCTBEHHOTO 3JIEKTPOHHOT0 B3aumozenctBus (CMOB 3.xxX) u 1oKyMeHTOM «YHUBEPCATbHBIN

BC nns npuema 3asiBneHuil Ha OMOMETPUUECKYIO perucTpainno» Bepcun 1.2.1.

B EBC nHa ocHoBanmm mnpenoctaBieHHbIX [loctaBmmkom BJIH Onomerpudeckux oOpas3iioB

CO37aeTCsl OMOMETPUYECKUN KOHTPOJIbHBIN MIA0JIOH, KOTOPHIHA MPUBS3BIBACTCS K HMACHTHGUKATOPY Y3

2 https://digital.gov.ru/ru/documents/4247/



ECHUA. Y co3nanHoit/o0HOBIeHHONW ydeTHON 3amucu ECHA ycranaBnuBaeTcs JOMOJHUTEIbHBIN
MPU3HAK HATUYUST OMOMETPUYECKUX TAHHBIX.

Bo3moxHO npoBenenue dnoMerpudeckoi peructpamnuu BHe oduca [locrapmmka b/l cunamu
Omneparopa OMOMETPUYECKONW PETUCTPAllUM, BbIEKAIOIIET0 Ha BCTpedy c kiaueHtoMm. llporenypa
ananornyHa [Ipornenype 6uomerpudeckoii perucrpamnuu B oduce Ilocrasmmka b/IH. [Ipu 3TOM 4acth
(GyHKUIMH, CBA3aHHBIX €O COOpPOM OMOMETPUYECKMX JaHHBIX, BBIMOJHAETCS IPOrPAMMHBIM
obecrnieueHreM, pa3BEPHYTHIM HA MOOUIIBHBIX YCTPONCTBAX ornepaTopa OMOMETPUUECKON PErUCTpalluu U
WCIIONIB3YIOUIUMCSL JUIsl pPEerucTpauuu 3asiBoK Ha mnosydeHue ycnyr [locraBmumka BJ/IH. I[IpoBepka

NaCTIOPTHBIX JTAHHBIX MPOU3BOIUTCS OnepaTopoM OMOMETPUUYECKON PErHCTPALIUH.

BHUMAHMUME! OOGs3arenbHBIM yCIOBHEM BO3MOXKHOCTU MPOXOXIACHUS yIAJICHHONW WICHTHU(DUKAIMH
[Tonp3oBarensi ¢ UCMOJNB30BAaHUEM OMOMETPHUECKUX JaHHBIX sBisieTcs Hanuuue Y3 [lomb3oBarens

ECHA co cratycom «IloaTBep:xieHHas».

[To oxonuanuio co3manuss BKII B EBC wu coorBerctBuio craryca Y3 ECHA
«IloarBepxaéunas», ECUA uHbopMupyeT MNOJIb30BaTENsd MYyTEM OTOOPAa)KEHUS COOTBETCTBYIOILEIO

cTaryca B JINYHOM KaOuHete noib3oBareist ECUA 06 usmenenun cratyca ero Y3 ECHUA.

busHec ciieHapuii OMOMETpUYECKOW perucTpaluy npuBeaeH B Tadbmuie Hiwke (cM. Tabnuna 1).

Tabnuya 1 bBusznec cuenapuii Guomempuueckoii pecucmpayuu

Cucrema: EEC
Posn:
— OnepaTop OMOMETPUUECKOM pPermucTpaluy — OCHOBHOE IeMCTBYyKIee
JINLLO;
— TITlosb30BaTeENIb CepBUCa — IOOIMNOJIHUTEJIbLHOE IOeMCTBRyKlee JMUIIO;
- KO, sgamBuswomascsa IlocTaBumMKOM BIH - »OONOJIHUTEJIbHOE IeMCTBRYyIee

JINIIO .

[lpeneapuTenbHEE YCJIOBUS:
— JlMuHOe mnpucyTcTBME TIpaxiaHmHa PO (I[lonmp30BaTesb CepBMUCaA) ;
- Cornacue rpaxmaHuHa ([lonpz30oBaTesb CEepBMUCa) Ha OMOMETPUUECKYIO
permucTpanmo;
- KO zaperucrpuporaHa B EBC B posir llocrarummka BIH;
- KO =zapeructpuporaHa B CMOB 3.xx;

- KO zapermucrtpuporaHa y llporalmepa umeHTudmxaumm (ECHA) .

BrIXOHEIE YCJIOBUS :




- BumosiHeHa OmoMmeTpuuyeckas perucrpaumus /

amantaumda BKIl rpaxmanmHa PO ([lonb30BaTesib CepBHUCA) ;

BamnTepecoBaHHse JuuUA:
OnepaTop XypHAJIMPOBAHMA UM aynouTa:
- HaJIMuMe 3alMCeM B XypHaJle O IONHETKaxX PeruMcTpaluuM M MX CcTaTycax
BEIIIOJIHEHMUA .
- HaJIMuMe 3alMCeM B XypHaJle O IONHTKax nNepepermcrpaumm BKI m mx

CTaTyCaX BEIINIOJIHEHNMA.

Uanuumpyomee cobmTHe:
- ObpameHue rpaxnaHmHa P® (I[lolb30BaTeJib CepBMCA) 3a YyCIAyI'oM K

[locTaBuMKy BIH.

OCHOBHOM CLEHapPWUi:

llar 1. Onepatop MC opraHmszauum - ODOCTaBUMKa BIH OCyleCTBJISEeT IOUCK
YUEeTHOM 3anmcu y npoeamnnepa uneHtudpmxaumm (ECHA) . Y3 HauneHa,

nojyiydyeH OID Y3 ECHA.

llar 2. Onepatop MC Ioctarumka BIH ¢oTorpadmupyetT Ilojib30BaTesd

cepBMCa M ocyluecCTBJIAd€eT aylIMmMo3aIllMCbk €I'0 I'OJiIoCa.

Mlar 3. UC IocTaBumka BIOH C MCHOOJBL30BaHMEM OpenocTaByiseMor BKK
NPpOBEPAET KaueCTBO (QOTO M ayamosanmcu (OMoOMeTpUMUeCKuX o0pa3lioB

najsiee BO) .

Mlar 4. VC IllocTaBmMka BJIH GopMMpPyeT 3ampoC Ha pPerucTpaluio

BIHu, nonnucelBaeT ero K3II 3M-0B m ornpaBiasgerT B CM3B 3.x.

Mar 5. CMBB 3.x NOpoBOAUT QOPMATHO-JIOTMUECKMUNM KOHTPOJIbE BXOIAMETO

3anpoca Ha permcrtpaumio BKII;

Ilar 6. EBC nosydaeT 3anpoc m3 CM3B, arTopuzyetT MC opraHmu3auum -

[TocTaBumka BIH mo KO3II.
Mar 7. EBC mpoBOOMT perucTpaluon/ananTauvio BKII.

llar 8. EBC yBegnomyuseT llpoBalzmepa muieHTuburaumu (ECUA) ob ycChOemHoOM

perucTpaunmu llojb30BaTesis CepBUCa.

Ilar 9. EBC ornpasiasgeT B CM3B coofumeHre O pes3yJjbTaTax

peructpauum BIIH nmna JC nocraBumka BIH.




IMlar 10. CM32B oTnpabBjiseT B ouepenb coobmeHuy nisa VC IlocTaBmmMKa

BIlH coobumeHme 06 ycrnemHou permucrtpaumm BIH B EBC.
ANbTepHaTUMBHEE CLE€HapWUM:

lar la. YyeTHas 3anucek He HaWAeHA.

llar lal. Onepatop MC nocrarumka BIH NPOM3BOOUT PEeIMCTPaLMIO
IIOOTBEPXOSHHOM Y3 MHOJb30BAaTEeNd C CO3IaHMEM HOBOM Y3 B COOTBETCTBUU
C IeMcTByUEeM BepcueM PykoroncTBa omnepatopa LO.

lMlar laz2. Ilepexon kK mary 2.

llar 16. YuyeTHass Banuck He sBasseTcsa «llogTBepXOeHHOM» .

llar 161. Onepatop MC nocraBumka BIH OpOMB3BOIMUT INOOTBEPXISHMUE Y3 MU
perucTpaumuio NOATBEPXIOEHHOM Y3 MOJIb30BaTeNid Ha 0Oas3e cylecTByllen
YIIPOUWEHHOM Y3 MOJIb30BATEJNIA B COOTBETCTBUM C IOEMCTBYWIEN BepCHUeln

PykosomcTra oneparopa LO.
lMlar 162. Ilepexonm kK mary 2.

lIlar 3a. IIpoBepkxa kavecrBa BO He nporpeHa
Ilar 3al. Onepatop MC nocTaBmmka BIH OpOBOOUT MNOBTOPHYIK ollepaluio cbopa
fruoMeTpUUYeCKMx OOpasLOoB.

llar 3a2. BosBpaT Ha mar 3.

HckounTesIbHEE CLeHapum:

Ilar 5a. $éopMaTHO-JIOTMYECKHUNM KOHTPOJE HE IPOMUIAEH
Ilar 5al. ®JIK B CMOB He NpOMIeH.

lMMar 5a2. llpekpalleHMUe ClleHapusd.

llar 6a. ABropmusBanmus JC nocraBumka BIlH He npoineHa

llar 6al. EBC ornparesisgeT B CMOB coobmeHue nisa MC mocTaBmMKa
llar 6a2. IlpekpalleHVe ClLeHapud.

COoMCcoK TEexXHOJIOTMI M THUIIOB [LAaHHBIX:

Ona cHatusa BIH MCHOIbB3YyKRTCS Beb-KamMepa M MUKPOYOH.

- IBe MOzaJibHOCTMU: GOTO M ayIMos3alMcChb I'0JIoCa




3.2 Onucanue npouecca «YaajJeHHasi HAeHTU(PUKAIMSA C HCTIOJIb30BAHHEM

onomerpuueckoii Bepupuxkanun EBC»

[Mpouenypa ynanéHHOW uUACHTH(PHUKAIMY BKIIOYACT IOCICIOBATEIILHOE TPOXOXKICHUE
ayreHtuukanun B ECHUA mno normny/mapomo u Bepudukaumu B EBC mo cremeHu cxoxectu

OnomeTpuueckoro odpasua.

Jnst obGecriedeHust Ipoueaypsl yaanéHHON HASHTH()HUKAIINN UCTIONB3YIOTCS:

— MexaHu3M ayTeHTU(ukanuu nons3oBareneii ECHUA, nmna  obecneueHus
BO3MOYKHOCTH  3alPOCUTh  YCWJICHHYIO  ayTeHTH(HKAIMIO C  [TOMOIIBIO
ouomerpuueckoil Bepudukanmu, odecrneunBaemyo EBC;

— kommoHeHT EBC mis c6opa BO:

1) B cmyuae ucnonb3oBanus WEB-npunoxenus [Torpedburtens B/IH, castue BO

npousBoaut WEB-¢dopma EBC;

2) B ciy4ae HCIOJb30BaHHs MOOWIBbHOrO mpuioxenus [lorpeburens bJIH,

custue bO npouzsoautr MIT EBC.

— SDK EBC (nanee SDK) wucmonb3yeTcs Ajsi BCTpaUBaHUS B CTOPOHHEE MOOHIIbHOE

npunoxenue [lorpeburens b/IH, u oOecnieunBaer:

1) mpoBepky  Hamuuus ~ MOOWJIBHOTO  TPWIOKECHUS ISl yHaIEHHON

unentuduxanuu (MII EBC);

2) B3aumoneiictBue MII Iorpedurens BIu u MIT EBC mis 6rnomerpudeckoii

Bepudukanuu.

— yHuBepcayibHblii MexaHu3M (APIl-Ouomerpuueckoit Bepudukanuu) EBC, ans

obecrieueHust BO3MOKHOCTH TTOAKIIFOUEeHU BHEITHUX cucteM K EBC.

ITocne ycmemHoro mnpoxoxaeHus mpoueaypsl ayreHTudukauuu B ECHA, coOpanHble

O6uomMerpuueckue oOpasisl nepenatorcsa B API-ouomerpuueckoit Bepuduxanuu EBC.

Ha »tame Ouomerpuueckoii Bepu¢ukanuu B EBC, B akTHUBHpPOBaHHBIX OHOMETPUUYECKUX
MpoIecCopax COOTBETCTBYIOMIEH MOMAIBHOCTH, CO3MaéTcsi OmoMmerpudeckas mpoba, CocTosmias u3
MIPEIOCTaBICHHBIX OMOMETPUUECKUX 00Pa3IOB U CO3JJaHHBIX, U3 OMOMETPUUYECKUX 00pa3IloB, MoaeIeH —
OMOMETpUUYECKUX MPHU3HAKOB. bruoMeTpuieckas mpoba cpaBHUBACTCS ¢ OMOMETPUUECKUMU IA0JIOHAMH

COOTBCTCTBYIOIIIHUX 6HOMeTpI/I‘{eCKI/IX mponeccopos, 6I/IOMeTpI/I‘-IeCKOFO KOHTPOJIBHOT'O ma6n0Ha,



HaxXo4dgmuMCsa B XPaHUJIUIIC 6HOMCTpI/I‘-IeCKI/IX JaHHBIX MOJb30BaTEIICH. Pe3y.HLTaTOM Bepmbmcaum/l

SABJIACTCA:

- pacqéT 3HAYCHHA CTCIICHU CXOXECTHU 6I/IOMeTpH‘ICCKOﬁ Hp06I)I H COOTBCTCTBYIOLICTO

6I/IOMeTpI/I‘IeCKOFO 11a0JIOHa B COCTABE:

1) pe3ynabTaT BHIYUTAHUS M3 CIUHUIBI BEPOSTHOCTH JIOXKHOTO COBMAICHHS IO
KaKJ0i OMOMETPUYECKON MOJATBHOCTH;
2) pe3yiabTaT BBIYMTAHUS M3 CIUHHIIBI CYMMapHOW BEPOSITHOCTH JIOXKHOTO

COBITAICHUS,
— Tepeaaya pe3yabTaTOB CPAaBHEHHS BO BHEUIHIOIO CUCTEMY.

EBC Bo3Bpamaer monoxxutenbHbiid pacmmpenHsiii pesynsrat B UC Ilotpedutens B/IH, ecnu

BCPOATHOCTL JIOKHOT'O COBHH,IIGHI/ISI3

HE IIPEBBIIACT YyCTaHOBIECHHBIM I[IpaBurensctBoM PP 1o
cornacoBanuto ¢ [Ib MuHnMansHblil nopor. B nHOM ciyyae Bo3Bpaiaercs otkas. JluarpamMma npouecca
yJlaleHHOW WACHTU(HUKALIMY C HCII0JIb30BaHHEeM Ouomerpuueckoi Bepudukauuu EBC npencrasiena Ha

pucyHKax Huke (cM. Pucynok 2 u PucyHok 3).

3 Cwm. Mpunoxenne Nel k Tlpukasy MunucTepCTBa IU(PPOBOTO Pa3BUTHS, CBA3M M MaCCOBBIX KOMMYyHHUKanuii Poccuiickoit
Oenepanun ot 21 uronsa 2018 roxa Ne 307.



YaaneHHasa naeHTuduKaums ¢ ucnonb3oBaHMem mobuabHoro npuaoxexHma E6C
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pesynbraty
sepumiaum
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OrknoweHue 3anpoca

3anpoc
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Pucynok 2 — Ilpoyecc yoanennoit uoenmugpuxayuu c ucnonvzoeanuem MII EEC




YpaneHHaa naeHtudumKauma c ucnonbsosaHvem WEB

JKO KO - Notpebutens | UC KO —MNotpebutena
BAH (WEB) B+

Monb3oBaTens WEB-¢popma EBC ECHA EBC

O6pauenre s KO

uepes JIKO ana
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>
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6omeTpuseckoit .
sepudHKkaumuu 8 E6C 'E'—
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sepuduKaLmm & EBC nOnYHeHHIX
HaHHbIX

Tposepka

HHbIX

yenex
3anpoc Ha sepudmKaumio

OTKNOHEH

ID ceccnm

Oro6pamenme
3Kpana c6opa 6O

o Mepenasaso va o
| sepuduraumio hl
verify token

e -----1 e

Mepesada
pesynbrara
BepuduKkaLum

Bbi308 WEB-¢OpMbI
EEC ¢ nepenaveii ID
ceccum

Co3panme cecanm
BepUPUKaLL MM

et

3anuce anaco [

BHomeTpHyeckan
sepuduKaLnA

Mepeaaia

3anpoc mapkepa
Aoctyna K NAn n

pesynsrary
sepuduKaL v

Kowtpons

mapkep pocryna
KK U

pacuinpentomy
Pesynbtaty

3anpoc BepUdUKaLL MM

OtknoHenve 3anpoca

Yenex

pesynbrata
BepdumKaym

+ KoTpons
nonyseHHbIX

AaHHbIX

OTknoHeHve sanpoca
yenex

Mpukaue peweria
0 pocratouHocTH

Nepegasa

pesynstata
sepudKam A
oKazaHuA yeaym

pesynsrara
seppuuKaLm

Pesynetat
AocTaTouHBIA?

®-~

B npegocTasnenn
Yy oTkasawo fa

O-
yenym

Yenyra nonysena

STan

Pucynok 3 — Ilpouecc yoanennoi uoenmugpuxayuu ¢ ucnoavzosanuem \Neb

busnec cuienapuit bnomerpuueckoil Bepudukauy npuBeacH B Tadnunax Hke (cMm. Tabnuma 2,

Tabmuma 3).



Taonuya 2 Busnec cyenapuii Guomempuueckoii eepupurkayuu (3anpoc ¢ MOOUILHO2O0 NPUTLOHCEHUS)

Cucrema: EBC
Posn:

— Ilonp30BaTesb CepBMCa — OCHOBHOE IEMCTBYHIEE JIMLO;

— JC opraHmzaumuy - norpeburessa BIH - »OONOJHUTEJIBHOE IeMCTBYyOIEe
auuo (manee "UC IloTpebutrensa BIOH") ;

- ECHA;

- EBC.

[lpenBapuTenbHEE YCJIOBMUS:
— Mcnomb30BaHMe TrpaxiaHMHOM PO (I[lonbp30BaTesib CcepBMCa) MODOMIIBHOIO
npunoxeHusa VC [lorpeburens BIH (masnee "MII UC Ilorpeburensa BIH") co
BcTpoeHHoM SDK EBEC;
— Jcnosp30BaHMe rpaxnaHuHoOM PO (I[losb30BaTeslb CepBMCA) MOOMIIBHOTO
npuioxenmsa EBC (mamee "MII EBC") ;
— Cornacue rpaxzmaHuHa PO (Ilonbp30BaTesnb CcepBMCAa) Ha OpeloCTaBJIeHHUE
OMOMETPUUECKMX NAHHBIX;
— llosb30BaTeEsyIb CEPBMCa MMEEeT MNOOTBEPXIeHHYHD Y3 ECHUA;
— KO 3zapeructpuporaHa B EBEC B posmu lorpeburena BIH;
— KO 3zapermucrpuporaHa B ECHUA;
— Hanuume xaMepbl ¥ MUKPOQOHA Ha YCTPOMCTEBE IOJIb30BaTEJId.
BrXOIOHEIE YCJIOBUS :
BreinosiHeHa OuomMmeTpudueckas bepubpukaumsa rpaxnaHuHa PO (I[lonep30BaTesb
cepsBuca) ;
BauHTEepecoBaHHHEe JUIA:
UC-IloTpebuTrena BlIH:
— IlomesoBaTens cepBuca UOeHTUOMUMPOBAH B ECHUA u mpoues
OuoMeTpUUeCcKyrw Bepuduxaumw B EEC;
— Tlonmyuen poctyn k IIJIH Ilonmep3oBaTesnia cepsuca B ECHA.
[Ionp30BaTENIL CepBUCa:

— T[IOJIydeHMe 3alpallMBaeMoM yCJIyIu
UaMuumpyomee cobmTHe:
ObpameHue TpaxiaHuHa PO (Ilonp30BaTeslb CepBMUcCa) B2a ycayroum k KO,
KOTOpad 4ABJISETCSH 3aperucTpuMpOBaHHEM llorpeburesniem B B EBC, uepes MII
UC Iorpeburesa BIx

OCHOBHOM CLEHaPWUi :




llar 1. IonepsoBaTesic cepsuca B MI UC IlorpebuTesa BIH BeHOMpaeT NOJydeHME
yCIyITu, Tpebynuen YCUJIEHHOM ayTeHTUuduKaumm, u VHULIUUPYET
UOEHTUOMKALUMI C OMOMETPUMUECKOM BepUbUKALUEN.
IMlar 2. MII MC Iorpeburens BIOH dopMupyeT M MHOIONMCHEHBaeT B Backend
[lorpeburena BJIH s3anpoc m obpawaercsa k SDK EBC.
Ilar 3. SDK EBC Bm3pBaeT MII EBC, nepenas NOONMCAHHBM 3anpoc
Mlar 4. MII EBC nepeHamnpabJjsdeT [lob30BaTesid Ha CTPaHUIY ayTeHTUOMKALUM
ECHA (webview) .
Ilar 5. IIo;lp30BaTEJIb CepBMCAa NPOXOOUT ayTeHTubukaumio B ECHA.
llar 6. ECHA mnpoeepdeT cCcTaTyc Y3 mnojabszoBaTesida (IOJid OCYUEeCTBJIEHUHA
OruoMeTPUUYECKON ayTeHTUOUKALMNU Y3 OOJIKHA MMEThb craTtyc
«llooTBEPXOECHHA DY) .
Mlarm 7. [losp30BaTEJBb naer corjacue Ha IpoBeneHMe YCUJIEHHOM
AyTeHTUOUKALUM C MCIOJIb30BAHUEM €I'0 OMOMETPUUECKUX HOAHHBIX.
llar 8. Iocye ycnemHoOM ayTeHTuOukaumu llonbz3oBaTesid, ECVA BO3BpallaeT B
MII EBC xonm apTopus3aluuUM OJIA I[IOJIYUEeHMA Mapkepa OOCTyNa OJ4 NPOXOXIOeHMSI
OnoMeTpnueckoy sepudpukaumm B EBC.
Ilar 9: MI EBC BO3BpamaeT kon aBTopuzauuu B MII UC IoTpeburesns BIH.
IMlar 10: MI MC IoTpebureya nepenaeT Koo aBTopuszauum B Backend UC
[lorpeburena BlIu. Backend MC Ilorpebutens BIH obpamaercsa B ECHA 3a
MapkKepoM OOCTyIla IJiS IMIPOXOXIeHUS OuoMeTpuuyeckoy Bepubuxauum B EBC,
NpenbsaBUB I[IOJIYUYEHHBM KOI aBTOpPM3aLMUM.
Mlar 11: Backend MC IloTpebutrensa BJIH nepemaeT 3alpoCc Ha CTapT
truoMeTprUecKkoy Bepubmkaumm B EBC, NpenbpaBigsg  IIOJYYEHHEN MapkKep
mocryrna.
Ilar 12. EBC OpOM3BOAUT MNPOBEPKY M3 IIOJIYyUEHHOT'O MapKepa IOoCTyIla:

— nonnucu ECHA Ha [OOJIyUYeHHOM Mapkepe IOoCcTyla;

— cratyca MC TlloTpebutensa BIH Mo NpeloCTaBJIEHHOM MHEMOHUKE;

— cCcraTyca OMOMeTpMUYeCKMX HOAaHHBEIX [loJlb30BaTesid IO NOPeOOoCTaBJIEHHOMY

OID.

IMlar 13. EBC cos3maeT ceccuio BepudukaluM U BO3BPpamaeT B backend MUC
[lorpeburena BIH coobumeHre no nporokojy HTTP comepxalee: KOO COCTOSHMSA
302 (onma API Bepcum vl1) wunu 200 (mis API Bepcum Vv2), UISHTUOUKATOP
ceccumn, 3aaHHOe 3HaueHMe BpeMeHM XM3HM CeCCUuM, URL WEB-dbopME

nojyydyeHus BO.




Illar 14: Backend MC Ilorpebutrensa BIH uepez MI WC Ilorpeburensa BlH
nepenmaeT ID ceccum B MII EBC.

IMlar 15. MII EBC oTobpaxaeT Ilolb30BaTEJIO CTPaHULY ChbeMa OMOMeTPUM,
comepxauyio noJlydyeHHy w3 EBC gmelcrBue liveness ¥ MHCTPYKLUMIO IIO
bopMMpPOBaHMI OMOMETPUUECKUX OOpPas3LOoB.

Ilar 16. Ilonbp30BaTENb CEPBMCa Ha CTPaHMUIE CcBbeMa OmoMeTpur QOPMUPYET
fbruoMeTpruUecKkMre oOOpa3LlH: IPOM3BOOMUT 3aNMCh BUIEO, BHIIOJIHUB OEeMCTBUA,
COTJIACHO OTOOPAaXEHHOM MHCTPYKLMUM.

Ilar 17. MII EBC nepena&T NHOJIydEeHHHE OMOMEeTpUUeCcKMe oOpasuLbl (BUMIECOPOJIMK)
B EBC.

llar 18. EBC coxpaHAeT [OJIydeHHble OuoMeTpuuecKue oOpasLlHl.

Mlar 19. EBEC ocymecTBJIgeT [pPOBepKy Liveness u  BepUOULUPYET
[loslb30BAaTEIIA.

Ilar 20. EBC nepemaeT pesylbTaT OMOMETPMUECKOM Bepubmkaumm B ECUA (mo
CCHUJIKE, VYKa3aHHOM B Mapkepe IOCTylla) UM YHUKAJbHBY MWISHTUPUKATOP
(verifyToken) .

Mlar 21. EBC BO3BpallaeT feJelele)iifSyz4ziN0Zi pe3yabTaT IPOXOXIOEHUS
tuomeTpuueckoy Bepubdukaumuy Ilojib30BaTesyid (yCIeUWHO WM HEeYCIIENHO) U
VHUKAaJBbHEM uneHTubukarop (verifyToken), aHaJIOTMUHHM I[epelaHHOMY B
ECHMA, B MII EBC. MI EBEC BosBpamaeT B MII VIC Ilorpebutresna BIH uepes SDK
EBC MNOJIydeHHHM pesyJibTaT Bepubukaumm u napamerpu verifyToken.

Mlar 22. MII llorpeburesnsa BIH nepemaeT NOJIYUEHHHM pes’yybTaT B backend UC
[ToTpeburena BIH.

IMlar 23. Backend MUC TIlorpeburens BIH obpamaerca k ECHMA c Bamnpocow,
coepxalMM B TOM UYMCJEe IMOJydeHHEM oOT EBC yHMKAJIBHBEN MISHTUOUKATOP
(verifyToken), Ha OOCTyHn K IIEePCOHAJILHBEIM IAaHHEBIM .

llar 24. ECHA npoBepseT BO3MOXHOCTL npexmoctTabyieHusa MC Iorpebutrensa BIH
IOOCTyIla K IepPCOHAJIbHEM HOAaHHBIM CpaBHMUBASA HojiydyeHHele verifyToken ot EBC
u MNC-Tlorpeburensa BIH.

Mar 25. ECUA =3samnpammvBaeT Yy IloJb30BaTesd CepBMCa paspelleHue Ha
npenocrabjeHue JVC-llorpebureniw BIH pDocTyna K [NEePCOHAJIBHBEIM IJAaHHBEIM
[I0JIb30BaATENA .

Ilar 26. Ilonb30BaTeJIb CepBMCa [NONTBepPXIaeT CcoIJlacue Ha Iepemaudy
[IePCOHAJIbHBIX HOaHHEIX.

Mlar 27. ECUA npenocrarByigeT B backend UC Iorpebutresigs BIOH CclheuMallbHBM

MapKep IOOoCTyIla IOJIA IIOJIYyYeHMA IIePCOHAaJIBHEIX IOaHHBIX [Toslb30BAaTENA.




Mlar 28. MC IoTpeburena BIH obpamaeTcsa k EBC ¢ szamnpocoMm, colIepXaluM B
TOM UMCJIE IIOJIYYEHHE OT COIepXallMM B TOM YMCJIe NOJIydeHHBM oT ECHUA, Ha
lare 27 OCHOBHOT'O ClLieHapus, CIelMaJlbHHEM MapKep IOoCTylla, Ha IIoJIlydeHUue
PacCULMPEeHHOT'O pes3yJjibTaTa BepudmKaluMu.

llar 29. EBC npoBepseT BO3MOXHOCTE IpenocTabjeHus JMC Iorpeburesnsa BIH
PacCLMPEHHOTI'O pes3yJjibTaTa Bepupmkalun.

Ilar 30. EBC mnepemaer B Dbackend UC Ilorpeburtena BIH pacClMPEHHEMN
pe3ynbTaT OMOMETPUUECKOM BepubmKaumy [lonb30BaTeNd.

Ilar 31. Backend UC Ilorpeburensa BIH IOpMHUMAET IIOJIOXMUTEJIbLHOE PeleHue O
pe3yJjbTaTe YCUJIEHHOVW ayTeHTUOMKaALUUM C OMOMeTPMUEeCKOV BepubMKalmen u
oKaseBaeT ycuayTy lloJb30BaTENn CepBUCa.

AnbTepHaTHMBHBIE CLeHaAPUNM:

OTCyTCTBYIT

HcknounTenbHie CLeHapuu:

HcxmounreneHsd creHapuyu 1 - MI EBC He YCTaHOBJIEHO Ha YCTPOMCTBE
IlonssBoBarens:

Ilar 3a. IlpoBepka He BHABMUIA HaJIMUMAg YCTAaHOBJIEHHOTO Ha YCTPOMCTBE
[lone3oBaTena MI EBC.

Ilar 3a.l. Ionb30BaTEJI0 BHIOAETCS INIpPemjioXeHMe ycTaHOBUTHL MII EBC c
CCBIJIKOM Ha TOUYKY PacCIpOCTPaHEHMs NPOTIPaMMHOTO OOeCHedeHMsa  IOJId
MOOWMJIIBHEIX YCTPOMCTB.

3aBepleHre CleHapmusa

HckmounrensHet cueHapuy 2 — Ilonp30BaTesNs He HOpowejy ayTeHTHuOukaruo B
ECHA :

llar 5a. llonmbp30BaTesb He IHIpollell ayTeHTuomkaumio B ECHA.

3aBepleHre ClLeHapmsa

HckmounTensHEIT crueHapui 3 - y3 nomsB3oBaTeNyII  He aBasercs
NOQTBEPXOEHHOM :

llar 6a.l ECHA npoBepseT cCcTaTyc Y3 DOJIb30BaTesNd UM BHABJIAET, YTO Y3
[I0JIb30BATEJII He 4BJISeTCHa NOOTBEPXIEeHHOM Y3.

Mar 6a.2 IlloJdb30oBaTeJ0 BhIOaeTcsa ommbka O HEBORMOXHOCTM ayTeHTUOUKaLUMU
M3-3a HeIOCTATOUYHOT'O YypPOBHSA Y3.

3aBeplieHMEe CLUeHapus

HckmounrensHsi cueHapuy 4 — lNosmes3o0BaTess HE NPEefOCTaBHMI paspelleHyue Ha

YCHIEHHYI ayTeHTHUOuKaUuio C HMCHOJBBOBaHMEM OGHOMETPHUN:




Mlar 7a.1 ECHA He mnoJjgydaeT comjacuda llojgp3oBaTesad OMOMETPUUECKYIO
BepPUOUKALIMIO.

3aBeplieHMe CLUeHapus

HckmounTeneHs cueHapuu 5 — HUC Ilorpeburenss BIH He BaperucTpuMpoOBaHa B
EBC:

IMlar 12a.l1 EBC mnpoBepsgeT perucrpauuin u cratyc MC Iorpebutens BIH 10
IPenOoCTaBJIEHHOM MHEMOHMKE.

Ilar 12a.2 EBC BO3BpamaeT OTBET, O TOM, UTO JMC He 3apermuCcTpupOBaHa B
xkauecTee lloTpeburena BIH

Mar 12a.3 Tlolbp30oBaTeJ0 BHIOAeTCsa ommbka O HEeBO3MOXHOCTM YCUJIEHHOMU
AyTEeHTUOMKALIUA .

3aBepleHMre CLeHapud

HckmounTensHENI cueHapuy 6 — BuoMeTpuyeckMe JaHHFIE IO NPefoCTaBJEHHOMY
OID oTcyTCTBYKOT:

Ilar 126.1 EBC npoBepsdeT CcTaTyC OMOMETPMUYECKMX IaHHBX [loJb30BaTeNsa IO
npenocraByieHHoMy OID.

llar 126.2 EBC BO3BpallaeT OTBET, O TOM, UYTO IO HaHHOMYy OID HeT aKTUBHEX
OMOMETPUUECKMX NAHHBIX .

Mar 126.3 Ilolbp30oBaTes0 BHIOAeTCa ommbka O HEBOSMOXHOCTM YCUJISHHOM
AyTeHTUOUKaALUM M3-3a OJIOKMPOBKU OMOMETPUUECKUX IOAHHBIX.

3aBepleHre CleHapusa

HcknouynTeNBHEN CcLeHapuyu 7 — BuoMeTpu4Yeckme obpalLsl He NpoWiu
BepHUPHKALIHMIO:

Mlar 19a.1 EBC ocymecTBJISET NPOBEPKY Liveness M BepudUUMPYET MNOJIyUEHHBE
OuoMeTpUUYeckre obpasLsl.

IMlar 1%9a.2 EBC BO3BpallaeT OTPULATEJNLHEM pe3ylbTaT OUOMETPUUECKOMU
pepubukauum B ECHUA m B MII UC IlloTpebutrena BIr. OTBeT C OTPHULATEJLHEM
pesynbTaToM He conmepxuT verifyToken.

Mar 19a.3 Ilosb30BaTEJI0 BHIOAeTCS oummbOka. YCUIIEHHAas ayTeHTUuOUKalus He
IpoMOmeHa.

3aBpeplieHMe CLeHapusa

HcxmounTeneHs creHapuu 8 — Ilpm obpamenmn B ECHA HUC Iorpebmurens BIH
He nepepasn BHauveHwue verifyToken:

llar 23a.1 Ipu obpameHun B ECHA JVC Iorpeburensa BIOH He nepenajl 3HaueHUE

verifyToken.




IMlar 23a.2 ECHA BO3BpallaeT OTBET C coobumeHMeM 06 oumbKe IMIPOBEIEHUSA
YCUJIEHHOM ayTeHTUOUKALUN.

Ilar 23a.3 Iosb30BaTe]yii0 BHOAeTCd ommbOka. YCUIJIEHHasd ayTeHTubMkaumsa He
IpoVineHa.

3aBeplieHMEe CLUeHapus

HckmouynTenbHEE cLieHapuyu 9 — BHaveHme verifyToken npwm ob6paumenwnn HUC-
IIorpeburens BAu B ECHA He coBnajgo C yka3aHHsiM EBC B NOJNydYeHHOM
pesynsrare BepHPHMKALINA:

llar 24a.1 Ipu nposepke ECHA BO3MOXHOCTM HpernmocTabBlieHua JC [loTpeburend
BIlH mocTyla K IIepCOHAJIbHEM IaHHBEM, 3HaudeHue verifyToken, npu obpameHUMn
UC TloTpeburena BIH, He COBNAJIO C yka3aHHBEM EBC B NIOJIYyUYEeHHOM pesyJibTaTe
BepupmMKaLmm.

Ilar 24a.2 ECHA BO3BpamaeT OTBET C cCcoobmeHMeM 0606 ommbOKe [IPOBEHOEeHUHA
YCUJIEHHOM ayTeHTUOUKALIUN.

Mar 24a.3 IloJyib30BATEJI0 BHIOaeTCsa ommbka. YCHUIIEHHAs ayTeHTuOuKaluus He
IpoMIOeHa .

3aBepleHMre CLeHapud

HcxmounreneHs cueHapuy 10 — lNoap3o0BaTess HE NOATBEPANMJI CBOE corJlacmue
Ha nepenavy NepPCOHAJBHEIX [AHHBIX:

Ilar 26a.l Ipum 3anpoce nNonTBepxneHUa IloJIb30BaATEeJIEM CEPBMCa Iepenauu
IepCOHAaJIbHEIX JaHHBIX, ECHA NOJIydeH OTPMULATEJIBHEIM OTBET.

Ilar 26a.2 ECVA BO3BpallaeT OTBET C cCoobumeHMeM 00 ommbKe I[IPOBEeNeHUs
YCUJIEHHOM ayTeHTUOUKALIUN .

Mlar 26a.3 Ilonb30BaTENIO BHIOAeTCs ommbKa. YCUIJIEHHAd ayTeHTUdMKalus He
IpoMOoeHa.

3aBepleHre ClLeHapmsa

COoMcoK TEexXHOJIOTMI M THUIIOB [LAaHHBIX:

IpunoxeHnue IOKO: wmoOuibHOe mnpuioxeHme 10S (He Hmxe 10 Bepcuwm) wIu

MOBOMIIBHOE TmpujioxeHme Android (He Hwmxe Bepcum 5).

Tabnuua 3 Busnec cuenapui ouomempuueckoii eepugpuxayuu (3anpoc ¢ WEB-npunoxncenus)

Cucrema: EBC

Ponu:
— ITloslb30BaTeJyIb CepBMCa — OCHOBHOE IOeMCTByKIee JMUIIO;

— UC opraHmzauuyt - norpeburesns BIH - IONOJIHUTEJIBHOE IEeNMCTBYyHIee

Jquuo (majee "UC Illorpeburensa BIOr") ;




— ECHA;
— EBC.

[lpenBapuTeNnsLHEE YCIOBUS
— Jlcnomp30BaHMEe  TI'paXZaHMHOM PO (llonp30BaTENbL  CepBHUCA) web-
npunoxeHmuda JMC Iorpeburena BIOH;
— Cornacue rpaxnaHmHa PO (Iloslp30BaTesib CepBMCA) Ha NpeloCTaBJIEHME
OMOMeTPMUECKMX IaHHEX;
— llosib30BaTEJIb CEepBMCa MMEeeT MNOOTBEPXIeHHYD Y3 ECHUA;
— KO 3zapermcrpmporarHa B EBEC B posn Ilorpebutrensa BIOH;
— KO 3zaperucrpuporaHa B ECHUA;
— Hammuwme xameps ¥ MMKPOOOHA Ha YCTPOMCTBE I[OJIb30BaTEJIA?.
BrxXonHEIe YCJIOBUS:
BrinosiHeHa OuomMmeTpudueckas bepubpukaumsa rpaxnaHmHa PO (Ilonep30BaTesb
cepsBuca) ;
BamnTepecoBaHHse JMuA:

UC INorpeburena BIH:

— Ilome30oBAaTENb cepBuca UOeHTUOMUMPOBAaH B ECHUA " npoues
OruoMeTpUUYeCcKyrw Bepudmxkaumwow B EEC;

— llonmyuen poctyn k IIJIH Ilone3oBaTena cepsuca B ECHA.
[Ionp30BaTENIL CepBUCa:

— I[OJIydYeHMe 3alpallMBaeMOoM yCJIyIM.
WHMuMmpyomee co6sTHe :
ObpameHue TpaxiaHuHa PO (Ilonp30BaTeslb CepBMUcCa) Ba ycayroum k KO,
KOTOpad HABJAETCH 3aperucrpupoBaHHBM [loTpeburesiem BIH B EBC, uepes
web-npunoxenue UC IoTpeburena BIH
OCHOBHOM CLEeHapPWUi :
lMlar 1. IHonp30BaTenb cepBuca B WEB-npumnoxeHum JVC Ilorpebutensa BIH
BHIOMpPAaEeT TIOoJydeHMe YCJayTM, TpebyKler YCUJIeHHOM ayTeHTUOMKaUuMu, U
VHULUMPYET MOEeHTUOUKAUUID C OMOMETPUMUEeCKOM BepudmMKaumem.
lMar 2. Backend UC Iorpebutesnsa BIH QopMMPyeT M IMOAINMUCHBAET 3alpoc u
nepeHamnpaeasgeT Illop30BaTesid Ha CTPaHULY ayTeHTudomuxkauum ECHUA.

Mar 3. [MoJib30BaTEJyIb CepBMCa MNPOXOIUT ayTeHTuduKaumio B ECHUA.

* TTpoeepky mannoro ycnosus ocymectaiuser WEB-dopma EBC no ceemy BO



llar 4. ECHMA nOpoBepdeT cCTaTyc Y3 nonapzoBaTesd (O] OCYWEeCTBJIEHUS
OroMe TPpU4YEeCKOM ayTeHTHOMKaALUU y3 IOOJDXHA VIMETHb cTaTyc
«[lonTBEePXOEeHHASA») .
llarT 5. [lonp30BaTENDb maer coryacue Ha nIpoBeneHMe YCUJIEHHOM
ayTeHTUOMKAUUM C MCIOJIB30BaHMEM €TI0 OMOMETPUUYECKMX IOaHHEIX.
Mlar 6. Ilocye ycnemHoM ayTeHTudukaumu Ilojap30oBaTeys B ECUA, UC-
[lorpeburena B nonydaetT or ECHA KOO aBTOpM3ALUMM IJId [IOJIyYEHMI MapKepa
OoCTyla IOJg NPOXOXIEHMS OMOMEeTpMUEeCKkOoM bBepubmxaumm B EBC.
llar 7: UC Ilorpeburens BIH obpamaercsa B ECVA 3a MapkepoM IOOCTyla IJId
IPOXOXIOeHMsa OMoMeTpMuMueckol Bepudmukauum B EBC, OpedbaBUB I[IOJIYUEeHHEN
KOII aBTOPMU3ALUMA.
Ilar 8: MUC IoTpeburena BIH nepemaeT 3alpoC Ha CTapT OMOMETPUUECKOM
Bepubukaummu B EBC, nOpenbpaBJigs I[HOJIYUYeHHHM Mapkep zJocTymna ¥ URL UC
[Torpeburena BIH, Ha xoTopewm EBC mojixHa NepeHanpabBUTh [loJIb30BaATENS IIPU
IIOJIOXUTEJIBHOM Pe3yJibTaTe OMOMETPUUECKOM BEPUOMKALUM.
Ilar 9. EBC npou3BOOUT NPOBEPKY M3 IOJIYUeHHOT'O Mapkepa OOCTyIa:

— nonnucu ECHA Ha OOJIydeHHOM Mapkepe IocTyla;

— craryca lC-Ilorpebutrensa BIH N0 OpeloOCTaBJIEHHOM MHEMOHUKE;

— crTaTyca OMOMeTpMYeCKUX »NAaHHBIX [loJIb30BaTesid I[I0 NIPedoCTaBJIEHHOMY

OID.

IMlar 10. EBC co3maeT ceccuwo Bepudbmkalumu M BoO3BpamaeT B MC I[MoTpeburess
BIH coobmeHme 1o nporokojy HTTP comepxamee: kon coctosHus 302 (ons
API Bepcuu vl) wmam 200 (mns API Bepcum Vv2), wuimeHTuOMKaATOp CEeCccum,
3aIaHHOE 3HaueHue BpeMeHu Xus3Hu ceccum, URL WEB-Qopwmel nojnyudeHmsa BO.
Mlar 11. UC Iorpeburena BIH oTobOpaxaeT nojib3oBaTeinion WEB-doopMmy EEC cwema
froMeTPUUECKMX HOAaHHEIX (redirect) rme Ilosb30BaTEsIb IIOOTBEPXIAeT CBOE
corJjlacue Ha OMOMETPMUECKYID BepUOMKALMO.
Mar 12. WEB-dopma cwemMa OMOMETPUM oToOpaxaeT II0JIb30BATEJIO INOJYUEHHYIO
13 EBC gpemncrBue Liveness M MHCTPYKLMIO IO QOPMMPOBaAHMIO OMOMETPUUECKUX
o0pasLoB.
Ilar 13. Ionbp30BaTeNb cepBMca Ha WEB-bopme cwbema OmoMeTpur QOopMUPYET
fruomMeTpUUyeckMe OOpa3LUBl: IPOM3BOOMUT 3alMCb BMIOEO, BEHEIIOJHUB IOEeVCTBUA,
COIJIaCHO OTODPAaXEeHHOM MHCTPYKLMN.
llar 14. EBC coxpaHdeT IMOJIydeHHEEe OmoMeTpuueckue oOpa3LH.
Mar 15. EEC OCYylIeCTBJIAET [IPOBEPKY Liveness u BepubMUMPYET

[Ionmp30OBaATEJNS.




llar 16. EBC nepenaeT pe3yJbTaT OMOMeTpUUeCKOM Bepudmkauum B ECUA (1o
CCHUJIKE, VYKAa3aHHOM B MapkKepe IOOCTylla) WM YHUKAJBbHBM MWISHTUPUKATOP
(verifyToken) .

IMlar 17. EBC nepeHanpasusgeT Ilonbs3oBaTresnsa cepBuca Ha URL, paHee
ykaszaHHemt MC Ilorpebutensa BIH B 3anpoce (IepeHanpaBJIEHME COLNEPXUT
YHUKAJBbHEY wuneHTudmuxarop (verifyToken), aHaJIOTMUHBIL II€PeHaHHOMY B
ECHUA) .

Ilar 18. MC Iorpeburtensa BJIH obpamaeTrcsa k ECHA ¢ 3anpocoM, CoIepXaliM
B TOM UMCJIe NOoJiydeHHBEV OT EBC yHUKaANbHEN MIeHTubukaTop (verifyToken)
Ha IOCTYyIl K IIepPCOHAJILHEIM JaHHBIM.

Ilar 19. ECHA mpoBepseT BO3MOXHOCTL NpenocTaBiyeHusa JC IloTpeburens BIH
DOCTyIla K IIePCOHAJIbHEIM IaHHBIM CpaBHMBAaA nojydeHHele verifyToken ot EBC
n UC-Ilorpeburensa BIOH.

IMlar 20. ECHA =BamnpammBaeT Yy IloJib30BaTejid CepBUCa paspelleHue Ha
npenocrapjeHmue JVC-Illorpeburenw BIH pDocrTyna K [NEePCOHAJIBHBEIM IOAHHBIM
[IOJIb30BATENA .

IMlar 21. Io;nbpz0oBaTe]id CepBMCa IIOOTBEpPXIaeT CcoIJlacue Ha [Iepelauy
[IE€PCOHAJIbHEIX HOaHHEIX.

Ilar 22. ECHA npenocrarysgeT B Backend UC-TloTpeburens BIOH chOeuMabHBIM
Mapkep IOOoCTylla IJig IIOJIydeHMs [NePCOHAJIbHBIX HOAHHHIX [lojib30BaTesd.

Ilar 23. UC HoTpebutensa BIx obpamaercsa x EBC ¢ 3amnpocoM, comepxalyMm B
TOM UMCJIe TIOJIydeHHBn oT ECUMA, Ha Ilare 22 OCHOBHOTO ClieHapusd,
CIIeLMAaJIbHE MapKep HOOCTylla, Ha [OJIydeHMEe pPacCUllMPeHHOTO pes3ylbTaTa
BepUOUKALIUML.

llar 24. EBC npoeepseT BO3MOXHOCTL npeznocTabjeHua MC Ilorpeburena BIx
PaCIIMPEHHOTO pesylbTaTa Bepubdmurkalum.

lMlar 25. EBC mnepemaer B Backend UC Ilorpeburensa BIH pacCllMpeHHBM
pesyJibTaT OMOMeTPUMUEeCKOM Bepubukauum [loJib30BaTeEsS.

Ilar 26. UC-IloTpeburensa BlH NOpMHMMAET IIOJIOXUTEJIBHOE  pPEUleHMe O
pesyJibTaTe YCUIJIEHHOM ayTeHTuOuKalmum C OUOMeTpUUeCcKOM Bepubukalumem u
okKaseBaeT ycuayTry lloJb30BaTelNio CepBUCa.

AnepTepHaTHMBHEIE CLEeHapuu:

OTCyTCTBYIOT

HckiounTeneHEe CLeHapum:

HckmounrensHusi cueHapmuy 1 — lNones3o0BaTesns He HOpowesy ayTeHTuukarmo B

ECHA :




llar 3a. Ionb30BaTe]JIb He Ipolle]l ayTeHTubmkaumio B ECHA.

3aBeplieHMEe CLUeHapus

HckmounTensHEIN cueHapui 2 - y3 nosmesBoBaTeyIi  He aBaAeTCsSA
IOonTBEPXOEHHOM :

Illar 4a.l1 ECHA npoBepsdeT cTaTyCc Y3 M[HOJb30BATEJS M BHABJISET, UYTO Y3
[IOJNIb30BATENIA HEe HABJIAETCS NONTBEPXIEHHOM Y3.

lMar 4a.2 TloJdb30BaTeJ0 BhHIOaeTCs ommbKa O HEBOBMOXHOCTM ayTeHTUuOUKaluUum
M3-3a HeIJOCTaTOYHOI'O ypoOBHA Y3.

3aBepleHMre CLeHapud

HckmounrTensHEn cueHapuy 3 — loasB3oBaTeNs He NPefoCTaBHMJ pasBpelleHyue Ha
YCHIEHHYI ayTeHTuPuKauuo C HCHIOJBBOBaHMUEM 6HOMETPHUM:

Ilar 5a.l1 ECHA He nojaydaetr corjacusa llone30BaTens OMOMETPUUECKYIO
BepudmMKaLMLO.

3aBepleHMre CLeHapud

HcknounTensHsnt creHapwuit 4 — MC Illorpeburens BIH He 3BaperucTpupoBaHa B
EBC:

Ilar 9%9a.l EBC mnporeepseT perucTpauuio u crartyc MWC-IloTpeburesna BIH 10O
NpeJoCTaBJIEHHOM MHEMOHMKE.

Ilar 9a.2 EBC BO3BpamaeT oTBeT, O ToM, uTo JMC He 3BaperucTpupoBaHa B
kauvecTee I[loTpeburesna BIH

Mar 9a.3 IloJb30BATEJI0 BHIOAESTCA omrbkKka O HEBO3MOXHOCTU YCUJIEHHOM
AyTEeHTUOMKALIUL .

3aBepleHre CleHapmusa

HckmounTensHEE cueHapu 5 — BuoMeTpuYeCcKMe JaHHEIe IO NPefoCTaBJEHHOMY
OID oTcyTCcTByHOT:

llar 96.1 EBC mnpoBepsgeT CcTaTyCc OMOMETPMUYECKMX IOaHHBEX [loJlb30BaTessa IO
npenocrarjeHHoOMy OID.

lMlar 96.2 EBC BO3BpamaeT OTBET, O TOM, UTO NO JaHHOMY OID HEeT aKTMBHHX
OMOMETPUUECKMX NAHHEIX .

Mar 96.3 Ilosp30BAaTEJIO BbIOAeTCcsa ommbka © HEeBO3MOXHOCTM YCUJIEHHOMU
ayTeHTUOUKauUM M3-3a OJIOKMPOBKM OMOMETPUUECKUX HTAHHBEIX.

3aBpeplieHMe CLeHapusd

HcknouynTeNBHN CLHeHapu# 6 — BuoMeTpuMdYeckme obpalLsl He MNOpOoWIn
BepHuduKaLo:

Ilar 15a.1 EBC ocyumecTBJSeT NpoBepKy Liveness BepuduuMpyeT [IOJIyUEeHHEE

fruomeTpUUyeckMe oOpaslH.




Illar 15a.2 EBC BO3BpamaeT OTPULATENLHEM pPes3ybTaT OMOMETPUUYECKON
Bepubukauum B ECUA um Web-npunoxenme UC Ilorpeburena BIH. OTBeT C
OTPMLATEJILHEIM pe3yJjlbTaToM He comepxuT verifyToken.

Ilar 15a.3 Iosb30BaTe]yi0 BHOAeTCd omMbOka. YCUIJIEHHAsd ayTeHTudMkaumsa He
IpoVineHa.

3aBepleHre CLeHapud

HckmouynTenbHEE CcLeHapuy# 7 — Ilpy NDOBTOPHOM ob6pameHmun B ECHA JHC-
Iorpeburens BIH He nepexnan 3HaveHue verifyToken:

Ilar 18a.1 IIpm noBTOpHOM oOOpameHuM B ECHA VC-Ilorpebutenda BIH He nepenan
3HaueHue verifyToken.

Ilar 18a.2 ECHA BO3BpamlaeT OTBET C CcoobmeHMeM 060 omMbOKe IPOBEIOEeHUH
YCUJIEHHOM ayTeHTUOUKALIUN.

Mar 18a.3 IoJyib30BATEJI0 BHIOaAeTCS ommbka. YCHUIIEHHAs ayTeHTuOuKaluus He
IpoMIOeHa .

3aBepleHMre CLeHapud

HckmounrTensHeni cueHapuir 8 — BHavenme verifyToken m#Opu HOOBTOPHOM
obpamennn JUC IoTpeburens BIH He COBHano C ykalaHHsM EBC B NOJyYEeHHOM
pesynsrare BepudUKALIUA:

Ilar 19a.1l Ipu npoBepke ECUA BO3MOXHOCTU HpelocTaBJeHus MC-IloTpedburess
BIOIH pmocTyla K I[IepCOHAJIbHEIM IaHHEIM 3HaueHue verifyToken mnpm NOBTOPHOM
obpameHum UC-Ilorpebutrena BIH He COBIaAJO C yKasz3aHHeM EBC B OJyUdeHHOM
pesyJsbTaTe BepudUKaALUM.

Ilar 19%a.2 ECHA BO3BpallaeT OTBET C CoobumeHMeM 00 ommbKe I[IPOBEeNeHUs
YCUJIEHHOM ayTeHTUOUKALUN .

Mlar 19a.3 Tlonb30BaTEJNIO BHIOaeTCs ommbKa. YCUJIeHHad ayTeHTUOUKALMS He
IpoMOoeHa.

3aBepleHre ClLeHapmsa

HckmounrensHei cueHapuy 9 — Illonp3oBaTess He HNOLATBEPAMII CBOE CorJjlacue
Ha nepenavy NEepPCOHAJBHIIX QAHHBIX:

lMlar 2la.l Ilpm 3Banpoce noareepxneHMsa [lob30BaTeJIEeM CepBUCaA Iepeladun
IePCOHAJIBHEIX OaHHEX, ECHA HOoJlydyeH OTPULATEJIBHEIN OTBET.

Ilar 2la.2 ECHA BO3BpalaeT OTBET C coobumeHMeM 00 ommbKe I[IpOBeINeHUSA
YCUJIEHHOM ayTeHTUOUKALUN.

Ilar 2la.3 IoJsb30BaTeNl0 BEIOAeTCHd oumMbOKa. YCUIIEHHAsd ayTeHTudMKauusa He
NIpoVneHa .

3aBepleHre ClLieHapusd




COMCOK TEeXHOJIOTMM M THUIOB HAaHHEIX:
[Ipmnoxenme JIKO: WEB-npunoxeHme MC-IloTpeburensa BIH.

Ul EBC: WEB-doopmMa cwveMa OMOMETPUM.




4 TPEBOBAHUA 1JI1 THUIIUALIUUA ITPOLEAYPBI IIOAKJIIOYEHUSA K EBC

4.1 Peructpanus Ilocrapmuxa B/In

Jl1st peanu3anuy BO3MOYKHOCTH PETUCTPAIIMK OMOMETPHYECKUX JTaHHBIX TTosib3oBateneit B EBC,

KO nomxna ObITh 3aperucTpupoBaHa U aBTopru3oBaHa B kauectBe [locTaBuuka bIH.

Cnucok aBtopu3oBaHHbIX [locraBmnkoB b/lH dopmupyercs Ha OCHOBAaHHHM HOPMATHUBHO-

TIPaBOBOM JOKyMeHTamuu®. JIIs perucTpanun KpeauTHoii opraamsamuu B EBC B xauectse ITocTapiuka

b/lH He0O6X0MMO BBIOJIHUTE CIIEYIOLIUE 00s13aTeIbHbIC YCIOBUS:

Hoaka0unThC M 3aperHCTPUPOBATHLC B TecTOBOM KOHTYpe CMOB 3.xx B
cootBeTcTBUH C pasaenoM 10.6.2 «Peructpanust YyacTHUKA W/Wind WHPOPMALMOHHOM
CUCTEMBl B TeCTOBOM cpene» nokymeHta «lIpunoxenue 3 IlpaBuna u mpoueaypbl
pa6otsl B CMDB 1o MeToauueckuM peKoMeHAauaM Bepcun 3.x°;

Hoaxmwountbes k CMIB 3.XXx M mOJy4YuTh AOCTYNl K YHHBepcaJbHoMy Buay
Caenennii 11 nprueMa 3asiBJI€HUNA Ha OMOMETPUYECKYIO PETUCTPALIUIO B IPOTYKTUBHOM
koHtype CMOB 3.XX B COOTBETCTBHM C aKTYaJIbHBIMH METOJUYECKUMHU
PEKOMEHIallusIMH, pyKOBOACTBOM Mosb3oBarens BC B ECMOB Bepcuu 1.2.1, cxemamu
¥ KOHTPOJILHBIMH TIPHMEpaMu’;
Moay4uts noctyn k cepucy perucrpauuu ECHUA B COOTBETCTBHH C METOIUIECKUMU
pexkoMeHanusiMu 1o ucrnosb3zoBanuio ECUA, npunoxenue «I'.1 Tonyyenue nocryna
NIEKTPOHHOMY CepBHCY»®,;

B neasx nouay4denns ID V3 IHoans3oBatens ECHUA n nepenayde ero B EBC Ha 3Tane
onomerpuueckoii perucrpanuu, KO noskna noayunts craryc «Oneparop LHO» B
COOTBETCTBHH ¢ PyKkoBojCTBOM omeparopa enTpa oocnyxusanns ECUA®;
IloaroroBurs 3asBKy M HanpaButbh e¢ Omneparopy EBC pasi coriacoBanus
noakaovenusi k EBC, B coorsercTBuu ¢ [IpaBunamu u npoueaypamu B3auMOJEHCTBUS
KO u EBC;

B ueasix OuoMeTpuueckoii perucTpanuud Heo0X0AUMO pa3padoTartb MJIH
npuodpecTd TroTOBOE NPHJIOKEHHE 10 CbEéMy OMOMETPHYECKMX [JAHHBIX M
npeaocrapiaeduio ux B EBC. B npunoxenun 0mKHA MCHOIB30BAaThCs OMOIMOTEKA

KoHTpoJis kauectBa b/lH, koTopyro npenoctasisier Onepatop EBC;

5 HopmaTuBHO-TIpaBOBBIE aKTH - https://bio.rt.ru/documents/npa/, mepeuens npeacTaBiIEH 110 TTOCTOSHHOM CCBUIKE -
https://www.cbr.ru/fintech/remote_authentication/

® mocrostHHas ccelika - https://smev3.gosuslugi.ru/portal/

" mocTostHHAsA cchlIKa - https://smev3.gosuslugi.ru/portal/
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aKTyaJIbHas BEpCUs JOKyMCHTa «MeTOI[I/I‘IeCKI/Ie PEKOMCHAAU 1O UCIIOJIB30BAHNUTO EHHHOﬁ CUCTCMBbI I/IIICHTI/I(l)I/IKaHI/II/I n

aYTeHTI/I(i)I/IKaHI/II/I» OHy6J’II/IKOBaHa Ha nmopTajie MI/IHI/ICTepCTBa III/I(I)pOBOFO pa3BuUTHs, CBA3U U MAaCCOBBIX KOMMyHI/IKaIII/Iﬁ
Poccuiickoii @enepanuu - https://digital.gov.ru/ru/documents/6186/
® nocrosuuas cceuika - https://digital.gov.ru/ru/documents/4247/


https://bio.rt.ru/documents/npa/

7. Bpimmoanuts npoueaypsl noakaodenusas MC KO B coorserctBum ¢ IlpaBunamu u

npouenypamu Bzaumoercteus KO u EBC.

[Tpu noaxmouennn k CMOB 3.xx HE00X0AMMO HPONTH BCE MPOLEAYPHI B COOTBETCTBUU C
npaBUJIaMH, ONyOJIMKOBAaHHBIMH Ha moptase https://smev3.gosuslugi.ru/portal/.

IIpu noxkmouenun k ECHUA HeoOXonMMO IpPOHTH BCE MPOLEAYPbl B COOTBETCTBUM C
periiaMeHToM, OIyOJIuKOBaHHBIM Ha moprase https://digital.gov.ru/ru/documents/.

[Tpu noaxmroyennu k EBC Heo0Xx01MMO TPOUTH BCE MPOIEAYPHI B COOTBETCTBUH ¢ [IpaBunamu
u npoueaypamu B3aumoeiicteust KO u EBC, onyonukoBanubiM Ha opTasie https://bio.rt.ru/documents/.

Ob6s3aTenbHOe  yciioBue mnoakiatodeHust [locraBmuka BJ/IH, 3TO ycmemHoe npoxoxkiaeHue
TecTUpoBaHusl B uHTerpannoHHoi cperae EBC. Ycmemmnoe 3aBepiieHue TeCTUPOBaHUSA JOHKHO OBITH

MMOATBCPIKACHO HYTCM MOJIY4YCHH COOTBETCTBYIOLICTO YBCAOMIICHUS OT EBC.

4.1.1 9ransl HacTpoiiku UC KO — [octaBmmka b/In

Js peammszaruu B3anmoericteus MMIC KO ¢ EBC HeoO0X0oIMMO OCYIIECTBUTH CIIEAYIONTHE
00s13aTeNbHBIC HACTPOUKHU:

— OcymecTBUTh MNOJy4YeHUHE YCHJEHHOH KBaJIU(UIUPOBAHHOWH mnoamucu. [{omxHbBI

HUCIIOJIB30BATHCA CepTI/I(l)I/IKaTI)I KIIIouei HOHHHCCﬁ, H3TOTOBJICHHBIC AaKKPCAUTOBAHHBIMU

MunkoMcBsa3bpl0 Poccun YAOCTOBEPAOIINMHA I_IeHTpaMI/IlO.

Ctpyktypa cepTudukara
kmouya OII-OB  nomkHa cooTBeTcTBOBaTh TpeOoBaHMSAM K €IMHOM CTPYKType
cepruduKaTa KIOYa TPOBEPKH SJICKTPOHHOW MOMAMUCH, yTBepxKaaeMbiM [Ipukazom
®enepanbHOll ciy)0bl 6e3onmacHocTd PO ot 27.12.2011r. Ne 795 «O6 yTBepkaeHUU
TpeOoBaHuii Kk ¢opMe KBaTU(UIMPOBAHHOTO cepTUdUKATa KIOYa MPOBEPKHU
AIIEKTPOHHOM MOJMUCH» B COOTBETCTBUM ¢ DeniepanbHbIM 3aKOoHOM OT 6 anpensa 2011 roga
Ne 63-®3 «OO6 »>1IEeKTPOHHOW TOMIMUCU» W METOJWYCCKUMHU PEKOMEHIAIMSIMH OT
14.02.2019 roga Ned-MP «MeToanueckue peKOMEHAAIMN IO HEUTpanu3auy OaHKaMu
yrpo3 0€30MacHOCTH, aKTyallbHBIX Tpu 00paboTke, BKIIOYas cOOp W XpaHEHHE,
OMOMETPUUYECKUX TEPCOHATBHBIX JaHHBIX, M TMPOBEpPKe W Tepenadye HHPOpMAIUU O
CTENEHW COOTBETCTBHUS MPEAOCTABICHHBIM OMOMETPUUECKUM TIEPCOHATBHBIM JTaHHBIM
rpaxaanuHa Poccuiickoit @eneparumy;

— OcylmecTBUTH OPraHu3alUIo0 32U IIEHHOr0 KaHaua cBs3u 10 CMIB B cooTBeTcTBUMI

¢ pazaenamu 10.10.1, 10.10.2 u [Ipunoxennem K noxymenta «lIpunoxenue 3 IIpaBuna

¥ iponeayps! pabotsl B CMDB no MeToauueckuM peKoMeHaausaM Bepeun 3.x»M;

10 akTyasbHBIN CIIMCOK MPEICTABIIEH M0 MOCTOSHHOM cebuIke - http://e-trust.gosuslugi.ru/CA

1 iocrosunas cepuka - https://smev3.gosuslugi.ru/portal/



— OcywmecTBUTh HACTPOiiKy oOopyaoBanusa co croponsi KO B coorBercTBUUM
pEeKOMeHalusAMHI JOKyMeHTa «MeToquuecKkue peKOMEeHIalMK 110 BHEPEHUIO IIpoliecca

2

perucTpamuy  OMOMETpHYECKMX JaHHBIX B Oamkax»'? (11 obGopymoBaHms,

OCyILIECTBIISAOIIEro cOop Guomerpuueckux oOpasnoB) u nokymeHToMm «lIpunoxenue 4

Tpe6OBaHI/I5{ K CE€TH II€p€aavyu JaHHBIX YYaCTHHUKOB I/IH(l)OpMaI_II/IOHHOl"O O6MeHa>>13

;

— PeanuszoBaTh TpeOGoBaHus Kk 3amurTe MHPopManuu no kiaaccy KB2 no ognomy u3
BO3MO’KHBIX BapHAHTOB:

1) CamocrosTenbHOE MPOEKTUpOBaHHe HH(PpacTpykTypsl u BHeapenue CIIO, a
takxke BHeapeHne HSM s coorBercTBusi Ykasanusm banka Poccun u ITAO
«Poctenexom» ot 09.07.2018 Ne 4859-VY/01/01/782-18;

2) Wcmonb30BaHHE TUIIOBOIO PEHICHHUS MO HHPOPMAIMOHHOW 0€30MacHOCTH (CM.
[MPUJIOKEHUE B. PykoBoACTBO mporpamMmucTa IO THUIIOBOMY PEIICHHUIO
UHPOPMALIMOHHOM OE30MaCHOCTH);

— OcywecrButh peajqu3anuio B3aumoneiicreuss UC KO n ECHA B coOTBETCTBUH C
paznenamu 3, 3.1.2 u 3.4 METOOWYECKUX PEKOMEHIAIMN IO HCIOJb30oBaHUI0 EnuHoit
CHCTEMBI HISHTH(HKAIINY 1 ayTeHTHpUKanun ',

— OcywmecTBUTh HACTPOMKY J0CTYNIA K CepBHCY aBTOopu3anuu npoaykrusHoii ECUA B
COOTBETCTBUHU C pa3fenoM 8 mpuiiokeHus: b nactosmiero nokymenra (cm. Touka noctymna
k ECHA);

— OcymecrButh peanu3zanuio B3aumoneiicteus MUC KO ¢ EBC, mnocpeactsom
dbopMupoBaHus, BBITPY3KH M Tepenaun Buja cBeneHuil. [logpoOHoe omucanue
IpeJICTaBICHO B MpuiioxkeHue A Hacrosiuero gokymenta (cMm. [IPUJIOXKEHUE A. Bun
CBEICHUM B €IWHOM CHUCTEME MEKBEIOMCTBEHHOI'O 3JIEKTPOHHOTO B3aUMOIECHCTBUS
«YHUBEpCAIbHBI BHJ CBEACHUN AN TpuéMa 3asBICHHM Ha OHOMETPUYECKYIO
PETUCTPALIHION);

— OcylmecTBUTh peajin3alliil0 ABTOMATHYECKOr0 (UKCHPOBAHUS COOBLITHH B BHJ
CBeleHuH, Ui nocienyrouero HamnpasieHuss B EBC B cOOTBETCTBUM € pa3feiiom
Omuoka! UcTOYHUK CCHIIKM He HaliIeH. HACTOSALIErO JOKYMEHTA;

— OcymwectButh uHTerpanuw MC KO ¢ nocraBiasieMoii 0MOJIHOTEKOIl KOHTPOJISA
KayecTBA B COOTBETCTBHMM C pyKoBojacTBamu mnonb3oBarenss BKK (mo nBywm

MOJIATBHOCTSIM: TOJI0C ¥ JTH10) 2.

12 https://bio.rt.ru/documents/

13 iocrosunas cewuka - https://smev3.gosuslugi.ru/portal/

14 iocrosinnas cepuka - https://digital.gov.ru/ru/documents/6186/
15 iocrosinnas cepuka - https://bio.rt.ru/documents/software/


https://bio.rt.ru/documents/

4.2 Peructpanus Ilorpedurens b/In

Jlyis peanv3anyuy BO3MOXHOCTH TPOBEICHUS YNAICHHON HMICHTU(UKAIMU IOJIb30BaTeNeH, ¢
[EeNbI0  OKa3aHWs (MHAHCOBBIX YCIYr JUCTAHLUMOHHO, NOJATBEPAMB JUYHOCTH C TIOMOIIBIO
OMOMETPHYECKUX NEPCOHANBHBIX TaHHBIX (M300pakenue u ronoc), KO nomkHa ObITh 3aperucTpupoBaHa
B kauectBe [lorpedburens b/IH.

Jna peructpanun B kadectBe [lotpebutens BJIH HEoO0XOAMMO BBINOJHUTH CIEAYIOIINE

00s3aTeNbHbIE YCIOBUS:

1. OcymecrButh perucrpamuio B kadecTBe I[locraBmmka Bb/n (cMm. pazgen 4.1

Perucrpanus ITocraBumka BJ{H);
2. Pazpadoratp Wweb wm MoOumibHOe npuiao:keHust Aaa uHrerpamuun ¢ EBC B
COOTBETCTBHHM CO CIIGHApHWEM, ONHCAaHHBIM B pasnene 5.2 Peamuzamust mporecca
«Y nanenHas uaeHTUGUKALKS C UCIIONIb30BaHHEeM Onometpudeckoii Bepupukamuu EBC»

HACTOSIIIETrO JOKYMEHTA,

Oo6s3arenbHoe ycnoBue mnoakiatoueHus I[lorpedbutens BJIH, 3T0 ycmemHoe NpoXoxKaeHue
TecThpoBaHusl B mHTerpannoHHon cpene EBC. YcmemHoe 3aBepiiieHne TECTUPOBAHHS JTOHKHO OBITH

MNOATBCPIKIACHO HYTCM MOJIYYCHH COOTBETCTBYIOUICTO YBCAOMIICHHUSA OT EBC.

4.2.1 dransl HacTpoiiku UC KO — Ilorpedurens b/{n

Hns peanmmzanuu B3aumozpeiictBus MC KO ¢ EBC HeoO0XoaMMO OCYIIECTBUTH CIEAYIOIINE
00s13aTeNIbHbIe HACTPOMKU:
— B cayuae orcyrerBus, ocylmecTBUTH peanusanuio B3aumoneiicresuss UC KO u ECUA
B COOTBETCTBUM ¢ pasgenamu 3, 3.1.2 u 3.4 METOAMYECKUX PEKOMEHIALMK I0
HCTIONb30BaHMI0 EMHOM cHCTeMbl HAeHTH(UKALMY U ayTeHTH(UKamu;

— B ciayuae oTcyTcTBHS, OCYLIeCTBUTH HACTPOMKY J0CTYNAa K CEPBHCY ABTOPU3ALUM
npoayktuBHoii ECHUA B coorBercTBUM ¢ paszzaenoM 8§ mpuioxeHuss b Hacrosmiero
nokymenTa (cM. Touka qoctyna k ECUA);

— B cayuae oTCyTCTBHSI, OCYHIECTBUTh HACTPONKY MOJIyYeHHsl MapKepa A0CTyNna M
ABTOPU3AaLIMOHHOT0 KO/a B COOTBETCTBUH C pasznesnioM 5.2.1 HacTosmiero JOKyMeHTa
npusokeHneM B.2 MeTonndyeckux peKoMeHIaluii Mo ucnonb30BaHuto Eannoii cuctembl
MAEHTH(UKAIMK U ayTeHTHUKauu®’ 1 pasgenom 5.2.1 HACTOAIIETO TOKYMEHTA;

—  OcywmecrButsh peanusanuio B3aumojeiicreust UC KO ¢ EBC u o6men ungopmanun

nocpeactBoMm REST API B cooTBETCTBUM C MPUJIOKEHHEM b HacTOAIIEro HOKYMEHTa

18 iocrosinnas cepuka - https://digital.gov.ru/ru/documents/6186/
1 nocrosiunas cewka - https://digital.gov.ru/ru/documents/6186/



(em. TIPMJIOKEHME b. Omnucanue wuHTErpaluu BHEMIHUX cucteM ¢ EnnHoi
OMOMETPUYECKON CHCTEMOM B Mpoliecce OMOMETPHYECKOM BepU(UKAIIHN);
— Heo0xoaumo peasm3zoBatb MoOMJIbHOe npuiaoxkenue KO nias B3ammoneicTBusi ¢
EBC, nognepxuBaroiiiee clieyrnne MoOUIbHbIC OIEPAIIHOHHEBIC CUCTEMBI:
1) iOS ue umxe Bepcuu 10;
2) Android He HKe BepcHH 5.
— Heo0xoaumo Bcrpouth EBC.SDK B Mmo0uniabHoe npuioxkenue KO B cooTBeTCTBHU C©
ONKMCAaHHEM METOJ0B U KJIacCOB B PYKOBOJCTBE mojb3oBaTens (cMm. PykoBoacTBo

Tosp30BaTens 1o pabore ¢ Gubmorexoit EBC.Sdk?8).

18 AxryanbHas Bepcus pyKOBoJCTBa pasmeliena Ha https://bio.rt.ru/documents/software/



5 TPEBOBAHUA U PEKOMEH/JIAIIMH ITO UHTEI'PALIUN

5.1 Peasnm3anus npouecca «Perucrpanus 0uomMerpudeckux JaHHbix B EBC»

Bsaumopeiicteue Eaunoii 6uomerpuueckoin cucreMbl U MMC KO - IlocraBmuko b/lH B

MPOIIECCE PETHCTPAIK OMOMETPUYECKHX JaHHBIX ocyIliecTBisieTcs uepe3 CMOB 3 .x.

[Ipumenenne CMDOB Ha 3Tane OMOMETPUYECKON PErHCTPAllMK TPEIoIaraeT BO3MOXKHOCTh
B3aumoaeiicTBust Cuctemsl ¢ mo0siMu MIC opranuzanmii, 3apeructpupoBanabiMi B CMOB u nmeronumu

MIPABO MPOBOAMTH MOJIHYI0 OMOMETPUUYECKYIO PETrHUCTPAITHIO.

5.1.1 Bua CBenennii «Y HUBepcabHbIH BU/I CBeJAeHUI 1JIs1 NpUéMa 3asiBJIeHH Ha

OMOMETPHUYECKYI0O PEruCTPALHIO»

VYHuBepcanbHbli Buja cBeaeHud (nasee no Tekcty — BC) s npuéma 3asBieHMM Ha
OMOMETPHUUECKYIO PErHCTpPaAIMI0 pa3paboTaH B COOTBETCTBUM C aKTyallbHOHM Bepcueil Meronnyeckux
pexoMmeHanuii mo padore ¢ EquHoii cucteMoil MeXBEIOMCTBEHHOT'O 3JIEKTPOHHOTO B3aUMOACHCTBHUS
BepcuH 3.X, ONMyOJIMKOBaHHOW Ha TexHojormdeckoM mnopraie CMOB (akryanphas Bepcuss BC Ha
omomerpuueckyro peructpanuto - 1.2.1). BC olecrneunBaeT peaqu3alui0 METOAAa PETHCTPAINH

ouomerpuuecknx naHueix B EBC.

[TonpoGHoe omnucanue paszpaboranHoro Buna cenenuit pacnonoxeno B [Ipunoxenun A (cMm.
[MPUJIOXKEHUE A. Bun cBeaeHudd B €IUHOM CHCTEME MEXBEIOMCTBEHHOTO JJIEKTPOHHOTO
B3aMMOJICHCTBUS «YHUBEPCAIbHBIN BUJ CBEICHUHN Iiid mpuéma 3asBleHUNH Ha OHOMETPUYECKYIO

PETHCTPAIHION).

5.1.2 Ilepenaya MeTpUK COOBITHII MpoLecca 6MOMeTPUYECKON perncTpanuu

Jlnis ocyliecTBiIeHUsT KOHTPOJIs mpoliecca coopa napamerpos b/IH (manHbIe n300paskeHus JInLa,
JTAaHHBIE TOJIOCA) Yepe3 CHUCTEeMY MOHUTOPHHra OH3HEC-TIPOIECCOB HEOOXOAWMO B BHJE CBEIEHUI
«YHUBEpCAIbHBI BHJ CBEACHUN Ui TNpHEMaA 3asBICHUA Ha OHOMETPUYECKYIO PETHUCTPAIMIO»

nepeiaBaTh 3HAUCHUsI COOBITHH, PUBEIEHHBIX B TabnuIe «Peectp coObituiiy (cMm. Tabnuia 4).

3HaueHUs] MEPEeYNCICHHBIX COObITHI B Tabmuile «Peectp COOBITHIN» MOKHBI (PUKCHPOBATHCS
TOJILKO B aBTOMAaTH4eCKOM pexume. [Ipu oTCyTCTBUHM TEXHUUYECKON BO3ZMOXKHOCTH (PUKCAIIMH BPEMEHU
BO3HHUKHOBEHHUS WJIM 3aBEPIIEHHUS OMHMCAHHBIX COOBITUH B Tabmuue «Peectp coObITHII», 3HAUEHUE HE
nepenaeTcss B BHUAE CBEACHUM «YHUBEPCAJIbHBIA BHUJ CBEICHHM [JIs1 NpUEMaA 3asBICHUM Ha

OMOMETPHYECKYIO PETUCTPALIUION.

3HaveHHs COOBITHH, MEPEUYNCICHHBIX B TaOimie «PeecTp COOBITHIT», U UMEIOIIMX THIT JaHHBIX

BHJIa timestamp, TOJDKHBI UMETh OJTHY BPEMEHHYIO 30HY JUIsl Bcex coObiTuid. [Ipu dukcanus coObITHil B



Pa3HbIX BPCMCHHBIX 30HAX, COGBITI/ISI, NepeaaBacMbIC B YKA3aHHOM BBIIIIC BUJIC CBGIIGHI/Iﬁ JOJIKHBI OBITE

IIPUBEJCHBI K OJTHON BPEMEHHOM 30HE.

KO nepenaer coopannyto uadopmanmio o codbrtusx npu BeizoBe BC EBC «YHUBepcanbHbIN BU
CBEJICHUH JUIsl TpreMa 3asBJICHUN Ha OMOMETPUYECKYIO PETUCTPAIIUIO» B OJIOKE METATaHHBIX 3asBUTEISA

(ter "PersonMetadata").

<xs:complexType name="MetadataType">
<xs:sequence>
<xs:element type="tns:string-50" name="Key">
<xs:annotation>
<xs:documentation>Kioueroe 3HaueHMe MeTamaHHHX</xs:documentation>
</xs:annotation>
</xs:element>
< xs:element type="tns:string" name="Value">
<xs:annotation>
<xs:documentation>3HaueHre MeTamaHHBX</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>

He nomyckaetcst moBTOpeHHe KiIrouel 3Ha4eHus1 MeTaganHbix PersonMetadata B pamkax oHOTO

BiometricData.

[Tepenaua coOwITHii, nponsomemux nocie Beizosa BC EBC, He TpeOyercs.

IIpumep 3anonHeHU:

<PersonMetadata>
<Key>consent time start</Key>
<Value>2018-11-28 14:30:27</Value>
<Key>consent time end</Key>
<Value>2018-11-28 14:35:48</Value>
</PersonMetadata>

5.1.2.1 Peectp codbITHii (PersonMetadata)

Tun JaHHBIX, UCITIOJIb3YCMbIX B COOBITHSAX:

— timestamp — nata u Bpems coObiTs B popmate YYYY-MM-DD HH:MM:SS (mpumep
"2018-11-28:14:53");

— messageld — unentudukarop B popmare ctpoku (string) (mpumep "8559d279-3133-11e9-
81h9-fal63ea6d066");

— string — crpoka, He mycras. (mpumep {"code™: 108, "version": { "library”: "1.0.8.0",
"configuration™: "v1", "service": "1.0.8.9" }, "metadata”: { "length": { "value™: 381.000,
"state": "passed” }, "sample_rate": { "value": 8000.000, "state™: "failed" }, "channels": {
"value": 1.000, "state™: "passed” }, "depth™: { "value": 16.000, "state": "passed" },
"duration™: { "value": 24.000, "state": "passed” } }});



— <part> - HOMep TONBITKM B paMKax OJHOH CEeCCHMM OMOMETPHYECKON perucrpauuu (B

pamkax ogHoro BiometricData), riensie urcia HaunHas ¢ 1.

Taoauuna 4. Peectp codbiTii PersonMetadata

Ne CoObITHE Muemonuka Value Ob6s3aTenbHoe KommenTapmuii
(type)
Hauaso nporecca [total_reg_time_st [timesta | OGs3arenbHoe  ([lepBUYHBIN 3aMpOC HA MTOKCK
00CcITy>)KMBaHUS art mp Kmuenra B cucreme banka (ABC).
Knuenra no
orepanuu
perucTpamnuu
OMOMETPUUYECKUX
o0pasuos B EBC.
3aBepiieHue total_reg_time_e [timesta | OGs3aTenbHOe  |Bpems 3aBepiieHus mpoiecca
mporecca nd mp obcnyxuBanus Knuenra mo
00cIyKUBaHUS onepanuu perucrpanuu bO B EBC.
rpaxganuHa PO B
1O KO
3aBeplleHue
nporiecca
o0cTyXKUBaHUS
Knuenra no
orepanuu
perucTparu
OMOMETPHUECKUX
obpasmos B EBC.

3 |Hauano mpomecca |[new_client_time_(timesta | HeoGs3arensHo |CoObITHE TIpH BXOjI€ B OM3HEC-
rpuéma HOBOTO start mp e MIPOLIECC CO34aHUs HOBOT'O
KJIMEHTa Ha Kmuenra B cucreme banka (ABC),
o0cyKUBaHUE B B ciydae ecnu KimeHT He Obin
KO HalIeH.

4 (3aBepiieHue new_client_time_|timesta | Heo0s3aTensHo |CoObITHE MPH YCIICITHOMN
npoiiecca mpuéma |end mp e uaentudukanuu Knuenra
HOBOTO KJIMEHTA Ha (oTKpBITHE UACHTH(DHUKAITMOHHOM
o0cyXKUBaHUE B CECCHH) TIOCIIE CO3/IaHuUsI HOBOTO
KO Kmuenta B cucreme banka (ABC).

5 |[Tepenaua consent_time_sta |timesta | O6si3atenbHoe  |[leuats hopmbl cornacus u3 UC
oneparopom IO  |rt mp KO nns nepepgauu Ha noANUCh
KO xnuenty KJIMEHTY WM Ha 11are OusHec-
dbopMBbI cornacus mporiecca, npu KotopoM KinueHty

nepeaeTcs corjacue Ha
noAnucanue (B ciaydae, eciu
TeyaTH HET).

6 |[Toxyuenue consent_time_en |timesta | O6s3arensHoe  |ONMIHOHAIBLHO. 3aIIOIHAETCS, B
omepatopom LIO  |d mp cityyae, ecyii OU3Hec-Tpolecc
KO noagnucannoit MO3BOJISIECT 3aUKCUPOBATH
KITUEHTOM (DOPMBI COOBITHE TIOTYYEHUS
coriacus MOJANKUCAHHOTO COTJIacHusl OT

Knuenra (mepexo/ Ha clieIyronIyo
dhopmy ¢ hopMBI TeUaTH coriacus,




Ne CoObITHE Muemonuka Value Ob6s3aTrenbHoe KommenTtapuii
(type)

BBICTABJICHUE MPU3HAKA MTOTYYECHUS
coryacus).
[Ipu oTCyTCTBUU BO3MOKHOCTH
orpezeneHus timestamp cooObITus,
nepenasats <Value>2000-01-01
00:00:00</Value>

7 |Muunmuposanue |photo_time_start |timesta | O6s3arensHOoe |[laTa U Bpems, Koria
onepatopom 1O | <part> mp YIOJTHOMOYEHHBIN coTpyauuk [1O
KO Hagano crema KO nnnnuuposan B8 APM nHauana
nuna KnueHnrta. s chbeMa JuIa KiueHTa. Js Kaxaomn
KQ)KJOW TOTIBITKH. MONBITKH, TIOCJIE0BATENBHO.

8 |3aBepuicHue photo_time_end_ |timesta | O6s3arenbHoe |J[laTa U BpeMs 3aBepHICHHS
MIPOBEPKU <part> mp IPOBEPKHU KayecTBa, COOPaHHOTO
KauecTna, BO u3ob6paxxenus nuna Ha
cobpannoro bO COOTBETCTBHUE TPEOOBAHUSM C
M300paKeHus JIuna ucnosas3zoBanueM 110 koHTposs
kiueHTa. s Ka4yecTBa 3a YCHEIIHYIO MOMBITKY.
Ka)K10M MOMBITKH. Jnst ka0 MOMBITKY,

MOCIIeI0BATENBHO.

9 |lloka3arenu, front_bqc_estima|string | O6s3arensHoe |Ctpoka, nepeaaBaemas B8 APM
BO3BpalllaeMble tors_photo_<part O01OIMOTEKON KOHTPOJI KauecTBa
BbKK no > CO 3HAYCHUSAMU PE3YJILTATOB
pe3ynbTaram npoBepku kauectBa bO
nposepku bO n300pakeHus auna. Jius kaxaon
N300paxeHus MOMBITKH, TIOCIIE0BATENBHO.
muna. s kaxaon
TIOTIBITKH.

10| uaumuuposanue  |sound_direct_tim |timesta | O6s3arensHoe |[laTa U Bpems, Koria
oneparopom [IO  |e_start_<part> |mp YIOJHOMOYEHHbIN coTpyaHuk L{O
KO navana 3anucu KO unununuposan 8 APM nauano
nepsoro bO 3alucH AJi IPOU3HECEHUS NEPBOM
3amMcHu rojaoca MOCJIEI0BATEIBHOCTH LIUPD,
Knuenra. [ns PaCTONOKEHHBIX B TIOPSAKE
KaXKIOU ITOIIBITKU. Bo3pacTanus. s kaxxaou

MONBITKHU, TOCIIEIOBATENBHO.
11|3aBeprenue sound_direct_tim [timesta | O0s3arensHOe |/laTa 1 Bpems 3aBepIeHHS
NpOBEPKH MepBoro |e_end_<part> mp MIPOBEPKU KayecTBa MEepBOTO
bO 3anucu ronoca. cobpannoro bO 3anucu ronoca Ha
Jns xkaxnon COOTBETCTBUE TPEOOBAHUSM C
MOTIBITKH. ucnonbszoBanuem 110 koHTpos
KauecTBa. [ KaXka0M MOMBITKH,
IIOCJIEZI0BATEIBHO.

12|IToka3zatenu front_bgc_estima [string | OGs3atensHoe  |CTpoka, mepenaBaemasi B APM
BO3BpaIllacMbIC tors_sound_direct OHMOIMOTEKON KOHTPOJIS Ka4eCcTBa
BKK o _<part> CO 3HAYCHUSAMU PE3YJILTATOB
pe3yabTaram npoBepku kauectBa bO 3anucu

MIPOBEPKHU MIEPBOTO
cobpannoro 5O
3aI¥CH roJoca.

roioca. J[is Kaxx10i NONbITKH,
MOCIEI0BATEIbHO.




Ne CoObITHE Muemonuka Value Ob6s3aTrenbHoe KommenTtapuii
(type)
Jst xaxkgoi
MOMBITKH.
13|uumuupoBanue  |sound_reverse_ti |timesta | O0s3arensHoe |[laTa u Bpems, Koria
onepatopom 1O  |me_start <part> |mp YIOJTHOMOYEHHBIN coTpyauuk [1O
KO navana 3anucu KO unnnunuposan 8 APM nHauano
BToporo bO 3allMCH JIJ1 MPOU3HECEHHUSI BTOPOM
3aMKcH rojoca. MOCJIeI0BAaTeIbHOCTH LU P,
Jns xaxnoi PAaCIIOJIOKEHHBIX B MOPSAAKE
MHOMBITKH. yObIBaHUS. J{71s1 KX I0H MOMBITKH,
MOCJIEIOBATENBHO.
14|3aBepiieHue sound_reverse_ti [timesta | O6s3arensHOe | [laTa 1 BpeMms 3aBepIicHHS
poBepKH BToporo |me_end_<part> |mp IIPOBEPKHU KayeCTBA BTOPOIo
cobpannoro bO cobpannoro bO 3anucu ronoca Ha
3aMucH rojoca. COOTBETCTBUE TPEOOBAHUSIM C
Jns kaxnoi ucnonb3zoBanueM [10 koHTpoIs
TIOTIBITKH. KadecTBa. /{15 KaXKI0MW MOMBITKY,
MOCJIEIOBATENBHO.
15|ITokazarenu front_bqc_estima|string | O6s3arensHoe |Ctpoka, nepeaaBaemas B APM
BO3BpAIlla€MbIe tors_sound_rever OMOJIMOTEKON KOHTPOJISI KaueCcTBa
BKK no se_<part> CO 3HAYEHUSIMU PE3YJIbTATOB
pe3ysbTaraMm npoBepku kauectBa bO 3anucu
nposepku bO rosioca. [{ns KaxX10u MOIBITKH,
BTOPOI 3aITUCH MIOCJIEZI0BATENBHO.
rojoca. [[ns
Ka)KJIOM TTOTBITKH.
16| aumuuposanue  |sound_random_ti |timesta | O6s3arensHoe |JlaTa u Bpems, Kora
onepatopoMm LIO  |me_start_<part> |mp YIIOJTHOMOYEHHBIN coTpyaHuk 11O
KO navana 3anucu KO ununuuposan 8 APM nauano
tpeThero bO 3aluCH JJI IPOU3HECEHUS TPEThEn
3aMucH rojoca. MOCJIEI0BATEIBHOCTH LIUPD,
Jns kaxoi pPacnoioKEHHBIX B 3aIaHHOM
TIOTIBITKH. nopsake. Ui kax a0l NONbITKH,
MOCJIeI0BATEBHO.
17|3aBeprenue sound_random_ti |timesta | O0s3arensHOe |/laTa u Bpems 3aBepieHHs
npoBepkH TpeThero|me_end_<part> |mp MMPOBEPKHU KaueCTBA TPETHETO
cobpannoro bO cobpannoro bO 3anucu ronoca Ha
3aIycu rojioca. COOTBETCTBHUE TPEOOBAHUSIM C
Jns kaxou ucnosib3oBanueM 10 koHTpoIIA
TIOTIBITKH. KadecTBa. [ Kax 01 MOMBITKH,
MOCJIeI0BATEIBHO.
18|IToka3atenu front_bgc_estima [string | OGs3aTensHoe  |CTpoka, mepenaBaemasi B APM
BO3BpaIlacMbIc tors_sound_rando OHMOIMOTEKON KOHTPOJISI Ka4eCcTBa
BbKK no m_<part> CO 3HAYCHUSAMU PE3YJILTATOB
pe3yabTaram npoBepku kaduectBa bO 3anucu
nposepku bO rosioca. [{ns Kak10u MOIBITKH,
TPEThEN 3aMNUCH MIOCJIEI0BATEIIBHO.
rojoca. [{ns
Ka)KIOU ITOITBITKH.
19|3aBepienue sound_all_time_e(timesta | OGs3aTensHoe  |/laTa 1 Bpemst 3aBepIICHUS
npoBepku 3amucu, |nd_<part> mp IIPOBEPKU 3AIMCH, CKIICCHHOU B




Ne CoObITHE Muemonnka  Value O6si3aTeabHoe KommenTapmii
(type)
CKJICCHHOU B OJIHY OJIHY 3aIlKCh, HA COOTBETCTBUE
3amuch. s TpeOOBAHUSIM C HCIIOJIH30BAHHEM
KaKIOU ITOIIBITKU. ITO xouTpons kauectna. s
Ka)KJIOM MOIIBITKH,
MOCIIEI0BATEIBHO.
20|IToka3arenu front_bgc_estima [string | O6s3atensHoe  |CTpoka, mepenaBacmast B APM
BO3BpalllacMbIc tors_sound_all < OMOIMOTEKON KOHTPOJIS KauecTBa
BKK no part> CO 3HAYCHUSIMU PE3YJIbTATOB
pe3yabTaTam npoBepku kadectBa bO 3amucu
npoBepku bO rosioca. [{ns KaKa0u MOMbITKY,
CKJIGEHHOM 3aMncu II0CJIEZI0BATEIBHO.
rojioca. s
KaXKJIOU IIOIILITKH.
21|uunuuposanue |bank_find_profil |timesta | O6s3atensHoe |[laTa U Bpems, Koria
omepatopom LIO  |e_time_start_<pa |mp YIOJHOMOYEHHbIN coTpyaHuk L{O
KO nayana noucka |rt> KO ununuumposan otmnpasxky
VY3 kiveHTa B 3ampoca Mo MoucKy y4€THOM
ECUA. Jns 3anucu kiauenta B ECUA. [lns
Ka)KIOW MOTBITKY. Ka)KI0W TOTIBITKH.
22|ITonyuenue UC bank_find_profil |timesta | O6s3atensroe |Jlata u Bpems, korma MC KO
KO otBera Ha e_time_end_<par |mp HOJTBEPAMIIO TPUEM COOOIIICHUS
3aIpoc o MOUCKy |t> ot CM3B, conep:xaiiiero oTBeT Ha
V3 knueHTa B 3ampoc 10 MOUCKY YYETHON 3alIUCH
ECHUA. Hns B ECUA. JIns kaxa0il TONBITKH.
Ka)KJIOM TTOTBITKH.
23|3anpoc B ECUA na|esia_find_accoun |string | Obsi3arensHoe  |MaeHTrdukaTop 3ampoca Ha OUCK
moucK Y3. t msg_id V3 B ECUA
24\3anpoc BC esia_confirm_ms |messag | Heobsi3atensro (Maentudukatop 3ampoca,
"TloarBepxnenue (g_id eld e HaIpaBJICHHOTO HA
JUYHOCTH MOJITBEPIK/ICHUE INYHOCTU
rpaxaanuHa PO KJIMEHTa, Y3 KOTOPOTO HAXOIUTCSA
WJIM HUHOCTPAHHOTO B OJIHOM M3 CTaTyCOB:
TpaKJIaHUHA B ®  VIOPOIICHHAs, TOTOBAs K
ECHA". MOJITBEPKICHUIO;
e CcTaHJapTHAas;
e qnoareepxkaeHHas yepe3 OI'YII
«Toura Poccuny»
25|3anpoc BC esia_register_by |messag | HeoGsi3aTensHo |nenTudukarop 3ampoca,
"TlontBepxnenue |simplified_msg_i |eld e HaIpaBJICHHOTO Ha
y4y€tHol 3anucu B |d noarsepxaeHue Y3 kauenta KO B
ECHA, co3nanHOM ECHA, umeromeit crtatyc
Ha OCHOBE «YmpolieHHas»
CYIIECTBYIOIICH
yOpouEHHOM".
26| nentudurarop |esia_recover_ms |string | HeoGs3atensHo |MaenTudukaTop 3ampoca
3ampoca g_id e obuoBnenus Y3 kiauenra B ECUA

oOHoBIIeHUS Y3
kimuenta B ECUA.




Ne CoObITHE Muemonuka Value Ob6s3aTrenbHoe KommenTtapuii

(type)
27|HanmeHoBanue name_equipment |string | O6s3aTensHOE
000pyI0BaHUs _camera
(xamepa)
28|HanmMeHnoBanue name_equipment |string | O6s3aTensHOE
000pyI0BaHUS _microphone
(MuKpodoH)

5.1.3 bub.moTexka KOHTPOJIsI KayecTBa

B mensx obecrieueHusi mMpoBEepKU KauecTBa CHMMaeMblx bO B mpomecce OHMOMETPUYECKOi
perucTpanu, HeoOXOJUMO HCIOJIb30BaTh MpeaocTaBisieMylo EnuHol OnOMETpUYecKOW cucTeMoi
OubmmoTeky KOHTpoJIs KauecTBa, mHTErprpyemyto B UIC KO - [TocraBmuka b/{H. bubnuoreka KOHTpoIst

kauectBa (nanee BKK) u pykoBoacTBo k Heil gocTynHsl Ha noptane EBC B pasaene «JJokyMeHThI» .,

BKK ucnonb3yercs st KOHTPOJIS KauecTBa COOpaHHBIX OMOMETPHUYECKHUX OOpa3loB TONBKO B
nensix perucrpauuu b/In rpaxxnan B EBC. [lononnurensHas nopabotka u HacTpoiika bBKK Ha cropone

[TocraBuuka b/Ix He TpedyeTcs.

5.2 Peanu3anmsi npoiecca «YaajeHHass HAeHTH(PUKAIUA C MCTIO0JIb30BaAHUEM
onomerpuueckoii Bepupuxauun EBC»
Bzaumopeiicteue Cucremst 1 MUC KO - Tlotpebureneit bJlH ocymiecTBisiercs uepes

B3aumoieiicteue ¢ ECUA nocpencrsom API 6uomerpuueckoii Bepudukanuu.

API buomeTpuueckoil Bepupukaluy MMeeT BO3MOKHOCTh B3auMoieicTBus ¢ 1oosiMu MC KO —

[Torpebureneit b/IH.

Oo6mee onmmcanne AP| Onomerpryeckoil BepruQHUKaIK MPUBEICHO B pazzaeie 5.2.2. JleranbHoe
onucanue APl duomerpuueckoil Bepudukauuu npuseaeHo B [Ipunoxennu b (em. ITIPUJIOXKEHUE b.
Omnucanne WHTETpalliy BHENIHUX CHCTEeM C EnnHOW OMOMETpUYecKOW CHCTEMON B IMpoIlecce

OMOMeTpUYECKOW BEpUPHUKALIUH).

5.2.1 O6uas cxema B3auMoelicTBUSA NPH YAATEHHON nAeHTHPUKATHH

B3aumogeiicTBue cuctem npu ynan€éHHOW HIASCHTU(UKAIMU OCYIIECTBISIETCS B HECKOJIBKO

OTaIlOB:

1. DOran 1. Uaunumanus ynan€HHoON HACHTH(UKAIIIH.
2. Oran 2. [lomydeHue criennaIbHOTO MapKepa aoctyna juisi B3aumoerctsus ¢ EBC.

3. Dran 3. buomerpuueckas Bepudukanus noian3osarens B EBC.

19 https://bio.rt.ru/documents/software/
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4. DOran 4. 3aBepuieHue ynanéHHon uneHTudukannu nons3osarens B ECUA/EBC.

5. Dran 5. ITonb3oBatens ynanéuno uneHtuduuuporand B ECUA/EBC.

2.2. AyteHTudurauma ECUA, cormacue Ha o6paboTtky BAH

[
-

2.1. 3anpoc aBTopu13aumnm

2. 3anpoc Mmapkepa gocTyna

4.1. foctyn k NOH 1

paclmpeHHomy

pesynbrary Bepudukauum
(mapkep gocryna#2)

2.3. floctyn k EBC
Q paspeleH (mapkep gocryna#l)

1. MHALMa WA Y AaNEHHOM A EHTUOM KL 1

4. 3anpoc mapkepa goctyna
K MAH v pacwmpeHHOMY
pesynbTaty BepudmKaLum

WUC Notpebutens BOH

!

3.3. BepuduumposaH

3.3. BepuduumposaH

A

5. YaaneHHo naeHtuemumposax

4.3. PaclumpeH Hbiit
pesynbrar

Monb3osatens BepUPMKaL K
4.2. 3anpoc

paclmpeHHoro
pesynbrata
BepudumKalmumn

3. 3anpoc BepuduKkaumm

3.1. CHaTb BO (BuAe0)

\

3.2. Otnpasutb 6O

Pucynok 4 — Obwan cxema e3aumooeiicmeusn npu yoanénnoil uoenmugurayuu
Jran 1. UHunmanus yaajaeHHol naeHTH(PUKAUT

Wuunmanums nporeaypsl IpoucxoauT npu Beidope [Tomb3oBarenem ycnyru B JJKO KO (web wmu
MOOWJIBHOE TPHIIOKEHHUE), MPEJOCTaBIIeMON KpPEIUTHOM oOpraHu3aniel M OKa3aHWe KOTOpOH

IpelycCMaTpUBAET MPOXOXKIEHUE MPOIeAYpPhl YAAIEHHON HACHTU(PUKAIIH.

Peanmuzanus B3aumopeiictBuss MC Ilorpebutens b/ln ¢ ECUA npu mHHIManuu yaaieHHOU
UJCHTU(DUKAIMA TPOU3BOJIUTCS COIJIACHO aKTyaJbHOM BEpCMHM METOJUUECKUX PEeKOMEHAAlui 1o

WCIIONTh30BaHNI0 EnuHO#N cuctembl uieHTH(UKAIIUN U aYTeHTI/I(bI/IKaHI/II/IZO (mamee «MP ECHUA»), B

HYaCTHOCTH:

— Paznen 3 «Ayrentudukanus monb3oBareneii uepes ECHUA»;

— Paznen 3.4 «TpeboBanus k Bu3yanbHOMY oopMiieHH o Bxoza mocpenctsoM ECHUAy,

20 aKTyaJibHast BEpCUsa JOKyMCHTA «MCTOI[I/I‘{CCKI/IG PEKOMCHAIUU IO UCITIOJIb30BAHUIO EZ[I/IHOI7I CHCTCMBbI I/II[eHTI/I(l)I/IKaLII/II/I n

ayTeHTI/I(bI/IKaLII/II/I» 0Hy6J'IPIKOBaHa Ha nnopTtaJie MI/IHI/ICTepCTBa I_II/I(I)pOBOFO pa3BUTHA, CBA3U U MACCOBBIX KOMMyHI/IKaLII/Iﬁ
Poccuiickoii deaeparuu - https://digital.gov.ru/ru/documents/6186/




— Pazgen 3.1.2 «Ayrentudukanus ¢ ucnonaszoBanuem OpenlD Connect 1.0»;

— Ilpunoxenus b u B.

st mocTymna Kk cepBUCY aBTopu3anuu npoAykTuBHONH ECHUA A0MKHBI MCIIOIB30BATHCA KaHAIIBI

B3aMMOJICICTBUSA U ajipeca, yKazaHHble B paszene 8 [lpunoxenus b.

Jrtan 2. [lonydyeHue cnienuaabHOro Mapkepa gocryna ajis Bzaumoaeiicrsus ¢ EBC

B cityuae ucnons3oBanus B kadectse JJKO web-npunoxenuns, C Ilotpeburens b/la peanusyer
B JIKO, cormacho 3 mrara pasgena 3.1.2 MP ECHA, ayreHTHUKAIUIO KIMEHTa W IOJy4YeHUE
CIELMAJIbHOTO Mapkepa Joctyna s B3aumoaeiictBus ¢ EBC, paspemaromero KJIHEHTY
ouomerpuueckyto Bepudukauuto B EBC. Jlns atoro [lotpedurens b/In peanusyer B3aumoaeicTBue ¢
CEpPBUCOM aBTOpHU3aIUu U noiyueHus mapkepa gocryna ECUA, cornacuo Ipunoxenus B.2 «Mogenb

KOHTPOJI Ha OCHOBE JIEJIETMPOBAHHOIO NMpUHATUS perieHus» MP ECUA.

B 3ampoce nHa apropuzammio WC Ilorpebutens BJIH momkHa yka3zaTh scope «Openid» wu

CIenuanbHbIH scope «Dioy.

[Tonw3oBarens aBTopusyercs B ECUA mo noruHy W mapoiro U JaeT corjache Ha MpOBEIEHUE
YCUJICHHOH ayTeHTU(HUKAIIMHU C UCIIOIb30BaHHEM ero OnoMerprueckux nanubix B EBC (B ciydasx, ecinu
coriacue moinb3oBarens u3 jganHoud MC-Tlorpedutenss b/IH eme He nomydeno). [Tocne aBropu3aiu
nons3oBarenss B ECHUA, HC Ilorpeburens BbJIH mnonyuuT paspemieHue Ha JOCTYN B BUJE
aBTOpHU3alMOHHOTO Ko/a. Jlanusiid aBTopusanuonasiid kog C [Morpedurens b/l npensssaser ECUA

npu 3ampoce Mapkepa jgocrtymna (accessToken).

B cnyuyae ucnonwszoBanus B kauectBe JIKO moOunbHOTro mnpunoxkenus, llorpedurtens B/lx
BCTpauBaceT B cBo€ MoombHOe npuioxkerre SDK EBC (nanee — SDK) mist B3aumoseiicteus ¢ MIT EBC.
[Tpu sToMm peanuzanus B3aumozeiictsust UC Iorpedurens b/ln ¢ ECUA npoucxonut ¢ ydactuem MII

EBC (cm. Tabnuma 2, OcHoBHoI cuieHapwid, [ar 1 — [Mar 11).

B pesynbrare 3aBepmenns sramna, UC Ilotpebutenss BJlH moayyuT cnienuaibHBIA TEPBUYHBINA
Mapkep nocrymna (accessToken), oOGnamaromuii CIeAyOMUMHA OTAUYHSAMU OT CTaHAAPTHOTO MapKepa

nocryna ECHUA:

— xopotkoe Bpems xu3nu (TTL);

— HaJHM4YHUe B COCTaBE MapKepa JOCTyma!

— URL REST-ceppuca ECHUA nns mnepemaun  pacHIMPEHHOTO  pe3yJibTara

onomerpuueckoi Bepuduxaiuu uz EBC;



— verifyToken u Bpems mnpekpaieHus ACHCTBUS pe3yibTaTa OHOMETPUYECKOM
Bepudukanuu nons3zosarens B ECUA (mocie yka3aHHOTo B mapaMeTpe MOMEHTa
BPEMEHU MOJYyYEHHE CIIELHAIbHOI0 BTOPUYHOIO MapKepa J0CTyla CO CKOYIIOM

ext auth result 8 ECUA Oyaer HEBO3MOKHO).

Jnst manmmanuu  caeayromero dstana WMC Ilorpebutens bJlH BeBBIBacT Meton «Ctapt

Bepupukanuu B EBC» REST-cepsuca EBC.

Jrtan 3. buomerpuyeckasi Bepupukanus noJn3osaressi B EBC

UC Ilotpeburens b/lu Bb13biBaeT Meron «Ctapt Bepuduxanuu B EBC» REST-cepBuca EBC, B

napaMmerpax BbI30Ba HEOOXOAMMO NEPEaaTh:

— cmenmanbHbI Mapkep noctyna (accessToken), momyuennsiit or ECUA Ha Drare 2;
— redirect, cogepkammii URL, na xoropenii EBC nomkna nepenanpaButh [lomp3oBarens

ocJie IpoBeAeHMs] OMOMETPUUECKON BEpU(PUKALIUY.

EBC nposepser:

— TapameTpsl crienuaibHoro Mapkepa aocryna (Banuaamus 11 ECUA, cpoku nericTBus);
— mpasa UC Ilorpebutens b/In ucnonszoBars cepuc Bepudukanuu EBC (aBropuzanus UC
[Totpeburens b/1n);

— wnamuune B EBC aktuBnHoro BKIII Tlonmb3oBatens, mo mpeaocTaBiICeHHOMY B MapKepe

noctymna OID VY3 Ilons3oBarens ECUA.

B otBeT Ha BbI30B, EBC BO3Bpataer coobmienue mno npotokoiny HTTP (kox cocrostaus 302 (ans
API Bepcuu V1) uimu 200 (as AP Bepeun v2)), conepxaiee uneHtudukarop ceccun Bepudurarnmnu EBC

u anpec WEB-dopmbl EBC nist monmyuenus bO.

JlanpHenmumii mpouecc pasinyaercs JUis ciay4daeB UCoab3yemoro kanana JJbO:

— B cayuae ucnonb3oBanus WEB-nipunoxenus [Morpedurtens b/IH, caarue BO nmpousBoaut
WEB-¢opma EBC;

— B caydae ucnonb3zoBanus MII [orpedurens b/InH, castue bO npousoaut MIT EBC.

[Tpu ucnons3oBanun WEB-npunoxenus [lorpedutens b/n:

1. UC Ilorpeburens bJ/ln mepenamnpasiser Opayszep nonb3oBatens Ha WEB-popmy EBC

ceema BO (URL WEB-dopmer EBC chema BO, Ha KOTOPBIt HEOOXOAUMO OCYIIECCTBHTH



NepeHanpaBJICHUE MOJIb30BATENS Ul CHATHS OMOMETPHUECKUX 00pa3loB COACPIKUTCS B
HTTP 3aronoBke «Location» B ciiydae ycnemHoro orsera Mmeroaa «CtapT BepupuKaIiu
B EBC», (cm. IIPUJIOXKEHUE b. Onucanrie MHTErpanMy BHEMIHHX CHCTeM ¢ EauHO#M
OMOMETPUYECKON CUCTEMOM B mpolecce OMOMETPHUYECKOM BepuUKaIIHN).

2. Bwnannas WEB-popma EBC chema BO oToOpakaeT Moyib30BaTeNi0 MHCTPYKIMIO C
OTMCaHUEM JCUCTBHH 10 HOPMUPOBAHHIO OMOMETPUUIECKUX 00pa3IOB.

3. ITlonp3oBaTenb  BBIMOJHSET  MpeajiaraeéMble  JIEHCTBUS B TpoOIlecce  3alucu
BUJICOU300PaKEHUSI.

4. EBC mpoBoauT OMOMETPUYECKYIO BepU(PUKAIIUIO.

5. Ilpu momoxxutensHOM pe3ynbraTe OnoMeTpruieckoit Bepudukanun EBC nepenamnpaisier
Opaysep nonb3oBarens Ha URL, panee ykazannsiii IC [Torpeburenem b/ln B mapamerpe
redirect. EBC wucnons3yer 3uadenne URL UC Tlotpebutens BJlH, mepeaanHoe B
napamerpe «redirecty mnpu Bbi3oBe Meroaa «Ctapt Bepudukammu B EBCy,
TlepeHanpasIeHue conepkut napamerpsl verifyToken?! u expired?? (cm. [TIPUJIOXKEHUE
b. Onucanne wHTErpanyuy BHENIHUX CHCTEM ¢ EnuHON OMOMETpHYEeCcKOW CHUCTEMOW B
nporiecce OMoMeTpruecKkoil Bepudukanuu, . 5.2 u 6.2). B caydae moay4deHus: ommoKH,
WEB-¢opma npennaraet nosib3oBaTesnto BepHyTbes B bank (kHonka «Haszan B 6aHk», 1o
HaxkaTuio Ha kotopyto, WEB-dopma nepenanpasisier nonszoBatens Ha C [Torpedurens

b/l o ccelike, comepikarieiics B mapamerpe «redirecty).
[Ipu ucnons3oBanuu ModunsHOro npuinoxenus MII Iorpedurens b/ln u MII EBC:

1. UC Ilorpeburenss b/ln uzBnekaer u3z coobuienuss HTTP Redirect EBC unentudukarop
ceccuu u nepeaaer ero B MII EBC;

2. MII EBC BenwBact Meton «CornacoBanue MeTonoB coopa BO m Liveness» REST-
cepuca EBC u nomyuyaet or EBC TpeGyeMble HHCTPYKIMH C ONMUCAHUEM JEUCTBUHN IO
(dhopMUpOBaHHIO OMOMETPUIECKIX 00Pa3IIOB,;

3. MII EBC otobpaxaet Ilonb3oBarento untepdeiic cbema OuoMeTpuu;

4. Tlonp3oBarens  BBITIOJHAET  MpejiaraeMmple  JEHCTBHs B TIPOIECCE  3aIUCH
BHJICOM300paKCHHS,

5. MII EBC Bo3biBaet Metog «IIpuém bO na Bepudukammio» REST-cepsuca EBC, nepenaér
chopmupoBannsle BO (Buaeodaiin) u momyyaer B OTBETHOM COOOILIEHMU Ppe3yJbTar,

conepxarmmii mapametpsl verifyToken u expired,;

2l KOHTpONbHOE 3HAYEHHE, HEOOXOAMMOE Ul 3aBeplIeHHMs npoueaypbl ayTeHTUdukauuu B ECUA mnocne momydyeHus

pe3yJsbTata BepupuKannm.

22 gpeMs TIpeKpalleHus JEHCTBUS pe3yibTata OMOMETPHYECKOi BepuduKamuy nonb3osatens B ECUA, B muuncekynaax c 1
suBaps 1970 r. 00:00:00 GMT (mocne yka3aHHOro B IapaMeTpe MOMEHTAa BPEMEHU IOJydyeHHE CHENHMaIbHOTO Mapkepa
nmocryna co ckoyrmom ext_auth result B ECA Oynetr HEBO3MOXKHO)



6. MII EBC Boszpamaer B MII ITorpebutens b/ln napamerpst verifyToken u expired kak
pesynbTar ycnemHoi Bepudukanun B EBC. B cinywae nmomyuenus ommbku, MIT EBC
BosBpamaer B MII ITorpebutens b/In kox «resultCode» u 00bekT ¢ MyCTHIMU MOISMH
verifyToken m expired (cMm. PykoBoacTBo mosb3oBatens mo paboTe ¢ OMOIMOTEKOM

EBC.Sdk%).
Jran 4. 3aBepuieHue yaajeHHoH naenTugukannu nosab3oaresisi B ECUA/EBC

NC Ilotpeburens b/l peanusyer B3aUMOJCHCTBHE C CEPBHCOM ABTOPH3AIMHM M TOTYYCHUS

mapkepa goctyna ECUA (ananorumuno Dramy 2)%,

B 3ampoce na aBropmzammio WC Ilorpedutens B/ln nomkHa ykasath scope «Openid» wu

t25

crienuanbHbIi scope «ext_auth_result=», mapamerp verifyToken, monydennsiii Ha Drarne 3.

B pesynprate, UC Ilorpeburens BJlH monyuuT crnenuanbHbli BTOPUYHBIA MapKep JI0cCTyna

(accessToken). lauusiii mapkep poctyna MC IMotpeduresns b/{n mepenaet B cocrase 3ampoca:

— B ECUA npwu 3anpoce I1JIn nonp3oBatens?®

— B EBC npu 3anpoce nonyueHus pacCIIupeHHOro pe3yibTaTa Bepudukanuu (cMm. Jtan 5).
ECHA BbI1acT naHHBIN MapKep JOCTYIA TOJIBKO B CIIy4ae:

— Hammuus B ECHMA  ycmemHoro pesyiabTata OuMOMeTpudeckoil  Bepudukanuu
Ilons3oBaTens;

— YCIENIHOTO CpaBHEHUs mnoiydeHHbIXx napamerpoB verifyToken or EBC u UC-
[Torpebutens b/IH;

— eciM cpoK Kku3HU mapametpa VerifyToken He ucték: Texyiee BpeMsi MEHbIIIE, YeM MOMEHT
BpPEMEHH, YKa3aHHBIN B mapameTpe expired;

— Haauumsa cornacus [loap3oBarens Ha IpeaAOCTaBJICHUC MEPCOHATIBHBIX TaHHBIX.

ITonp3oBarens aBTomMaruuecku ayreHTuuuupyercs B8 ECUA.

23 AkTyanbHas BepcHsl pyKOBOZCTBa pasMeniena Ha https:/bio.rt.ru/documents/software/

24 11 TOCTyTa K CepBHCY aBTOpH3aInu poaykTuBHOi ECHIA TOIDKHBI HCTIOB30BATHCS KAHAJIBI B3AMMOIEHCTBYS U a/Ipeca,
ykazau#bie B pasaeie 0 Ilpuioxenns b.

25 TaHHBIH SCOPE TaET BO3MOXKHOCTD MOTYYEHHs CIIEAYIOIMX JaHHbx: ®HO, 1o, rpakIaHCTBO, 1aTa POKICHUS,
PEKBHM3HTHI IOKYMEHTA, YAOCTOBEPSIIOLIETO JIMYHOCTh, aipec MecTa XKHUTEJIbCTBA (PErHCTPaLuK) I MecTa ITpeObIBaHus,
mecto poxkaenus, MTHH, CHINJIC, MmoOunbHbI TenedoH, axpec 31eKTPOHHOH MOYTH

26 ju1st OCTyNa K CEPBUCY MOJyYEHHs EPCOHATBHBIX JAaHHBIX MPOAYKTHBHOI ECUA JI0JKHBI HCTIOJIB30BATHCS KaHAbI
B3aUMO/ICHCTBUS U ajpeca, yKa3aHHble B pazaene 8 [Ipunoxenus b.



Jtan S. [Tonb3oBatenb ynanenHo uaeHtuguunposan B8 ECUA/EBC ycnemno

NC ITorpedurens b/l Be13biBaeT Mmeto «Ilomydaenue pesynbrara Bepudukanumn»y REST—cepBuca
EBC ans noiydenus paciiupeHHOro pe3ylibrata OuoMerpruueckoi Bepudukanuu. B mapamerpax BbI30Ba
HE0O0X0IMMO TiepeaTh CHEIHMaIbHBI BTOPHUUHBIA Mapkep aoctyma (accessToken), MOTy4eHHBINH OT

ECHA na Drarne 4.

B pesyasrate HC Ilotpebutens bJ/IH MmoaydyuT pacmidpeHHBIN pe3yiabTaT BepUpUKaIUH,
KOTOPBIN: COACPKUT PE3YNbTAT BBIUUCICHUS W3 €AMHHIIBI CYMMapHOM BEPOATHOCTH JIOKHOTO

COBITaACHUA U BEPOATHOCTH JIOKHOI'O COBITIAACHUA I10 Ka)KHOfI 6HOMCTpH‘ICCKOI>i MOJAJIBbHOCTH.

Ha ocHOBaHMM TMOJYYEHHOTO PACHIMPEHHOTO pe3ylibTaTa OWOMETPUYECKONW BepH(pHUKAIUH,
[Totpebutens b/IH mpuHUMaeT pemieHne 0 J0CTaTOYHOCTH 3HAYCHUH CTENEHEH CXOKECTH JJII OKa3aHHUs
MOJIb30BATEINIO 3aMpalIuBaeMOi YCIYTH U NepeHanpanisier noiaszoBatens Ha WEB-dopmy [Torpeburens

b/1x1 npu ucnonp3oBanun WEB-Bepudukamuu, niau nHa MII [Morpedburens b/{x npu ucnons3opanuu MII.

5.2.2 API 6uomeTrpuueckoii Bepupukanun

5.2.2.1 Ob6uiee onucanue

Jlns oGecnieyeHus mporecca OMOMETpHUUecKoil BepuduKaiyy, B ToM yncie B3aumoseiicreus C
[Torpebutens b/l ¢ EBC, peanuzoBan ynuBepcanbHblil MexanuzM API 6nomerpudeckoil Bepudukanuu
EBC (cm. ITPUJIOXKEHUME b. Onucanue vHTErpanuu BHEIIHUX cUCTeM ¢ EnuHoil OuomeTrpuyeckoit

CHCTEMOIi B TIpoliecce OMOMETpHUeCcKOil BepuduKaimn).

B3aumoneiicteue BHemHux cucteM ¢ EBC nocpenctsom AP| Ouomerpuyeckoil Bepudukanuu

Ipe/ICTaBICHO HA PUCYHKaX HUXKe (cM. PucyHok 5-8).



% MM Barka ¢ SOK nes
EBC b :""a Mn EBC ECHA ESC
Mone3osatens (frontend (backend)

ChopunposaTs v noanwcaTs anpoc

Ha nonyuewme accessToken
GopumpoBaHme u nognHCdrne
sanpoca ()

(scopes="openid, bic")

Biizoe kL SDK ()
C

3anpoc yaaneHol aeHTHdHKaLMM () Banpoc paspewenis Ha gocTyn k EBC
(scopes="openid, bic")

:authorization grant |

:authorization grant

Bo38paT k043 aETOPUIALIMH
(authorization grant) o 3anpoc Ha nonyYerue accessToken
» (suthorization grant)

1

POST / CTapT seprduxaumy 5 ESC (accessToken), redirect _url)

Banuaauus
accessToken

Crapr ceccum
GHOMETPHIECKOH
sepuchikaLIH ()

session_id

:session_id H
BrisoE pyHKLMM SDK ) :
L :
X POST / Cornakosarve MeTooE !
Beizos Web-chopmet ciema 5O (session_id) i 5ops BO 1 Liveness ;
(session_id, supported_methods) |
BuiGop aeficTena
o collecting, liveness_action
OTobpamenue sKpaHa cueMa 5O () -
L |
{McnonsmTs AelicTBMA NO MHCTPYRUMK M H
Cosams 5O (Euaze) H
G POST / Npuem EO xa sepudmKauno :
(session_id, bio_sample) !
BuomeTpHsecka:
BEPHIDHEELMA (;
Mepenaua pesynsTaTs sepucKaLMM
Ges crenenn cxoxectn (verify_token)
PesynuTar nonydenms Result
(OK + expired) 200 Ok
sverificationResult
:verificatipnResult o
T Beizos dyHrwi SOK ()
r
c .
a nonyuenveiclient_secret 3anpoc client_secret
“ (scopes="openid, ext_auth_result’)
:authorization grant
:authorization grant - i
Nepenate »
autherization grant u verify_token CrhopMMPOBAT 1 NOANMCETH JANPOC Ha NOMYSEHNE
L accessToken (scopes="openid, exi_auth_result)
3anpoc accessToken (verify_token, scopes="openid, ext_auth_result")
Nposepurs cosnageHne
3anpoc cornacus Ha nepeaaqy MAH () verily_token ()
UI intraction
« :accessToken (with_ext_auth_resu
33NpOC PACLUMPEHHOTG PEIynsTaTa BeprbHkaLIAn (accessToken (with ext_auth_result))
Banugauua
accessToken ()
le PaclumperHsi VerificationResult

MpoBepka noanKey pacLudperHor pesyneraTa
C

TIPHHATUE PBLUSHIA O AOCTATONKOCTH CTENEHY CXOXECTH ()

‘npenccraenesme
sanpawueaemol yenyru

{MpEnocTaENEHME
sanpaLiEaEmol yeryTH [

—
]
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A

Monb3osarens

(web-spayaeu )

WC Bank:
(fronten

CthopMWPOSATE W NOANKHCATE 33NPOC
Ha nonyuenue accessToken

(scopes="openid, bio")

WC Baxka
(backend)

[

GOPMUPOBAHNE W NOATHCAHNE
sanpoca ()

3anpoc pa.

pewesma Ha aocTyn K EGC (scopes="o|

enid, bio")

P —

:authorization grant

Bo3BpaT KOAa AETOPU3ALMKM
(authorization grant)

3anpoc accessToken
(scopes="openid, bio")

:session_id

Boisos Web-dopmbi o}

vema B0 (session_id)

ECWA OAuth Openid Connect

:accessToken

ECHA

Web-dopma
EBC

POST / Crapr sepudukaunm 8 ESC (accessToken, redirect_url)

POST / CornacosaHue METOA0B
chopa BO v Liveness

OTofipamenie sx

aHa cwema B0 ()

(session_id, supported_methods)

:bio collecting, liveness_action

CozaaT

£ 50 ()

verifica

CopruposaTs w noanucats 3anpog,

ionResult

MMepenaua pesynstaTa sepudvkauy

Coagames B0 (eugeo)
1

POST / Mpuén 5O Ha sepuduKaumi
(session_id, bie_sample)

&3 crenesu cxomectu (verify_token)

PesynsTat nonydesua Re|

Uit (OK + expired) 200 Ok

Ha nonyderKe client_secret |
(verify_token)

Doplmposaye clisnt_setre

(scopes="openid, ext_auth_tesult"

Choprmpos

iTh M NOANMCETS SANPOC HE NONYHEHWE

accessToken

wer

y_token, scopes="openid, ext_auth_re

:autherization grant

cult”)

Nepeaasa authorization grant

‘NpenocCTasneHue
sanpawvsaemoii yoryri

Mepenaya authorization grant

NPEnoCTaBNeHue
sanpawmsaemoii yenyru

Sanpoc accessToken

3anpoc paciumMperHoro

Mposepka conagexus
verify_token ()

DOPMHPOEAHWE
accessToken

esynsTaTa sepucukaumm (accessToken

iverificationResult

(with ext_auth_result))

P

]

TpoBepka NOANHCH PACLUMPEHHOTD PE3yNETaTa
m]

TIPUHATHE PELUBHIR O AOCTATOMHOCTH CTENEHI CXONBLTH ()

rificationResult

]

Banugauwa
accessToken

Crapr ceccan
GHOMETDHYECKOA
sepudMkaLIN ()

BuiSop gedcTENA

BuomeTpHyeckan
BepudmraLna ()

Banugaums
accessToken ()

Pucynok 6 — /luazpamma nocneoosamenvnocmu API 6uomempuueckoit éepugpuxayuu c
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{oHTpareRT

Bpayep
Oneparopa UC Bax MC KA Auaﬂ ep ' ECHA EEC
1 I I ,: 1 I
e e e ———— A e A an i i
i | | i |
1 I I 1 I
i i i i i
] i i ] i
] I I ] I
i i i i i
] i i ] i
i i i i i
' HeofxomvMOCT: BEpHOMKAWAM | ‘ ' !
: ¢”3| nMua } CDEL’[EHME CECCHH : }
- ] POST fereate (sid, public_uri MC KA) ! }
i i
Mpozepra 3anpoca i i
+ ] i
Mepesanpaanesue ka Afantep 500 aK CORDEREHME NaN2UTPOS i i
acation hitps://adapter_urisid | | : ! i
e \ | i |
i i i
https://adapter uri?sid N ! !
| 4 i |
Location hitps://es a,fac?‘{llent_id ‘J i i
) | | i |
https:/fesia/ac?client id } ! }
L
) — | | 4 i
AYTERTHT kLR D3, T3 B ECHA Location https://redirect_uri?codelfstate i i
o ; i
- i i i
i i i i
https://redirect uri?codel@state J i i
i 1 |
. Location https://ebs/start?session_id J | |
X i | 1 i
| 1 ' |
} POST fapiverifications/{session_id}inegotiale ' ;L
| liveness_action i i
¥l | - L i
N i i [
i i i
Crem B0 dua.nvua i 3 o i
! POST /apifv2/venfications/{session_id}/upload H
3 Location:{uub\ic_ﬁnﬁganreua] E
! exp, verify token 1
Fi | | ]
B i i i n
! hiips:/ipublic_uri Anarmepa) ; ! ;
| £xp, verify token . H |
I ] I
i i i
. . ] i
< Location https:,f,fes a/zcPclient_id ] ! !
| | i |
hitps://esia/ac?chent id ! o !
L * T Ld I
Cornacie thws. nALa ) L ‘ | |
HanpagocTaanesine MK HO KA, | | Location https://redirect_uri?code28state ! !
b I 1 1 1
https://radirect urPcodelistate i i i
T P i |
I 4 1 I
| i |
'POST /api/result_uri (sid, res_secref ! !
! extended_result) ! !
rl i |
hl 1 |
i i
000K : !
: ’ ! |
| i |
< res_secref | ! !
| i |
| 1 |

Bepudurauma
thus. A

Pucynok 1 — /luazpamma nocneoosamenvnocmu API buomempuueckoii eepugpuxauuu c

ucnonvzoeanuem Aoanmepa



OTUE

|
|
Onepatop MC KA i WC KA OTHB EEBC
|
i ! H T
i HeoBxogumocTs Beprduralan Co3ganne ceccim i
| None30EATENA ol POST ffurllAriicreate 7sid, user_id, mpelyemas !
MHEMOHUKS cxeMel cOopa 50 |
H
o
Mpoeepka access_token
reHepaLMa CCoINkK Ha BeS-hopmy
response with session_id, session_id, redirect ONA Npoxo#aeHna Y
session_id, redirect fedirect, sid, sid-fwo
e
QnuuoHansHo
T {
: ; |
i 1 POST /apilverifications/{session_id}/negotiate i
| ' ' i
i liveness_action !
i .
-\ E
Curem BO
T POST /api/verifications/{session id}/upload
>
' . X } YW nonesosarens
" H Location: {public_uri Agantep} verify_token
I GET /fapi/verifications/{session_id}/result
POST fapifresult_uri ) Monyyexue pesynesTata YW
POST /apifrtesuli_uri &sid&auth_resuli&code&message
[ &res_secret&exi_auth_result&person_data
: -
U ______________________________ status___________________ »|
HTTP 302 {publicﬁi.;r\ WC HAZres_secret}
< }
°L
PegupexT no public_uri MC KA
]: Mepenada res_secret
Mposepxa res_secret
koo Okazammeycryrn
-]— YHUUTOHEHKE res_secret

Pucynok 8 — /luazpamma nocneoosamenvnocmu API 6uomempuueckoit éepugpuxayuu c

ucnoavzoeanuem Qonaunozo Munoeozo peutenun no unqbopmauuormoﬁ bezonacnocmu

5.2.3 TpeooBanus k MoouaIbHOMY npuioxkeHuio [lorpeourens B/{n (uarerpanus SDK)

B nensax obecnieueHus mporecca yAaqeHHONW MICHTU(UKALMU C MCIOJIb30BaHHEM B KauecTBe
JAKO wmobunbsHOro npuioxkenusi, [lorpebutens BJIH nomkeH HHTErpupoBaTh B CBOE MOOMIIBHOE
npunoxkenne SDK EBC (manee — SDK) mns B3aumopeiictus ¢ MII EBC (cm. PykoBoacTso

ToNIb30BaTes 10 pabote ¢ 6uémmorexoit EFC.Sdk?).

SDK EBC o6ecrieunBaer:

1. [IpoBepky Hanmuuus MOOWIBHOTO TPUIIOKEHUS UIs yhnaneHHol uaeHtuduxarmu (MII
EBC).

2. Bzaumoneiicteue MII TIlotpebutens bJdn u MII EBC nmns  Ouomerpudeckoit
BepHU(DUKAITUH.

21 AxtyainbHas Bepcus pyKOBOJICTBA pasmeliena Ha https://bio.rt.ru/documents/software/



[Monyunte SDK s unterpanuu B MII Ilotpeburenst B/IH MOXHO Ha TOCTYMHOM WHTEpHET

pecypce?.
JlononaurtenpHas nopabdotka u HacTpoiika SDK Ha cropone [lorpeburens B/ln He TpeOyercs.

Jis mpoxokaeHus yAalleHHOM uIeHTHU(UKaluu, Ha MoOuinbHOM ycTpoiictBe I[lonb3oBatens

JIOJIKHO OBITH:

— ycranosieno MII ITorpeburens b/ln ¢ unrerpupoBannoit SDK EBC;
— ycradosieno MII EBC;
— mnpousBeaeHa nepBuuHas HacTpoiika MIT EBC.

Bzaumopeiicteue MII Tlotpebutens B/lH co CMEXHBIMU NPHIOKEHUSMU M CHUCTEMaMHU

IPOJICMOHCTPUPOBAHO Ha cXxeMe Huke (cM.PucyHok 9).

28 https://bio.rt.ru/documents/software/



https://bio.rt.ru/documents/software/

3anpoc yonym mpeguT

MoGunenos npunowerse
¥PEMTHOR OprANNIBYNN

1
i

i

i

i

i

|

i

i

n npaiiT yaangum I
T

1

o e 1
2 i
-:|" |
Bl3os b yheuptii CHCTEMbI 1

1

] 1
' 1
- |

T oh oresaumomeah crcras)

Gnepaiponyan cuctoma
W ruHOrD yorpaicTBa

Janpoc yenym speauTHoR opramIaY

Mognucakne 3anpoca Hayaaners
HEHT D G

npoiiTi ygan sty

MaBhrHos nprrxaune
KPR ANTHOR 0B FANMIALHA

Butson 1oby Ay zan

¢ 1 crapauowoh e

=

A S | S S
H

ofipaiorey - i EEC

Comnacie w3 ofipabory Nl

nepamaa a3 T ORI

MoSursios npunoe o
4

}H

‘GuoLETeeCKm Sepu gL E EEC

lepeaa CrewansHDI0 MapsEpa QOCTy M (access
10KEN) C ADpOTIONM CORER YO B CIpU2E Y CTewHO
TGN 1 CONEONA 13 0PSO (TN
10443 JSON Web

MoGunswoe npunce e
KPEAUTHO OPFRKH3aUMH

Token

)

1 BAHAALAA MEPKER QOCTYNE H D OPMHPOR 3HIE m’
M

Mapesiasa ID cocom BapuiKaLm ST T T s hd

Nepagaia D cecom BepnbuEm

1

|

3aNPOC NEPaMETPCE CPefen =R MEYETH

Pepaaa NapaweT Dog onpeiensHiT »oEywecrh (Liveness detaction) I

JAMACH B1160 BN CONEPHILEID NAIO NANBIODATENA K 80 1AN0E

Mabnmuoe npwnawene EEC

OGpatona Giomet pusecix o6pINICE U SOPME08 e
o PEYRTA RGNS .

Tlepenasa verify foken (LUID)

|
|
1
I
]
]
!
]
!
T
]
]
]
]
]
T
|
1
]
1
117 Mepenaa verity token (LUID)

Ianpoc nanys e Magkepa Qo Ty (access token) An

ety SUECEE EEEEEEES BEE EESER

fuuiD)

‘verfy token (PoAmG st YK Gavn) Commmme verly token

I
Tepenaia 3Cess loken

3anpoc Mx nonsace aTens ¢ nepenase access tokene

Pepenata Vi nome e aTens

MaBinHoe npunaxe e
V8 AHTHAR 0 FanM 33U

OBEABOTYA AONNYY B JAHHLI W ICHIATH DO BHISH

A yonyri kpeauTHoR

€ NoMOUBI0

@ nomougkio

- peRaNa ATHIX MEXLY NIPHOGHIAMI BWYT P OHOF CHETE MM

71 OBpaborka ammux
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5.2.4 Cniucox noaaepkuBaeMbix 0pay3epoB

PexomeH10BaHO HCTIONB30BATh CIEAYIOUINIA CIIMCOK Opay3epoB:

Google Chrome Bepcuu 14.X u Bble;

Opera 44.X u Bol1IIE;

Sunexc.bpaysep Bepcuu 17.X 1 BbIlIIE;
Mozilla Firefox Bepcuu 52.x u Bbie;

Microsoft Edge Bepcuu 14.X u Bbllie;

Apple Safari Bepcuu 11.x u BbIwIE;

CnyTHUMK BepcuH 4.X U BbILIE.



HPUJIIOKEHUE A. Buja cBeneHuii B eIUHON cHCTeMe MeEKBeJIOMCTBEHHOI0 3JIEKTPOHHOIO
B3aMMO/IeliCTBUSl «YHUBEPCAJIbHBIN BU/ CBeeHUN /151 NPpUéMa 3asiBJIeHUd HA OMOMETPHUYECKYI0
perucTpanuio»

1. OOumme cBeaeHusd

®dopmatr BC pa3paboTaH ¢ UCIIOIB30BaHUEM SI3bIKa OMKMCaHUs cxeM JaHHbIX XML Shema

Definition (XSD) 1 COOTBETCTBYET CICIYIOITUM IIPABUIIAM:

- I[HSI KaXXJa0ro suaa CBGZ[GHPIIZ OAWH M3 3JICMCHTOB, OITMCAHHBIX HA KOPHCBOM YPOBHC

CXEMBI, IIPE/ICTABISET COOON «KOPHEBOM 3JIEMEHT 3ampocay.

- I[JI?I KaXJa0ro Buaa CBGHGHHﬁ, KpOMC MepCaaBacMbIX C UCITOJIB30BAHUCM
IMAPOKOBCIIATCIbHBIX PACCBUIIOK, OAWH M3 3JICMCHTOB, OIIMCAHHBIX HA KOPHEBOM

YPOBHE CXEMBbI, IIPEJICTABIIIET COOOM «KOPHEBOM AJIEMEHT OTBETAY.

— Jlis Kaxa0ro Buja CBEJICHUN KOPHEBOM 3JIEMEHT 3a1poca, U KOPHEBOM 3JIEMEHT OTBETa
OMHCaHBI B OJTHOM cxeMe (MMEEeT OJIHO U TO K€ MPOCTPAHCTBO UMEH cxembl). [Ipu aTom
cXeMa MOKET pa3dura Ha HeCKoIbko XML-nokyMeHTOB (KOHCTpyKIuA Xs:include), a

Takke cchiiarbes Ha Apyrue XML-cxembl (KOHCTPYKIUS Xs:import).

Opranmzanus ceanca oomena BC ucnonb3yeT HHUIIMATUBHBIN ceaHc oOMeHa. B manHOM
ciydae coOOIIEeHUEe-3a1poc COACPKUT BECh MACCHB TEPEIaBaeMbIX CBEICHUH, KOTOPHIE
nH(pOpMaIlMOHHAS CHCTEMa — MHUIIMATOP ceaHca oOMeHa HaMepeHa repeaarb. A cooOIeHue-0TBET

AOJIKCH COACPKATh CBCACHUS, OITMCBIBAIOIINEC CI)aKT TTOJIYYCHU A CBEJICHUH OT HHUIUAaTopa.
CocraB nepezlaBaeMoﬁ I/IH(I)OpMaLII/II/I U OIIMCaHHue Mojeu 3arpoca NpruBECACHLI B Ta6J'II/II_[e HHWXKCE.

Onucanue nonei 3anpoca

Ob6s13aTe1bHOCT Cnoco0
Ne Koa mapamerpa Onucanue napamerpa
b 3anoHeHust/ Tun
1 RegisterBiometricData | 3amnpoc Ha perucTparuro Oos3arenbHO st | complexType
RequestType OMOMETPUUYECKHUX 00pa3IOB | 3aMOJHEHUS
C JOTIOJIHUTETBHON
uHpopMaIu
2 RegisterBiometricData | Knacc onuchiBaromuit Oos3arenbHO st | complexType
Type OMoMeTpUUYeCKHil o0pa3ell U | 3aroJHEeHUS
ero MeranHpopmaIuio
3 BiometricDataType Habop snemenToB Oo0s13aTenbHO s | complexType
OMOMeTpHYECKON 3aIOTHCHUS




Oos13aTenbHOCT Cnoco0
Ne Kon mapamerpa Onucanue napamerpa
b 3anoJiHeHust/ Tun
MHpOPMAIINH C YKa3aHHEM
MOJIQJILHOCTH
Onucanue noneii omgema Ha 3anpoc
TpeOoBanus K Cnoco0
Ne Ko moast Onucanue noJs
3aM0JTHEHHIO 3anoHenust/ Tun
1. RegisterBiometricData | OTBer ¢ pe3ynbTaramMu O6s3arenbro mist | complexType
ResponseType perucTpanuu 3aroJHEHUS

OroMeTpHUYECKUX 00pa3lioB

2. RegistrarResultType | [lepeueHp pe3ysibTaToB O6s3atenbHo it | complexType

perucTpanuu O6p8.3I_IOB 3aI10JIHCHUA

Onucanue KOMRIEKCHbIX MUNOE NoJell

Ne Koa moas Onucanue moJjs Tpe6oBanus K Cnoco0
BaMOTHEHMIO | 3450 genus/Tun
1. RegisterBiometricD | 3anmpoc Ha perucTpanuio O6s13aTeIbHO complexType
ataRequestType OMOMeTpHYEeCKUX AJIst
o0pa3uoB ¢ 3amoJIHeHUs
JAOIOJTHUTEIbHON
uHpopmanuen
1.1 | RegistrarMnemonic MHueMoHHKa OO0s13aTeNnbHO type="tns:string-
MHPOPMAIIMOHHOM TSt 50"
CUCTEMBI PETUCTpaTOpa, 3aMoTHEHUS
MoJTydeHast Tpu
peructpaunu B CMOB
1.2 | BiometricData HaGop perucrpupyeMbix O0s13aTebHO tns:RegisterBiome
OMOMETPUUYECKUX 00pa3IoB JUTSI tricDataType
3aITOTHCHUS maxOccurs="100"
1.3 | Employeeld Wnentudukarop O06s3aTeNbHO type="tns:string-
COTPYAHHKA, TUISt 50"
OCYIIECTBIISIOIIETO 3aITOTHCHUS
pETUCTpALHIO
2. RegisterBiometricD | Kiaacc onucbIiBarouuii O0s3aTeILHO complexType
ataType OmoMeTpHUeCKuil st
oOpasen u ero 3ano0JIHeHUs
MeTauH(OpMaLHI0




Ne Koa moas Onucanue noJst Tpe6oBanus K Crnoco6
3ANOIHEHMIO | 34,6 pgenus/Tun
2.1 Id YHUKaJIbHBIN O06s3aTenbHO type="xs:1D"
uacHTH(PHUKATOD VIS
Oonomerpuueckoro oopasia 3aITOJTHCHHS
B paMKax 3ampoca
2.2 | Date Jlata u Bpemst CO3AaHus O0s13aTeIbHO type="xs:dateTim
OMOMETPUYECKOTO 00pa3Ka JUTSt e"
JUTSL PETHCTPAIINH, 3aITOJTHCHHS
3anonusiercs B 30He UTC.
2.3 | Rald Nnentudukarop nenrpa O0s3aTenbHO type="tns:string-
00CITyKUBaHUS B PeeCTpe TUTSI 36"
MOCTABIINKA 3aI0JTHCHHS
unearudukanm Idp
B none Raid yka3siBaercs
uaertuduxarop 11O B
ECHA (ecnu perucrpanus
KITUEHTOB MTPOBOIUTCS
yepe3s CMDOB) unu
muaemonuka MC KO (ecnu
perucTpaius KIMeHTOB
MIPOBOJIUTCS uepe3 import)
2.4 | Personld Y HUKAJIbHBIH OO6s3aTeNbHO type="tns:string-
UJCHTUPHUKATOP CyObeKTa JUISL 100"
PETUCTPAIIMH B PAMKaX €ro 3aITOTHCHHUS
MOCTaBIIUKA
2.5 | ldpMnemonic MHeMOHMKa ITOCTaBIITHKA O0s13aTeNbHO type="tns:string-
uAeHTU(PHUKAIIIHN CYyObeKTa TUTST 50"
perucTpanuu 3aITOTHCHHUS
2.6 | Data HaGop >nemeHTOB O0s13arenbHO tns:BiometricData
OroMeTpuyecKoit JUTSt Type
UHpOPMAIINH C yKa3aHHEM 3aII0JIHEHHUS maxOccurs="unbo
MOJAJIbHOCTH unded"
2.7 | PersonMetadata MeTtananHble cyObeKTa O0s13aTeNBHO tns:MetadataType
perucrpanuu TUIS maxOccurs="unbo
3aIOJTHEHHS unded”
3 BiometricDataType | HaGop 3;i1emeHTOB Oos3aTe1bHO complexType
OMOMeTpHYEeCKOMH ISt
HH(pOpPMALUH € 3aM0JTHEHUA
yKa3aHueM MOJaJIbHOCTH
3.1 | Modality MHeMOHHKa MOJATEHOCTH O06s13aTeNBHO type="tns:string-
OMOMETpHUUYECKOTro 00pasia VTS 20"

3aI10JIHCHUA




Ne Konx moas Onucanmne moJs Tpe6oBanus K Cnoco0
3ANOIHEHMIO | 34,6 pgenus/Tun
3.2 AttachmentRef* CchUIKa Ha BIOKEHUE OO0s3aTenpHO tns: AttachmentRef
AJIs Type
3aI0JTHEHUS
3.3 BioMetadata MeranaHHsle, HeoOs3aTensHo | tns:MetadataType
MIPUKPEIUIiEMBIC K TUTS minOccurs="0"
OMOMETPUYECKOMY 3aroJHEHUS
obOpasiy
4 RegisterBiometricD | OtBer ¢ pe3yJbTaTamMu O0s13aTeJILHO complexType
ataResponseType perucrpamnumn il ¢
OMOMeTpHYEeCKHX 3aN0JTHEHUA
oOpa3uoB
4.1 | RegistrarResult [TepeueHp pe3ynbraTaos O6s3atenbHo | type="tns:Registra
perucrparuu o0pasion VISt rResultType"
3a0JIHEHUS maxOccurs="100"
5 RegistrarResultTyp | Craryc perucrpaunun O0s13aTEJIBLHO complexType
e oOpasua A
3aNO0JHEHUA
5.1 Id Wnentudukarop odpasma O0s13aTenbHO type="tns:string-
3arpoca TUIS 50"
3aII0JHEHUS
52 | Code Kon craryca O0s13aTeNbHO type="tns:ResultC
JUTS odeType"
3aIT0JHEHUS
53 Description Onucanne B TEKCTOBOM Heo6s3aTensHO type="tns:string-
BUJE TUTST 500"
3aITOJTHEHUS minOccurs="0"
6 ResultCodeType IlepeuuciieHue Ko10B O0513aTeJIBHO complexType
craryca ISt
3aN0JTHEHU A
7 MetadataType KoMmniekcHBIN THIT IJ15 Oo0s3aTeIILHO complexType
nepeaaYd MeTaJaHHbIX TS
3aIN0JHEHUA
7.1 Key Korou 3Hauenus OO0s3aTenBHO type="tns:string-
MeETaJaHHBIX TUIS 50"
3aI0JTHEHUS
He
JIOITYCKAETCS
MOBTOPEHUE
KIIIouei

3Ha4YCHUA




Koa moas

Onucanue moJsa

Tpe6oBanus K

3aII0JTHCHU IO

Cnoco0

3amosHeHust/ Tun

METadaHHBIX
PersonMetadat
d B paMKax
OJHOTO
BiometricData

7.2

Value

3HayeHne METATAHHBIX

O0s3aTenBLHO
TS
3aII0OJIHCHU A

type="tns:string"

AttachmentRefType

JlaHHBIE 0 CCBLJIKE HA
BJIOJKEHH

O0s3aTeIbHO
OIS
3aM0JTHeHU A

complexType

8.1

Attachmentld

CchplIKa Ha BIOKEHUE

OO0s3aTenLHO
JUIS
3aI0JIHEHUS
He
JIOTTyCKaeTCsI
MIOBTOPCHHE

type="tns:string"
use="required"

* st mepenaun GpaiaoB OMOMETpUYECKHX 00pa3IoB JOIKHO UCTIONb30BaThes (haitnoBoe xpanunuiie CMOB. Atpubyrom
anementa AttachmentRef ssnsiercst attachmentld, koropsrit conepxuT naenTudurarop 3anucu B (pailioBOM XpaHUIUILE
CMDOB. Ilepechiika BiI0KEeHHH JIOJDKHA OCYLIECTBIISITh C UCIIOJIb30BaHHEM (GailIoBOro XpaHuiuina (pasaen S MeTOIUYECKUX
pexomenanuii mo pabore ¢ ECMOB 3.4.0.3). [lpuanmarotcst BiIokeHus co cneaytomnmu MimeType: image/png,
image/jpeg, audio/pcm. Eciu 3nauenue moist MimeType oTimyaercst OT yKa3aHHBIX, TO Bo3BparaeTcs ommnbdka NO_DATA.

Onucanue 6uooeé memaoanuvix nona BioMetadata

Ne Koxa moas 3HauyeHune moss IIpuunna KommenTapuii
$s.SSS Bpewms navana 3anucu SAnsercs
rojoca 6rmomM.o0pasia ot 00s13aTeTbHBIM
Hayana ¢aiina. aTpudyTOM
. SS — CeKYH/IbI 3aMOJTHEHUS IS
1 voice_<part>_start YHARL
OMOMETPHYECKOTO
SSS - MIITHCEKYH/TBI o6pasia
MOJJATEHOCTH
roJIoC.
$S.SSS Bpems koHna 3anucu rosoca | fAsnsgercs
O6roM.o0pa3ia OT Hadaaa 00s13aTeTbHBIM
. aina. aTpudyTrom
2 voice_<part>_end ¢ TPHOYT
SS — CeKYH/IbI, 3aIOTHEHUS JJIS1
SSS - MIIITHCEKYHTBI OMOMETPUUYECKOTO

obpasia




Ne Kona moas 3HaveHHe MOJIst IMpuunna KomMmenTapmnii
MOAJIbHOCTH
roJjoc.

Ha 3anmcu npousHeceHbl SBnsiercs

digits_asc Pl B BO3pacTaroieM 00s13aTeIbHBIM
MOPSIKE aTpudyTOM

3aIIOJIHEHHUS JIST
Ha 3anucu npousHeceHsl
- OHOMETPUYECKOTO
digits_desc U Qpsl B yObIBAIOIIEM
- oOpasia
. HOPSIIIKE
3 voice_<part>_desc pAA MOJANBHOCTH

Ha 3anucu npousHeceHbl roJjoc.

digits_random UQpBI B CIIy4aiiHOM
HOPSIIIKE
Ha 3anucu npousHeceH

text
TEKCT

Onucanue éuooe memaoannvix nons PersonMetadata

['me <part> - HOMep CKJIEEHHOI YacTH 3BYKOBOM 3alMCH, IIeJIble YUCIIa HauuHas C 1.

Omnwucanue npeactaBieHo B pasaene 5.1.2.1 Peectp cobwiTuii (PersonMetadata).

Onucanue ko0o¢ cmamyca ResultCodeType

D

UICHTH(PUKAIIUN HE HalJICH
B CUCTEME

Ne | 3navenue mojs Onucanue BHemnrHee onucanme
1 SUCCESS Perucrpanus npomuia Perucrpanus npomuia yCcrenso.
YCTICTITHO
2 SUCCESS AJnantanus npouuia |A arTanys NpoIuia yCIemHo.
YCTICIITHO.
3 NO_SUCH_MO Henopnepxupaemas Onmbka: EBS-02020. Perucrpanus
DALITY MOJIaJIbHOCTh Mponuia He ycnenHo. MogaJIbHOCTH TUIIA
[%s] HE MO IEP)KUBACTCSI B CUCTEME
4 NO BUILD TE He ynanocs moctpouth Ommoka: EBS-02021. Peructpanust
MPLATE BKIII o MomanbHOCTH rpoiia He ycnemHo. He ynanock co3natb
OMOMETPUUYECKHI 11a0JI0H 10
MOJIaTbHOCTSIM: [%0s].
5 NO_DATA OTCcyTCTBYIOT Ommbka: EBS-02022. OTcyTCTBYIOT
OMOMETPUYECKHE TAHHBIC IO [OMOMETPHYECKHUE TaHHBIC IO
MOJIaJILHOCTSIM MOJIaTbHOCTSIM: [%0s].
6 ACCESS_DENIE | Jlannsiii mpoBaiiaep Ommoka: EBS-02030. OTka3aHo B

IOCTYIIE. Y Ka3aHHBIN IIpOBanIep




Ne | 3navenne moJs Onucanue BHemHee onucanue
MICHTH(UKAIIUN OTCYTCTBYET B CUCTEME.
CBspxutech ¢ agmuaucTpanueid EBC.
7 ACCESS_DENIE | Hannsrit npoBaiiaep Ommbka: EBS-02031. OTkazano B
D UJeHTU(DUKAITIN ocTyne. YKa3aHHBIN poBanaep
3a0JJOKMPOBAH B CHCTEME MICHTH(UKAITUN 3a0JIOKUPOBAH B CUCTEME.
CBspxutech ¢ agmuaucTpanuein EBC.
8 ACCESS_DENIE | Hannas UC ne HalineHa B Ommobka: EBS-02040. OTtkazano B
D cucreme moctyne. YkazanHasi UC oTcyTcTBYyeT B
cucteMe. CBSHKUTECH C aIMUHUCTPALIUEH
EBC.
9 ACCESS _DENIE | Jlannas IC HeakTHUBHA B Ommobka: EBS-02041. Otkazano B
D cucTeme noctyne. Ykazannas IC 3a06mokupoBaHa B
cucteMe. CBSHKUTECH C aIMUHUCTPALIMEH
EBC.
10 | NO_BUILD_TE buomerpuueckue oopasupr  [Ommbka: EBS-02023. buomerpuyeckue
MPLATE HE MPOLLUIU IPOBEPKY 00pasIibl He MPOIILIN MPOBEPKY KauecTBa.
Ka4yeCcTBa, C YKa3aHUEM Pesynbrar nposepku: <BKK ERRORS>
ook BKK.
PacmmdpoBka ko108
ommbok BKK nHaxomurcs Ha
caiite (10 CCBIUIKE -
https://bio.rt.ru/documents/s
oftware/) B PykoBozacTe
noabs3oBarenss BKK
11 | ACCESS_DENIE | Tun uadopmarmoHHoH Ommnbka: EBS-02042. Otka3zaHo B
D CHUCTEMBI HE COOTBETCTBYET |[mocTyre. YkazanHas C He
TpeOOBaHUSIM 3apernucTpupoBaHa B CHCTEME Kak
roctaBik bO. CBskuTECH C
agmuHuctpanuei EBC.
12 | NO_DATA Henoctymaoctes ®X CMOB  |Ommbka: EBS-02025. He ynanocs
3arpy3uth u3 ®X CMOB nanHsble 110
MoAaTBHOCTAM: [%0s].
13 | INTERNAL_ER Henoctymuocts ECUA, Ommoka: EBS-02010. B mportecce
ROR HenpeABHICHHbIE OMUOKU.  [00pabOTKH 3ampoca Mpou30ILIa OMuoKa.
broMeTpudeckuii madIoH HE CO3/aH.
14 | INTERNAL_ER HekoppekTtHas paboTa Ommbka: EBS-02011. B nporecce
ROR koHHekTOpa kK CMOB 00paboTKH 3ampoca Mpou30Iijia OIroKa.
[Ipoliecc peructpanuu He ObLT 3aMyIIeH
KOPPEKTHO.
15 | NO_DATA [Ipo6nemsr c ©X CMDB. Ommbka: EBS-02024. OTcyTcTBYIOT

OTtcyTcTBHE 00s3aTEIBHBIX
NAHHBIX I JaHHOU
perucTpauuu

00s13aTeIbHbIC TaHHbIe: [%0s].




Onucanue K0006 603eépamoe npu omuodKax u HeyCneutnvlx npoeepKkax

Ne Koa moas 3HayeHue moJjs Mpuunna
1. RequestRejected/ UNKNOWN_REQ | ®JIK 3amnpoca He mpoiiieH.
RejectionReasonCode UEST_DESCRIPTI
ON
2. RequestRejected/ ACCESS_DENIED |IIpunsro pemieHre 00 0TKas3e B
RejectionReasonCode NpEeI0CTaBICHUH CBEICHUM JICHCTBUI B

CJIydac€ OTCYTCTBUA IIpaB Ha IMTOJYUCHHUC

uHpopmanuu.
3. RequestRejected/ NO_DATA He HaiifieHbI JaHHBIC 110 YKA3aHHBIM B
RejectionReasonCode 3aIpoce napaMmeTpam.
4. RequestRejected/ FAILURE OmOKa mpu MpeaoCTaBICHUH CBEICHHI

RejectionReasonCode

HpnMeanne: OO0s13aTeIbHO JAOJIKHBI B IBHOM BUJC ITPUCYTCTBOBATH KOABI MOTUBUPOBAHHOTI'O

0TKa3a B IpCAOCTABJIICHUU CBEJICHUH I10 IIpUYruHaM:

— OrcyTcTBUS 3anpaiinBaeMoil HHPOpMaLuY;
— Orka3a B IpeJ0CTaBIEHUH JOCTYIA K 3anpalirBaeMoi HHPopMaluu (B JaHHOM

CEepBHUCE HE OCYIIECTBISAETCS).
[Toanucanue npousBoautcs KCKII 3asButens B coorBercTBUU ¢ TpeboBanusmu MP CMOB 3.xx.

3amnpoc BHUIA CBEICHUM, nepe1aBaeMbIi B COCTaBe CMDB 3-KOHBEpTa

(//MessagePrimaryContent) u B apXuBe JOJKHBI OBITh TIOJIHOCTHIO UJICHTUYHBI.

2. OnucaHue BJIOKEHUI B COCTaBe MaKeTa 3aMpoca BU/IA CBeIeHMii

buomMerpuyeckue 00pasibl MODKHBI TepeAaBaThes mocpeactBoMm BioxkeHuid BC. Brnoxenus
nepenaroTcs nocpeactsoM PainoBoro Xpanunuina CM3OB. Tlepecbuika BI0KEHUN ¢ HCTIOJIH30BAHUEM
daitnoBoro xpanwmima CMDB 10mMKHO yIOBIETBOPATH METOIUYECKUX PEKOMEHAALUAM 1O paboTe ¢

ECMDOB.

BC pazpaboran c yuéToM BO3MOXXHOCTH Iepelayd Ha OHOMETPHYECKYIO0 PpErucTpauio
uAeHTU(UKATOpa PETUCTPUPYEMOrO TONb30BaTeNsl Kak uACHTU(UKaTOopa Y4YETHOMW  3amucH

nosp30BaTes, npexocrasisiemoro [Iposaiinepom unentudukanuu (1dP) — ECUA.



MGTO,Z[ perucTpanuun 6HOM€TpI/I‘-IeCKI/IX JAaHHBIX IMO3BOJIACT IMPUHHUMATh KaK OAWHOYHBIC, TaAK W

MAaKCTHBIC 3alIPOCHI HA PETUCTPALTUTIO 6I/IOMeTpI/I‘IeCKI/IX JAaHHBIX

3. Hpumepst XML-paiiaos

3.1. XSD-cxema Buna ceegenmnii
OcHoBHasa XSD-cxema Buna cBenenuii onvcana B Ta0iIure.

Ocnosnasn cxema: nbp-register-biometric.xsd

<?xml version="1.0" encoding="UTF-8" 2>
<xs:schema
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:tns="urn://x-artefacts-nbp-rtlabs-ru/register/1.2.1"
elementFormDefault="qualified"
targetNamespace="urn://x-artefacts-nbp-rtlabs-ru/register/1.2.1"
xmlns:ve="http://www.w3.0rg/2007/XMLSchema-versioning"
vc:minVersion="1.1">
<xs:annotation>
<xs:documentation>YHuBepcaJybHLM BMIO CBeIOeHMN »Jd NpuEMa 3asaBJIEHUM Ha
OroMeTpUUECKYy perucrpanmnion</xs:documentation>
</xs:annotation>

<xs:element name="RegisterBiometricDataRequest"
type="tns:RegisterBiometricDataRequestType">
<xs:unique name="attachmentId must be unique">
<xs:annotation>
<xs:documentation>
OrpaHuueHMe Ha TO, uTO attachmentId noJsrxHEl OBITH YHMKAJIBHBEIMM B
paMKax OIHOT'O 3asaBJIEHMS Ha OMOMETPMUECKYD PeruMcTpaluio
</xs:documentation>
</xs:annotation>
<xs:selector xpath=".//tns:AttachmentRef"/>
<xs:field xpath="QRattachmentId"/>
</xs:unique>
<xs:unique name="personId must be unique">
<xs:annotation>
<xs:documentation>
OrpaHuuyeHMe Ha TO, uUuTO Personld moOJixHBE OBITH YHUKAJILHEIMM B
paMKax ONHOI'O 3adABJIEHMA Ha OMOMETPMUECKYID PeTrUCTPalMo
</xs:documentation>
</xs:annotation>
<xs:selector xpath=".//tns:PersonId"/>
<xs:field xpath="."/>
</xs:unique>
</xs:element>

<xs:element name="RegisterBiometricDataResponse"
type="tns:RegisterBiometricDataResponseType"/>

<xs:complexType name="RegisterBiometricDataRequestType">
<xs:annotation>
<xs:documentation>3anpoc Ha perucTPalMin OMOMETPUUECKMX OO0pPasloB C
OOMOJIHUTENbHOM MHbopManmen</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:element name="RegistrarMnemonic" type="tns:string-50">
<xs:annotation>
<xs:documentation>MHeMOHVKa MHOOPMALIMOHHOM CMCTEMEl IOCTAaBIMKA
BIlu</xs:documentation>
</xs:annotation>




</xs:element>
<xs:element name="EmployeeId" type="tns:string-50">
<xs:annotation>
<xs:documentation>MmeHTUOMUKATOP COTPYIOHMKA OCYIHECTBJIISIETO
perucrpauun (CNpaBOUHMK MUIOSHTUOMKATOPOB BemeTcsa OaHkoMm)</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="BiometricData" type="tns:RegisterBiometricDataType"
maxOccurs="100">
<xs:annotation>
<xs:documentation>HaGop permcTpMupyeMEX OMOMETPUYECKUX
obpasuoB</xs:documentation>
</xs:annotation>
<xs:unique name="person metadata key must be unique">
<xs:annotation>
<xs:documentation>
OrpaHuueHye Ha TO, 4TO Key MeTazmaHHEIX PersonMetadata
OOJIXHEL OBITH YHMKAJIBHEIMM B paMkax OOHOT'O BiometricData
</xs:documentation>
</xs:annotation>
<xs:selector xpath=".//tns:PersonMetadata/tns:Key"/>
<xs:field xpath="."/>
</xs:unique>
<xs:unique name="modality must be unique">
<xs:annotation>
<xs:documentation>
OrpaHudyeHmue Ha ToO, 4uTo Modality moJmxHBEI OBITH
YHMKAJIbHEIMM B paMkKax omHoro Data
</xs:documentation>
</xs:annotation>
<xs:selector xpath=".//tns:Data/tns:Modality"/>
<xs:field xpath="."/>
</xs:unique>
</xs:element>
</xs:sequence>
</xs:complexType>
<xs:complexType name="RegisterBiometricDataType">
<xs:annotation>
<xs:documentation>Kmacc onmuceBanummi OMoMeTpUUeckuy obpasel U eIro
MeTamnHbopMaumio</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:element name="Id" type="xs:ID">
<xs:annotation>
<xs:documentation>YHukKaJdbHEN MIOSHTUOMKATOP OMOMETPUUECKOTO
obpasua B pamkax 3amnpoca</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="Date" type="xs:dateTime">
<xs:annotation>
<xs:documentation>laTa u BpeMs CO3IaHUsd OUOMETPUUECKOTO
obpaska miusa perucTpauum</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="RaId" type="tns:string-36">
<xs:annotation>
<xs:documentation> MmeHTudpmraTop LEeHTPa OOCIYyXMBAHMUS B
peecTpe nocraBmmka uneHTubmxaumumu Idp </xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="PersonId" type="tns:string-100">
<xs:annotation>
<xs:documentation>YHukKaJIbHEN MOEHTUOMUKATOP CyDOBEKTa
perucTpauuM B paMkax ero nocraemmka</xs:documentation>
</xs:annotation>
</xs:element>




<xs:element name="IdpMnemonic" type="tns:string-50">
<xs:annotation>
<xs:documentation>MHeMOHMKA NOCTaBUIMKA MISHTUOMKALUK CyOBekTa
perucrpaunmn</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="Data" type="tns:BiometricDataType" maxOccurs="30">
<xs:annotation>
<xs:documentation>Habop »JeMeHTOB OMOMEeTPUUeCcKOoM mMHbopMaluuM C
ykasaHueM MonajibHocTu</xs:documentation>
</xs:annotation>
<xs:unique name="metadata key must be unique">
<xs:annotation>
<xs:documentation>
OrpaHMuyeHye Ha TO, uTO Key MeTamaHHBIX BioMetadata
OOJIXKHEL OBITH YHMKAJIBHEIMM B paMkax onmHoro Data
</xs:documentation>
</xs:annotation>
<xs:selector xpath=".//tns:BioMetadata/tns:Key"/>
<xs:field xpath="."/>
</xs:unique>
</xs:element>
<xs:element name="PersonMetadata" type="tns:MetadataType"
maxOccurs="unbounded">
<xs:annotation>
<xs:documentation>MeTanaHHele CcyOBeKTa
perucrpaunmn</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>
<xs:complexType name="BiometricDataType">
<xs:sequence>
<xs:element name="Modality" type="tns:string-20">
<xs:annotation>
<xs:documentation>MHeMOHMKa MONAJILHOCTM OMOMETPUUECKOTO
obpasua</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="AttachmentRef" type="tns:AttachmentRefType">
<xs:annotation>
<xs:documentation>Ccruika Ha BJOxeHMe</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="BioMetadata" type="tns:MetadataType" minOccurs="0"
maxOccurs="unbounded">
<xs:annotation>
<xs:documentation>MeTanmaHHEE OMOMETPUUECKOTO
obpasua</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>
<xs:complexType name="MetadataType">
<xs:sequence>
<xs:element name="Key" type="tns:string-50">
<xs:annotation>
<xs:documentation>KnoueBoe 3HaUeHUE
MeTanaHHuHx</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="Value" type="tns:string">
<xs:annotation>
<xs:documentation>3HaueHre MeTamaHHHX</xs:documentation>
</xs:annotation>
</xs:element>




</xs:sequence>
</xs:complexType>
<xs:complexType name="RegisterBiometricDataResponseType">
<xs:annotation>
<xs:documentation>OTBeT C pes3yJbTaTaMu pPerucTpaluu OroMeTpUUeCKUX
obpasuoB</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:element name="RegistrarResult" type="tns:RegistrarResultType"
maxOccurs="100">
<xs:annotation>
<xs:documentation>llepeueHb pPel’3yJLTATAOB PETUCTPALUN
obpasuos</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>
<xs:complexType name="RegistrarResultType">
<xs:annotation>
<xs:documentation>Craryc permucrpaumnu obpasua</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:element name="Id" type="tns:string-50">
<xs:annotation>
<xs:documentation>Cceuika Ha UIEHTUIUKATOP
obpasua</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="Code" type="tns:ResultCodeType">
<xs:annotation>
<xs:documentation>Kon craryca</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="Description" type="tns:string-500" minOccurs="0">
<xs:annotation>
<xs:documentation>OnmucaHve B TEeKCTOBOM
Bune</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:simpleType name="ResultCodeType">
<xs:restriction base="xs:string">
<xs:enumeration value="SUCCESS"/>
<xs:enumeration value="NO_ SUCH MODALITY"/>
<xs:enumeration value="NO BUILD TEMPLATE"/>
<xs:enumeration value="NO DATA"/>
<xs:enumeration value="NO METADATA"/>
<xs:enumeration value="ACCESS DENIED"/>
<xs:enumeration value="INTERNAL ERROR"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="string">
<xs:restriction base="xs:string">
<xs:minLength value="1"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="string-50">
<xs:restriction base="xs:string">
<xs:minLength value="1"/>
<xs:maxLength value="50"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="string-20">




<xs:restriction base="xs:string">
<xs:minLength value="1"/>
<xs:maxLength value="20"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="string-500">
<xs:restriction base="xs:string">
<xs:minLength value="1"/>
<xs:maxLength value="500"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="string-100">
<xs:restriction base="xs:string">
<xs:minLength value="1"/>
<xs:maxLength value="100"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="string-36">
<xs:restriction base="xs:string">
<xs:minLength value="1"/>
<xs:maxLength value="36"/>
</xs:restriction>
</xs:simpleType>
<xs:complexType name="AttachmentRefType">
<xs:annotation>
<xs:documentation>
Ccrika M3 COIepXaTeJIbHOM dYacTM 3anpoca (3asBkKM, OTBeTa) Ha
BJIOXEHME, HaxOoOdleecs B TOM Xe
CMOB-coobumeHUn.
</xs:documentation>
</xs:annotation>
<xs:attribute name="attachmentId" type="tns:string" use="required">
<xs:annotation>
<xs:documentation>
VneHTromKaTOp BJIOXEHMS, HA KOTOPOe cchulaeMmMcs. JoJiXeH OHTb
paBeH 3HAYEHU
//{urn://x-artefacts-smev-gov-ru/smev-core/client—-
interaction/basic/1.0}AttachedFile[n]/Id/text ()
TOTO BJIOXEHMS, Ha KOTOPOE HYXHO COCJATbLCH.
</xs:documentation>
</xs:annotation>
</xs:attribute>
</xs:complexType>
</xs:schema>

3.2. DTaJIOHHBIE COO0IIICHUS

DTaJOHHbIE IPUMEPHI 3apoca U OTBETA MIPUBEACHBI B TA0IHIIAX.

Konmponwsuwtii npumep 3anpoca RegisterBiometricDataRequest.xml

<tns:RegisterBiometricDataRequest xmlns:tns="urn://x-artefacts-nbp-rtlabs-
ru/register/1.2.1">
<tns:RegistrarMnemonic>RTK027</tns:RegistrarMnemonic>
<tns:EmployeeId>123-456-789 00</tns:Employeeld>
<tns:BiometricData>
<tns:Id>ID-1</tns:Id>
<tns:Date>2017-07-31T16:54:52+03:00</tns:Date>
<tns:RaId>0c2c345f-cd7b-4011-9f3b-65095ab4cl86</tns:Rald>
<tns:PersonId>1000317495</tns:PersonId>
<tns:IdpMnemonic>ESIA</tns:IdpMnemonic>
<tns:Data>
<tns:Modality>SOUND</tns:Modality>




<tns:AttachmentRef attachmentId="ef37b493-e94f-4f27-9e86-
f4cd80£1057£" />
<tns:BioMetadata>
<tns:Key>voice 1 start</tns:Key>
<tns:Value>00.000</tns:Value>
</tns:BioMetadata>
<tns:BioMetadata>
<tns:Key>voice 1 end</tns:Key>
<tns:Value>10.074</tns:Value>
</tns:BioMetadata>
<tns:BioMetadata>
<tns:Key>voice 1 desc</tns:Key>
<tns:Value>digits asc</tns:Value>
</tns:BioMetadata>
<tns:BioMetadata>
<tns:Key>voice 2 start</tns:Key>
<tns:Value>10.696</tns:Value>
</tns:BioMetadata>
<tns:BioMetadata>
<tns:Key>voice 2 end</tns:Key>
<tns:Value>20.673</tns:Value>
</tns:BioMetadata>
<tns:BioMetadata>
<tns:Key>voice 2 desc</tns:Key>
<tns:Value>digits desc</tns:Value>
</tns:BioMetadata>
<tns:BioMetadata>
<tns:Key>voice 3 start</tns:Key>
<tns:Value>21.217</tns:Value>
</tns:BioMetadata>
<tns:BioMetadata>
<tns:Key>voice 3 end</tns:Key>
<tns:Value>30.980</tns:Value>
</tns:BioMetadata>
<tns:BioMetadata>
<tns:Key>voice 3 desc</tns:Key>
<tns:Value>digits random</tns:Value>
</tns:BioMetadata>
</tns:Data>
<tns:Data>
<tns:Modality>PHOTO</tns:Modality>
<tns:AttachmentRef attachmentId="397af8d0-d456-4dcl1-9353-
1d6822a02200"™/>
</tns:Data>
<tns:PersonMetadata>
<tns:Key>total reg time start</tns:Key>
<tns:Value>2019-06-11 14:30:27</tns:Value>
</tns:PersonMetadata>
<tns:PersonMetadata>
<tns:Key>total reg time end</tns:Key>
<tns:Value>2019-06-11 15:30:27</tns:Value>
</tns:PersonMetadata>
<tns:PersonMetadata>
<tns:Key>new client time start</tns:Key>
<tns:Value>2019-06-11 14:31:09</tns:Value>
</tns:PersonMetadata>
<tns:PersonMetadata>
<tns:Key>new client time end</tns:Key>
<tns:Value>2019-06-11 14:32:51</tns:Value>
</tns:PersonMetadata>
<tns:PersonMetadata>
<tns:Key>consent time start</tns:Key>
<tns:Value>2019-06-11 14:33:05</tns:Value>
</tns:PersonMetadata>
<tns:PersonMetadata>
<tns:Key>consent time end</tns:Key>




<tns:Value>2019-06-11 14:34:15</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>photo time start 1</tns:Key>
<tns:Value>2019-06-11 14:36:19</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>photo time end 1</tns:Key>
<tns:Value>2019-06-11 14:37:43</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>front bgc estimators photo 1</tns:Key>

<tns:Value>{"code": 67108864, "version": { "library": "1.0.9.0",
"configuration": "v1", "service": "1.0.8.10b4" }, "metadata": { "length": {
"value": 1139.000, "state": "passed" }, "channels": { "value": 3.000, "state":
"passed" }, "depth": { "value": 8.000, "state": "passed" }, "head rx": { "value":
-10.559, "state": "failed" }, "head ry": { "value": 0.903, "state": "passed" },
"head rz": { "value": -0.321, "state": "passed" }, "eyes distance": { "value":
153.381, "state": "passed" } }}</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>sound direct time start 1</tns:Key>
<tns:Value>2019-06-11 14:38:23</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>sound direct time end 1</tns:Key>
<tns:Value>2019-06-11 14:39:05</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>front bgc estimators sound direct 1</tns:Key>

<tns:Value>{"code": 67108864, "version": { "library": "1.0.9.0",
"configuration": "v1", "service": "1.0.8.10b4" }, "metadata": { "signalnoise": {
"value": 14, "state": "passed" }, "duration": { "value": 30, "state": "passed" },
"simplerate": { "value": 17000, "state": "passed" }, "channels": { "value": 1,
"state": "failed" }, "length": { "value": 1139.000, "state": "passed" }, "depth":
{ "value": 24, "state": "passed" }, "frequency": { "value": 3200.00, "state":
"passed" }, "telephonyborder": { "value": 7200, "state": "passed" }

}}1</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>sound reverse time start 1</tns:Key>
<tns:Value>2019-06-11 14:39:15</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>sound reverse time end 1</tns:Key>
<tns:Value>2019-06-11 14:39:29</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>front bgc estimators sound reverse 1l</tns:Key>

<tns:Value>{"code": 67108864, "version": { "library": "1.0.9.0",
"configuration": "v1", "service": "1.0.8.10b4" }, "metadata": { "signalnoise": {
"value": 14, "state": "passed" }, "duration": { "value": 30, "state": "passed" },
"simplerate": { "value": 17000, "state": "passed" }, "channels": { "value": 1,
"state": "failed" }, "length": { "value": 1139.000, "state": "passed" }, "depth":
{ "value": 24, "state": "passed" }, "frequency": { "value": 3200.00, "state":
"passed" }, "telephonyborder": { "value": 7200, "state": "passed" }

}1</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>sound random time start 1</tns:Key>
<tns:Value>2019-06-11 14:39:40</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>sound random time end 1</tns:Key>
<tns:Value>2019-06-11 14:40:00</tns:Value>

</tns:PersonMetadata>




<tns:PersonMetadata>
<tns:Key>front bgc estimators sound random 1</tns:Key>

<tns:Value>{"code": 67108864, "version": { "library": "1.0.9.0",
"configuration": "v1", "service": "1.0.8.10b4" }, "metadata": { "signalnoise": {
"value": 14, "state": "passed" }, "duration": { "value": 30, "state": "passed" },
"simplerate": { "value": 17000, "state": "passed" }, "channels": { "value": 1,
"state": "failed" }, "length": { "value": 1139.000, "state": "passed" }, "depth":
{ "value": 24, "state": "passed" }, "frequency": { "value": 3200.00, "state":
"passed" }, "telephonyborder": { "value": 7200, "state": "passed" }

}1</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>sound all time end 1</tns:Key>
<tns:Value>2019-06-11 14:40:25</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>front bgc estimators sound all 1</tns:Key>

<tns:Value>{"code": 67108864, "version": { "library": "1.0.9.0",
"configuration": "v1", "service": "1.0.8.10b4" }, "metadata": { "signalnoise": {
"value": 14, "state": "passed" }, "duration": { "value": 30, "state": "passed" },
"simplerate": { "value": 17000, "state": "passed" }, "channels": { "value": 1,
"state": "failed" }, "length": { "value": 1139.000, "state": "passed" }, "depth":
{ "value": 24, "state": "passed" }, "frequency": { "value": 3200.00, "state":
"passed" }, "telephonyborder": { "value": 7200, "state": "passed" }

}}</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>bank find profile time start 1</tns:Key>
<tns:Value>2019-06-11 14:41:02</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>bank find profile time end 1</tns:Key>
<tns:Value>2019-06-11 14:41:20</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>esia find account msg id</tns:Key>
<tns:Value>0s0ca258-40b4-11e9-b4ds-998984r325nf</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>esia confirm msg id</tns:Key>
<tns:Value>0g3ca644-40b4-11e9-s5029-887873e214bd</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>esia register by simplified msg id</tns:Key>
<tns:Value>0f2ca369-40b4-11e9-b028-555221wd421vs</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>esia recover msg id</tns:Key>
<tns:Value>0a8cabl16-40b4-11e9-fd9d-159753d852gc</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>name_equipment_camera</tns:Key>
<tns:Value>hp proVision</tns:Value>

</tns:PersonMetadata>

<tns:PersonMetadata>
<tns:Key>name_equipment_microphone</tns:Key>
<tns:Value>microphone ainane</tns:Value>

</tns:PersonMetadata>

</tns:BiometricData>
</tns:RegisterBiometricDataRequest>

Konmponwsnuiit npumep omseema RegisterBiometricDataResponse.xml

|<?xml version="1.0" encoding="UTF-8"7?>




<tns:RegisterBiometricDataResponse xmlns:tns="urn://x-artefacts-nbp-rtlabs-
ru/register/1.2.1">
<tns:RegistrarResult>
<tns:Id>ID-1</tns:Id>
<tns:Code>SUCCESS</tns:Code>
<tns:Description>Peructrpanusa mnpouja ycrnemHo.</tns:Description>
</tns:RegistrarResult>
</tns:RegisterBiometricDataResponse>

Onucanue KOHTPOJBHOI0 NpUMepa:

IIpocTpaHcTBO NMEH, HCIOJIb3YyeMOE B
NnenTudgurkaTop KOHTPOJILHOr0 npumepa (xpath) h
xpat

/ltns:RegisterBiometricDataRequest tns=urn://x-artefacts-nbp-rtlabs-
ru/register/1.2.1

Konumponwsnuuii cyenapuii TestScenario.xslt

<?xml version="1.0" encoding="UTF-8" ?>
<xsl:stylesheet
version="2.0"
xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform"
xmlns:tns="urn://x-artefacts-nbp-rtlabs-ru/register/1.2.1">
<xsl:output method="xml" indent="yes" encoding="UTF-8"/>

<xsl:template match="/tns:RegisterBiometricDataRequest">
<RegisterBiometricDataResponse xmlns="urn://x-artefacts-nbp-rtlabs-
ru/register/1.2.1">
<xsl:for-each select="tns:BiometricData">
<RegistrarResult>
<Id><xsl:value-of select="tns:Id"/></Id>
<xsl:choose>

<xsl:when test="tns:Data/tns:Modality = 'SOUND' or
tns:Data/tns:Modality = 'PHOTO'">
<Code>SUCCESS</Code>

<Description>PerucTpalusa opouia
ycnemHo .</Description>
</xsl:when>
<xsl:otherwise>
<Code>NO DATA</Code>
<Description>Oumbka: EBS-02024. OTCyTCTBYKOT
obsa3aTesibHEIE HOAaHHBE :
['OrcyTcTByeT BO mMomanbHOCTM photo', 'OrcyrctByeT BO
MOOAJIbHOCTU
sound'] .</Description>
</xsl:otherwise>
</xsl:choose>
</RegistrarResult>
</xsl:for-each>
</RegisterBiometricDataResponse>
</xsl:template>
</xsl:stylesheet>

Onucanue KOHTPOJIbHOIO MpUMepa:



Hnentudpuxarop

KonrpoJjabn IIpocTpancTBO NMEH,
KOHTPOJILHOI0 XSL ¢aiia g cueHapus
bIii IpUMep HCI0JIb3yeMoe B xpath
npumepa (xpath)
K1l /ltns:RegisterBiometric

DataRequest/tns:Regist | tns=urn://x-artefacts-nbp-
rarMnemonic/text()="T | rtlabs-ru/register/1.2.1
ESTO1'

TestScenario.xsl




IMPUJIOXKEHUE Bb. Onucanue MHTerpanuu BHemHHX cucreM ¢ EnuHoii Omomerpuueckoi
CHCTEMOI1 B mpouecce OMOMeTPHYECKOH Bepupuranuu

1. Onucanue APl buomerpuueckoii Bepupukanuu

[Ipouecc B3aumopeiictBus UC Ilorpeburens bJln peanuzoBano mnocpeactsom REST APIL
Apxutektypa REST (Representational State Transfer) mompasymeBaer Haindue KIHMEHT-CEPBEPHOM

apxXUTeKTyphl. KIIMEeHT HHUIMUPYET 3aIpOCHI K CEpBEPY, cepBep 00padaThIBaeT UX M BO3BPAILACT OTBET.

REST API onpenenser nabop meronoB, k kotopbiM UC I[lotpedburens bJIH MmoxeT coBepimiaTh

3aIIpOCHI M [OJIy4aTh OTBETHI. B3anmoneiictBue nporcxoaut mo mpotokory HTTP(S).

Cnucoxk ucnonszyembix B Cucteme meronoB REST API, a takke HeoOXoaumble mapaMeTpsl U

BO3BpalllacMbIC 3HAYCHUS, IIPUBE/ICHBI HUKE B JIAHHOM JIOKYMEHTE.
2. Touka goctyna k APl buomerpuueckoii Bepudukannu

bazoeeiii URL noctyna x APl buomerpudeckoit Bepudukanuu (manee APl Bepudukanumn) B

CpCac UHTCIPAIMOHHOTO TCCTUPOBAHU A
https://ebs-int.rtlabs.ru/api

bazoeeie URL noctyna k APl buomerpuueckoil Bepuduxamuu (nanee APl Bepuduxanum) B

MIPOAYKTUBHOM Cperie:
http://10.112.132.254/api

http://10.112.132.253/api

[Tpu Bb130Be anpecoB EBC B mpoaykTuBHON cpene HEOOXOAMMO HCIOIb30BaTh 3ALIUIIEHHYIO
ceth nepenaun gaHHbIX [TAO «Poctenekomy». UC I[orpedburens b/l MoxeT ucnons30BatTh 000ii/00a
U3 YKa3aHHBIX BBIIIE aJIpECOB B IPOLYKTUBHOU Cpele.

AxtyanbHble Bepcu APl Bepudukamum: «V1», «v2y.

®opmat Bepcuu: IpedUKC «v» U 1eT0e YUCIIO.
3. Hoanep:xxkuaembie MeToabsl HTTP

Cucrema nogaepxuBaeT ciaeayrouiie meroast HTTP:

- GET
- POST


https://ebs-int.rtlabs.ru/
http://10.79.128.254/
http://10.79.128.254/

CepBep [IODKEH TOJJACPKUBATh CIEAyIOIIHUE TUIBI KOHTeHTa 3ampoca (HTTP-3aronoBok

«Content-Type»):

— «application/jsony;

— «multipart/form-data».

BxoHble mapaMeTphl MeTO/a MepealoTcs B BUje cTpoku 3ampoca’’ (wacth URL mocre 3naka
«7», pasfenuTenb MapaMeTpoB — 3HaK «&») ¢ IepelaBaeMbIMM Ha CepBep IapaMeTpaMu Ipu
ucnonb3oBanuu Merona GET, mu6o B Tene POST-3anpoca. B cmyuae GET-3anpoca, mapaMeTpbl JOKHBI
ObITh 3aKoaupoBaHbl ¢ momombio URL Encoding®, T.x. mms URL OCTYmHBI TOTBKO CHMBOJIBI
natuHckoro andasuta. [Ipm Hammumm Ttenma 3ampoca (Merox POST), ero coxmepxkumoe (BXOIHBIC

napaMeTphbl METOJIa) JOJDKHO OBITh Tepeano B gopmare JSONSL,

Ecim tinm xontenta POST-3ampoca - «application/json», TO BXOIHBIC MapaMeTpbl METOJ]a

nepenatorcs B Tesie POST-3ampoca B opmate JSON.

Ecmu tunm kontenta POST-3ampoca - «multipart/form-data», To kakaplii BXOAHOH mapamerp
METO/1a IIEPEIaeTCs KaK OTIEIbHas 4acTh cocTaBHOIO coaepxkumoro HTTP-3anpoca u cnexgyer npasuiiam

s coctaBHBIX MIME-nanueix B coorBerctBuM ¢ RFC 2045.

Kaxnas yacTe 10KHA COIEPKATH:

— 3arojioBouHoe moJie «Content-Dispositiony, umerorriee 3nauenue «form-datay;

— arpubyt «namey nomus «Content-Dispositiony, nmeromiuii 3HaUYeHKE, PABHOS HANMEHOBAHUIO
BXOJIHOT'O MapaMeTpa (CM. HHKe TaOJIMIbI C OMMCAHUEM BXOJIHBIX TapaMeTpOB
COOTBETCTBYIOIINX METOJIOB);

— 3arosioBovHOe Tojie «Content-Typey, mpruHUMaroIas 3Ha4eHHE B 3aBUCUMOCTH OT KOHTEHTA,
MIEpeaBaeMOro B YacCTH:

1) BeIXOIHBIE MapameTpbl MeToma: «application/jsony;

2) Oumometpuueckmii oOpasell: «application/octet-streamy.

Cnenyer oTMeTuTh, uTO boundary (rpanuiia) — 3TO MOCIEAOBATEIBHOCTh 0AaWTOB, KOTOpasi HE

JO0JIKHa BCTPEYAThCA BHYTPU 3aKOAUPOBAHHOI'O IPEACTABJICHUA JAHHBIX YaCTH.

B kaxxnom HTTP-3ampoce mpucyrcTByeT Habop 00s3aTeNbHBIX MapaMeTpoB, HO MOTYT OBITh
OIpeIeNIEHbl ONOJHUTEIbHBIE TapaMETPhl, TpeOyeMble TONBKO Ui KOHKPETHOro MeTojaa. TekcToBble

3HAYCHMsI MapaMeTpoB nepenaroTcs B koguposke UTF-8.

2 Cornacuo RFC 3984, pasnen 3.4
% Cornacuo RFC 3986, paznen 2.1
31 Cornacno RFC 7159



4. Hcnoab3yemblie koabl oTBeToB HTTP

Ucnonb3yembie Cuctemoit koasl oTBeToB HT TP mpuBeaeHs! B Tabnuiax HIKe.

Koap! orBera s APl «vl»:

Koabl oTBeTa

Onucanue

200 OK

Br13oB MeTona 3aBepmmics yenemHo. Orset Cuctemsl BkirouedH B HTTP BODY.

302 Found

BoizoB  Meroma  3aBepuiwiics  yCHENIHO, TpeOyeTcss — ImepeHanpaBiieHUe

I10JIB30BAaTCIIA.

400 Bad Request

Br130B MeTona 3aBepminics ¢ OMIMOKOW Ha CTOPOHE KIIMEHTAa (BBI3BIBAIOIICH

cuctemsbl). Kon ommbku Bxitouen B HTTP BODY.

401 Unauthorized

Bb130B MeTOZa 3aBepIinics ¢ OMMOKOM: 3ampoc 3aIMIIEHHOTo pecypca 0e3
IIPEIOCTABIIEHUSI HEOOXOIUMBIX JaHHBIX AaBTOPHU3ALUHU (OTCYTCTBYET MapKep

JOCTYyIa, OIIMOKa IPOBEPKU MapKepa JA0CTyIa U T.I1.)

403 Forbidden

Br130B MeTo12 3aBCPUIUITICA C OIIINOKOI: aYTeHTI/I(I)I/IKaL[I/IH nponuia yCcreurHo, Ho

y MOJIb30BATENIS HET I0CTYIIA K PECYPCY

500 Internal

Server Error

Bri3oB MeToza 3aBepimics ¢ omubkoit Ha cropone cepsepa (EBC). Ko ommbku

sriroued B HTTP BODY.

Bce ycneninbie 0TBETHI, HE TPEOYIOLIME TepeHaNpaBICHUS MOJIb30BaTENs:

— coxaepxat kox orsera HT TP 200;

— BosBpamaioT JSON 00BeKT co 3HaYeHHSIMHU BBIXOHBIX MMapameTpoB Merona B HTTP BODY.

Tun xonTeHTa - «application/jsony.

Bcee YCHICUIHBIC OTBETHI, Tpe6y10mI/Ie MepCHaIpaBJICHUA 11OJIb30BATCIIA:

— coxepxat kox orBera HT TP 302;

— B3arojoBke Location ykazan URL, Ha KOoTOpBIit HEOOXOIUMO MEPEHANIPABUTH MOJIB30BATEINS.

Bce oTBETHI ¢ ONIMOKOM:

— coxepxat kojx orBera HT TP 40X mmu 500;

— Bos3BpamarT JSON o0bekr ¢ ommcanmem omuOkn B HTTP BODY. Tun koHTeHTa

«application/jsony.

Koarw! orBera a1 APl «v2»:




Koabl oTBeTa

Onucanue

200 OK

Be13oB MeToza 3aBepmmics ycrnemno. Otser Cucremsl Bkimoued B HTTP BODY
Wi B 3aroiioBok «Location», B 3ToM ciyuae TpeOyercsl IepeHarpaBiIcHHE

II0JIB30BaTECIIA.

400 Bad Request

Br130B MeTona 3aBepminics ¢ OMIMOKOW Ha CTOPOHE KIIMEHTAa (BBI3BIBAIOIICH

cuctemsl). Kon ommbku Britouen B HTTP BODY.

401 Unauthorized

Bb13oB MeTona 3aBepiuimiics ¢ OMIMOKOM: 3allpoc 3allUIIEHHOTo pecypca 0e3
MPEJOCTaBICHUS] HEOOXOJUMBIX JaHHBIX aBTOpHU3alUU (OTCYTCTBYET MapKep

J0CTyIa, OINOKA MPOBEPKH MapKepa A0CTYIA | T.II.)

403 Forbidden

Br130B MeTo12 3aBCPUIUITICA C OIINOKOH: aYTCHTI/I(I)I/IKaI_II/IH IIponuIa yCcremHo, HO

Yy MOJIB30BAaTCJIsL HET JOCTYIIA K PECYpPCy

500 Internal

Server Error

Bri3oB MeToza 3aBepimics ¢ ommbkoit Ha cropone cepsepa (EBC). Ko ommbku

skiroued B HTTP BODY.

Bce ycnemnsie oTBETHI, HE TPEOYIOIIHE EPEHANPABICHUS TTOIb30BATEIS:

— coxaepxat kox orera HT TP 200;

— BosBpamaioT JSON 00BeKT co 3HaYCHUSMHU BBIXOHBIX MmapameTpoB merona B HTTP BODY.

Tun xonTeHTa - «application/jsony.

Bcee YCHICHIHBIC OTBETHI, Tpe6y10mI/Ie MepeHapaBJICHUA 11OJIb30BATCIIA:

— coxaepxat kox orsera HT TP 200;

— B3arojoBke Location ykazan URL, Ha KOTOpBIit HEOOXOJMMO MEpPEeHANPABUTh MOIb30BATES.

Bce oTBETHI ¢ OIIMOKOM:

— coxepxat kojx orBera HT TP 40X mmu 500;

— BosBpamawT JSON o0bekr ¢ ommcanuem omubku B HTTP BODY. Tun koHTeHTa

«application/jsony.

IIpumep oTBeTa ¢ OLIMOKOI:

HTTP/1.1 401 Unauthorized

Content-Type: application/json;charset=UTF-8

"code": "EBS-010101",

"message": "Ommbka NPOBEPKM Mapkepa pocrtyna'"




[Tepeuensb oOIMIMX TSI BCEX METOJI0OB KOJIOB «COUE» M onmucaHuii «Message» ommOOoK MPUBEICH B
tabnune Hrke. OmuOky, cnenuduyuHbie Ui KOHKPETHOTO METOJa MPUBEACHBI B COOTBETCTBYIOILIEM

pas3aciie onucaHnus METoaa.

Konanl ommoox:

Kon orBera 3Hauenmne Onucanue (mapamerp «message»)
HTTP napamerpa «code»
500 EBS-010001 Bryrtpennss ommbka API
500 EBS-010002 CepBuc B HacTOAIIEE BPEMS HE MOXKET BBITIOJIHHUTD 3aIIPOC U3-

3a OOJIBIIION HArpy3KU WIIM TEXHHUYECKUX padoT Ha cepBepe

400 EBS-010003 HeBepHhprit 3ampoc
400 EBS-010004 3anpoc He CONEPKUT 00s3aTENBHOrO MapamMeTpa {Ha3BaHHE
napameTpa}

5. Metoansi APl Bepuduxamum «v1»

5.1. Meroa «Crapt Bepudpukanuu B EBC»
Meton 3amycka mponecca Ouomerpuyeckoit Bepudukammu Ilons3oBarenss B EBC. HC
[Motpedutens b/Iu B HTTP-3aronoBke «Authorization» momkHa:

—  yKa3aTh cCXeMy ayTeHTH(uKanum > «Bearery;
—  mHepenath CreNHaIbHbI Mapkep I0CTyIa, Honydennblii or ECUA B mpomecce aBTOpu3alum

IIOJIB30BAaTCIIA.

Jannsiii mapkep goctyna noanucan 911 ECUA u conepXuT B TOM 4yncie CleAyroIne aTpu0yTh:

— MHWnentudukarop nons3osarens B ECHUA;

— Mmuemonuky UC Iorpeburens b/1n 8 ECUA.

Tun xourenta HTTP-3anpoca: «application/jsony
5.1.1. BbI30B MeTOaa

POST /api/vl/verifications?redirect={redirect_uri}

I'ne:

— {v1} — akryanbHas Bepcus API;

— {redirect} - 3nauenue mapamerpa redirect, IpUBEAEHHOE HUKE.

32 Cornacno RFC 2617, paznen 1.2 u RFC 6750.



Bxoanbie mapamerpsl:

HanmenoBanme 3HaveHue Onucanue
napamerpa
redirect String OO0s13aTesIbHBIN MapaMeTp.

Homueiit URL HC Ilorpebutens b/ln, Ha xotopsiii EBC

OCYHICCTBUT IICPCHAIPABJICHUC II10JIB30BATCIIA IIOCIIC YI[aqHOﬁ

BepudUKaIuu.
metadata3 JSON OOs3aTenbHbII TapameTp.
Object Cozlep)KUT MepeyucHb TOMOJHUTEIbHBIX JaHHBIX 00 YCTpOMCTBE
[Tonp3o0Barens.

IMpumep 3anpoca:

POST /api/vl/verifications?redirect=https%3A%2F%2Ftest.bank.local%2Freturn uri
HTTP/1.1

Host: ebs-int.rtlabs.ru

Content-Type: application/json

Authorization: Bearer {ChnenmajibHBEII MapKEPp OOCTyIa, HNOJYyYeHHER oT ECHUA}

Cache-Control: no-cache

"metadata": {
"date":"1520467814933",
"time zone":"2018-03-30T17:30:09.453+0500"

5.1.2. ¥YcneuHblii 0TBET METOAA

B cnyuae ycmemrHoro otBeta, metoa Bo3BpamaeT coobmenne HTTP Redirect (kon coctosiHus
302). B HTTP 3aronoBke «Location» URL WEB-¢dopmsl EBC, Ha K0TOpBIi HE0OXOAMMO OCYIIIECTBUTH

NEpCHANpPaBJICHUEC MMOJIB30BATECIIA AJId CHATHUA 6I/IOMeTpI/I‘IeCKI/IX 06pa3u013.

B cocraBe manHoro URL NnepcaaroTCs mapaMeTpbl, IPUBECACHHLIC B TaGHI/IHC HUMXKE.

Bbixoanbie mapamerpsbl:

HaumenoBanue 3HaueHHne Onucanue
napamerpa
session_id String O0s13aTenbHbII TapameTp.

3 onucanue napamerpos metadata npuseseHo B pazzene 7 «Crenudukanus napamerpos metadatay Ipunosxenus b



HanmenoBanue 3HaueHHne Onucanue

napaMmerpa
Unentudukarop ceccun Beprdukanuu B Cucreme.
JloJKeH TepeiaBaThCsl MPH MOCIEIYIOIMUX 3aIpocax
METOJIOB.
redirect String OO0s13aTebHBIN MapaMeTp.

[Tonmasiii URL UC Ilotpedbutens bJ/IH, mepenanHblil B

Iapamerpax 3ampoca

IIpumep oTBeTa:

HTTP/1.1 302 Found

Location: https://ebs-
int.rtlabs.ru/ui/verification?session id=SE9CF4FCEB7EE4160BCAF243D031607E3&redire
ct= https%$3A%2F%2Ftest.bank.local%2Freturn uri

5.1.3. Ommoxku merona

B ciryuae Bo3HuKHOBEHHMsT OMIMOKY TpH 00paboTke 3anmpoca, CucreMa BO3BpaIlaeT BBI3BIBAIOIICH

cropore kojsl otBeToB HTTP 1 onucanwmst ommbok 8 HTTP BODY, cornacHo Ta0iniie HUXe.

Koabl omoox:

Kon orBera 3Hauenune Onucanue (mapamerp «message»)
HTTP napamerpa
«code»
400 EBS-010201 [Tapamerp redirect He ycTaHOBIICH

(6 3anpoce om I[lompebumens B/[n omcymcmayem ob6s3amenvHblil

napamemp redirect)

400 EBS-010202 HesaperucrpupoBaHHbIi agpec Ui epeHanpanieHus redirect
(nepeoannwiii 6 3anpoce om Iompebumens B/[n napamemp redirect
cooepacum nenpasuibHo chopmuposannoiit URL)

400 EBS-010301 [Tons30BaTens He HAMAECH

(e Hauiden eHympennuii uoenmugukamop noab306aAMeENs -

noavzoeamensv He pecucmpuposaics 6 EFC)

400 EBS-010103 Mapxkep nocTyma He COAEPKHUT 0053aTeIbHOTO MapaMeTpa
(mapxep 0ocmyna, nonyuennviii om ECHA 6 npoyecce asmopusayuu

nob308amens He npoulei PoOPMAamHO-102UYECKULL KOHMPOJlb)

401 EBS-010101 OmmbKka MpoBEpPKH Mapkepa J0CTymna




Kon orBera 3Hauenmne Onucanue (mapamMerp «message»)
HTTP napaMerpa

«code»

(mapkep oocmyna, nonyuennwviti om ECHUA 6 npoyecce asmopuzayuu
nob308ames He npoutei POPMAmHO-102UYeCKUll KOHMPOJb)
401 EBS-010102 Omm6ka npoepku D11 ECUA

(mapkep oocmyna, nonyuennwviti om ECHUA 6 npoyecce asmopuszayuu

nob308ameis He npoutei POPMAaAmHO-102UYeCKUll KOHMPOJb)

401 EBS-010104 Mapkep aoctyna npocpoyueH
(6pems orcusnu mapkepa oocmyna, nonyuennoeo om ECHA 6

npoyecce asmopusayuu nojib306amelisl, MCI’I’Z@KJZO)

403 EBS-010109 [Tpoaiinepy unenrudukanuu 3anpemes gocryn kK EBC

(nepeoannviii 6 3anpoce om I[lompebumens B/{n mapkep docmyna,
NONYYEHHbIL 6  Npoyecce  ABMOPU3ayUU  NOIb308AMEIs,
NPUHAONEHCUMN nposatioepy uoenmughuxayuu, He

3apecucmpuposanromy/3aonokuposarnnomy ¢ EFC)

403 EBS-010203 Cucreme-kimeHTy 3amnpemieH noctyn Kk EBC
(lTompebumens ~ B/[n, nanpasuswuii 3anpoc 6 EBC He

3ape2ucmpuposat, 1o 3a610KUPOBAH)

403 EBS-010110 [Tonp3oBarento 3anpemieH noctyn k EBC

(He nauioenvt akmusnvie bJ{n nonvzosamens ¢ EFC)

5.2. MeTtoasbl odecnieyenus npoueaypbl omomerpuueckoii Bepupuxanuu B EBC
Mertoap! obecrieueHus npouecca GHOMETPUIECKOI BepUPHUKAIINN:

— CornacoBanue meTos10B coopa bO u Liveness;

— IIpuém bBO Ha Bepuduxanuio.

JlaHHBIE METOJBI SIBJITIOTCSI BHYTPEHHUMH M BBI3BIBatOTCs KoMroHeHTamMu EBC mo cbopy BO

(WEB-¢opma EBC / MIT EBC).

5.2.1. YcnemHblii pe3yJbTaT NPoLeAyPbl OMOMeTPpHYECKO BepupuKanun

B ciydae ycmemHoro mpoxokaeHusi Omomerpudeckoi Bepudukanuu, CucremMa BO3BpaIlacT
coobmienne HTTP Redirect (kox cocrosiaus 302). B HTTP 3aronoske «Location» conepsxkutcst URL UC

[Torpebutenss b/IH, nns mnepeHampaBiieHHs TMOJb30BaTeNsa Tmocie ymadHod Bepudukamuu. EBC



ucnonb3yeT 3HaueHne URL UC Ilorpedurens b/In, nepenanHoe B mapamerpe «redirect» mpu BhI30BE

merona «Crapt Bepudukanuu B EBCy.

B cocrase nannoro URL nepenaroTcst mapameTpsl, IPUBEACHHBIE B TA0IHIIE HUXKE.

HaunmenoBanne 3HaveHuHe Onucanue
napamerpa
verify_token String OO0s13aTebHBIN MapaMeTp.

KoutponbHoe 3HaueHue (YHUKaJIbHBIM HJIEHTU(DUKATOD,
coznanblii EBC mis ECHA), HeoOxomumoe is 3aBepIieHust
npouenaypsl ayreHtudukanmmun B ECHUA mocne momydeHwst

pe3ynbTaTta BepuduKaimm.

expired Number OO0s13aTesbHBII TapaMeTp

Bpems nipekparieHust AeCTBUS pe3yabTata OMOMETPUIECKON
Bepudukanuu nois3oatenss B ECUA, B MuummcekyHaax ¢ 1
aaBaps 1970 r. 00:00:00 GMT.

[Tocne yka3aHHOTO B IapaMeTpe MOMEHTA BPEMEHU MOJTy4YeHUE
CIEIMAIEHOTO MapKepa JIoCTyma co ckoynom ext auth result

B ECHUA Oyner HEBO3MOXKHO.

IIpumep ycnemHoro orsera:

HTTP/1.1 302 Found

Location:
https://test.bank.local/return uri?verify token=0BCAF243SE9CF4F607E3CEB7EE416D031
& expired=1499443407648

5.2.2. Ommnoxu

Ecnu 3anpoc metona noctynui ¢ WEB-dopwmsl EBC, B ciiyuae nonyuenus ommnoku, WEB-dopma
IpejlaraeT MoJib30BaTeNio BepHyThes B bank: kHonka «Ha3an B 6aHK», 10 HaxaTuio Ha kotopyro, WEB-
dopma mnepenanpanisier noib3oBarens Ha MC Ilotpebutens B/lH mo cceuike, conmepskamiencs B

napamerpe «redirect».

Ecnu 3anpoc merona noctynun ¢ MIT EBC, B ciny4ae nonyuenus ommbku, MIT EBC Bo3Bpamaer
B MII ITorpeburens b/In xon «resultCode» u odwekt ¢ mycteimu nossimu verifyToken u expired (cm.

PyKOBOJICTBO MOJIB30BaTeNs Mo padoTe ¢ 6udmmorekoit EBC.Sdk>).

3 AxryanbHas Bepcus pyKOBOJCTBa pasmeliena Ha https://bio.rt.ru/documents/software/



5.3.Metoa «IloaydyeHue pe3yjibTaTa BepupUKALMN

Meron mnonyuenuss UC Ilorpebutens b/[H pacmmpeHHOro pesynbprata OMOMETPUUYECKON
BepU(UKallUU, CoJAep)Kalero B ceOe pe3yabTaT BBIUMTAHUS M3 EAUHUIIBI BEPOATHOCTHU JIOKHOTO
COBIAJICHUS IO PA3HBIM MOAAILHOCTSIM U OOIIEH BEPOSTHOCTH JIOKHOTO COBIAICHUS.

B HTTP-3aronoske «Authorization» HeoOXoaumo:

— yKazaTh cxeMy ayTeHTuukanuu «Bearer»;
— Tm§epenaTh CHENMANbHBIM Mapkep AocTyma (access token c¢ paspemieHueM Ha Scope

«openid» u «ext_auth_result»), mony4yennsiii or ECUA.
Tun xourenta HT TP-3anmpoca: «application/json»
5.3.1. BbI30B MeTOaa

GET /api/vl/verifications/{session_id}/result
I'ne:

{v1} — akryanbHas Bepcus API";
{session_id} — unentudukarop ceccuu Bepudukanuu B Cucreme, NoJydeHHbBIH B OTBETE METOIa

"Crapt Bepuduxanuu B EBC".
BxoaHble napaMeTphbl:
OTtcyTCTBYIOT

IIpumep 3anpoca:

GET /api/vl/verifications/D530D7AF1EFA47489653FC4CEASAC625/result HTTP/1.1
Host: ebs-int.rtlabs.ru

Authorization: Bearer {CneumaJIbHEI Mapkep IOCTyIa, NOJydeHHB oT ECHA C
paspemeHnreM Ha scope "ext auth result"}

Cache-Control: no-cache

5.3.2. ¥YcneuHblii 0TBET MeTOIA

B cnyyae ycmemHoro oOTBeTa, METOJ| BO3BpAallaeT COOOIIEHHE, COJEpiKallee CIeayIole

napameTphl:



HanmenoBanue 3HaueHue Onucanue

napamMerpa

extended_result String OO0s13aTebHBIN MapaMeTp.

Pacmupennsiil pe3yabTaT BepudUKaIUU, COIePKAIIUMA
CTETIeHU CXO0KeCTH (00IIast ¥ MO KaXI0i U3 MOJAIbHOCTEN).

apametp nepenaercs B popmare JWT Toxena™.

Jannsiit JWT TokeH cocTOUT U3 TPEX YacTel, pa3feEHHBIX TOUKOM, U UMEET CICAYIOIUN BUI:

HEADER.PAYLOAD.SIGNATURE.

Kaxnas u3 yacteii TokeHa npejacrasiseT u3 ceos Base64url Encoding 3Havenue.

1.

I'ne:

HEADER - omnwucanne CBOMCTB TOKEHa, B TOM YHCJE OINHUCAHHE HCIIOIB3YEMOTO

aJIrOpUTMa JJIsl TIOJIUCH.

IIpumep:
{"kid™":"2277cf04-8bdd-47a6-8ch8-
e7ac373e0bf8","alg":"GOST3410","typ":"JWT"}

I'ne:
“alg” — anroputm nmdpposanus (Ha Tekyuwii MomeHT EBC noanepxusaet
anroputMsbl popmupoBanus snekTponHoi noamucu ['OCT P 34.10-2012 u
anroput™ Kpunrtorpaduyeckoro xammpoanus [OCT P 34.11-2012);
“typ” — tun Tokena (B EBC Bcerna umeer 3Hauenue “JWT” (JSON Web Token));
“kid” — npeHTHHKATOD KITIOYA.

PAYLOAD — HenocpeACcTBEHHO NaHHBIE O TOKEHE W MACHTU(UIMPOBAHHOM CYyOBEKTE

(unu cyObeKTe 1ocTyna).

[Tpumep:

{"iss":"http:ebs-int.rtlabs.ru",

"sub™11111111,

"aud"™:"TEST_SYSTEM",

"nbf":1551940552,

"lat":1551940551,

"exp':1551941153,

"result":true,

"match":"{\"overall\":1.0,\"face\":0.999999899,\"voice\":1.0}"

35 Cormacno RFC 7519



ISS - HICHTU(HUKATOP OPraHU3AIMH, BBITYCTUBILECH TOKCH;
nbf — Bpems1, panee KOTOpOTO HENB3s HCIOB30BaTh TokeH (UNix time stamp B
CEeKYyH/JIax);
iat — Bpems cozmanust Tokena (Unix time stamp B cexyHaax);
exp — BpeMsi OKOHYaHHUs Cpoka JeiicTBus Tokena (Unix time stamp B cekyHaax);
sub - uaentudukatop nonaszoBarensi ECUA;
aud - muemonuka VC ITorpeburens b/{a 8 ECUA;
result - pe3yabTaT OMHOMETpHUYECKO# BepudUKaIINK;
match - comepxuT 3HaUCHHUS, BEIUUCIIIEMBIC KaK:
— overall: pa3HOCTh €MHUIBI M IPOU3BEICHUS BEPOSTHOCTEH JIO)KHOTO COBIAICHUS
1o Kax o u3 mopanbaoctel (1-BJIC.mmmo*BJIC.romoc);
— face: pa3HOCTb eMHHIIBI M BEPOSITHOCTH JIOXKHOT'O COBIAJCHUS 10 MOJAILHOCTH
«JIumo» (1-BJIC.murio);
— VOICE: pa3HOCTh CMHUIIBI M BEPOSTHOCTH JIOKHOTO COBIAJICHHS [0 MOJAIbHOCTH
«T"omocy» (1-BJIC.romnoc)
3. SIGNATURE — mnogmuce B ¢opmare CAdES-T (comepkamias DOBEPEHHYIO METKY
Bpemenu) detached signature B xogupoBke UTF-8 oT 3HaueHuit mepBbIX IBYX 4YacTei

mapkepa gocryna (HEADER.PAYLOAD).

IIpumep orBera:

HTTP/1.1 200 OK
Content-Type: application/json; charset=UTF-8
{

"extended result": "{Base64 JWT Token C pacCIMpeHHEM Ppe3yJIbTaTOM Bepu@urarmm}"

}

5.3.3. OmmoOxu meroaa

B cnyuae Bo3HUKHOBEHUs OMIUOKH MPU 00padoTke 3ampoca, CucteMa BO3BpaIaeT BhI3BIBAIOIIEH

cropone koael 0TBeToB HTTP 1 onucanus ommbok B HTTP BODY, cornacuno Tabnuiie Hike.

Koa orBera 3HaueHnune Onucanue
HTTP napamerpa
«code»
400 EBS-010302 Nnentudukarop ceccun He HalIeH
400 EBS-010303 Bpewmst ®HU3HU cecCHM UCTEKIIO




6. Metoasl APl Bepupukanuu «v2»
6.1. Meton «Crapt Bepuduxkauuu B EBC»

Merton 3amycka mporiecca Ouomerpuyeckoi Bepudukanmm Ilons3zoBarenss B EBC. HC

[MTotpedurens b/In B HTTP-3aronoBke «Authorization» nomkHa:

—  yKa3aTh cXeMy ayTeHTH(uKanuu-° «Bearery;
— Imepeaath chelualbHbIA Mapkep AocTyna, noiaydeHusii or ECUA B mporecce aBTopu3anuu

I10JIB30BAaTCIIA.

Jannsiit Mmapkep noctyna noanucad D11 ECUA u conep>Xut B TOM 4ucIie CleAyolue aTpuOyThl:

— MWpentuduxarop nonn3obarens B ECUA;

— Mauemonuky UC [orpedurens b/1n B ECUA.

Tun koutenta HTTP-3anpoca: «application/jsony»
6.1.1. BbI30B MeTOAA

POST /api/v2/verifications?redirect={redirect_uri}

I'ne:

— {v2} —Bepcus API;

— {redirect} - 3nauenue napamerpa redirect, IpUBEICHHOE HUXKE.

Bxoaunble mapamMerpsbl:

HaunmenoBanue 3nauenne Onucanmue
napaMerpa
redirect String OO0s13aTeNbHBIN MapameTp.

Iomueiit URL WC Ilorpebutens bJlH, Ha xotopsiii EBC

OCYIICCTBUT IICPCHAIPABICHUC II0Jb30BATCIIA IIOCIIC y,lIﬁ‘IHOﬁ

BepUUKALINH.
metadata’’ JSON OO6s3arenbHbII MapaMeTp.
Object CozlepKUT MepeyYeHb JTOMOJHUTEIbHBIX JaHHBIX 00 YCTpOWCTBE
[Tons3oBarens.

IIpumep 3anpoca:

% Cornacno RFC 2617, paznen 1.2 u RFC 6750.
87 onucanune napamerpos metadata npuseseno B paszene 7 «Cnemudukanus napametpos metadatay [punosxenns b



POST /api/v2/verifications?redirect=https%$3A%2F%2Ftest.bank.local%2Freturn uri
HTTP/1.1

Host: ebs-int.rtlabs.ru

Content-Type: application/json

Authorization: Bearer ({CrnenmaibHBI MapKep AOOCTyNa, MNOJNYyUYeHHEH oT ECHUA}

Cache-Control: no-cache

"metadata": {
"date":"1520467814933",
"time zone":"2018-03-30T17:30:09.453+0500"

6.1.2. ¥YcneuHblii 0TBET METOAA

B cityuae ycnenHoro otseta, meto 1 Bo3BpaiiaeT coobdmenrne HTTP OK (kox cocrosiaus 200). B
HTTP 3aromoBke «Location» URL WEB-dpopmer EBC, Ha KOTOpBIi HEOOXOAWMO OCYIIECTBUTH

MNEpCHAIIPABIICHUC I10JIb30BATCIIA IJIA CHATHUA 6I/IOMeTpI/I‘leCKI/IX o6pa3u0B.

B cocrase nannoro URL nepenaroTcst mapameTpsl, IPUBEACHHBIE B TAOJINIIE HUXKE.

BoixoaHble mapamMerTrpbl:

HanmeHnoBanue 3HaueHHE Onucanne
napaMerpa
session_id String O0s13aTenpHbII TapameTp.

Wnentudukatop ceccun Bepudukanuu B Crucreme.
JlomkeH mepenaBaThCsl MPHU MOCIEAYIOIUX 3allpocax

MCTOIA0B.

redirect String O0s13aTenbHbII TapameTp.
[MTonusiit URL UC Ilotpeburens b/IH, nepenanuslii B

napamMeTpax 3arpoca

IIpumep orBera:

HTTP/1.1 200 OK

Location: https://ebs-
int.rtlabs.ru/ui/verification?session 1d=SE9CF4FCEB7EE4160BCAF243D031607E3&redire
ct= https%$3A%2F%2Ftest.bank.local%2Freturn uri




6.1.3. Ommoéxu Mmeroaa

B ciydyae Bo3HMKHOBEHUS OIMOKH MpH 00padboTke 3ampoca, CuctemMa BO3BpaIlaeT BhI3bIBAIOIIEH

cropoHe kojb1 0TBeToB HTTP 1 onucanus ommbok B HTTP BODY, cornmacHo Tabnuiie HUKe.

Koap! ommmook:

Kox orBera
HTTP

3HaueHHne

napamerpa «code»

Onucanue (mapamMerp «message»)

400

EBS-010201

[Tapamerp redirect He ycTaHOBIICH
(6 3anpoce om I[lompebumens B/[n omcymcmeyem

obs3amenvhblil napamemp redirect)

400

EBS-010202

HesapeructpupoBanHblli  anpec i IEPEHANPABICHUS
redirect
(nepeoannwiii 6 3anpoce om Ilompebumens B/{n napamemp

redirect cooeporcum nenpasunvno cghopmuposannwiti URL)

400

EBS-010301

ITonb3oBarens HE HAACH
(He HauloeHn 6HYMPeHHUU UOeHMUPUKAMOP NOIb308amels -

noavzosamens He pecucmpuposaics ¢ E6C)

400

EBS-010103

Mapxkep nocTyma He COIEPKHUT 0053aTEIBHOTO MapaMeTpa
(mapkep oocmyna, nonyuennwvii om ECHA 6 npoyecce
asmopuzayuu  noIbL306amensi He Npoutel  PopMamHo-

JI02UYeCKUTl KOHMPOIb)

401

EBS-010101

OmunOka npoBepkH MapKepa JocTyna
(mapkep oocmyna, nonyuennwvii om ECHA 6 npoyecce
aemopuzayuu  noav3osamens He npouienl  HopMamHo-

JI02UYeCKUTl KOHMPOJID)

401

EBS-010102

Ommobka nposepku D11 ECUA
(mapkep oocmyna, nonyuennwvii om ECHA 6 npoyecce
aemopuzayuu  noavb3osamens He npoutenl  HopMamHo-

Jl02UYeCKUTl KOHMPOJID)

401

EBS-010104

Mapxkep goctymna npocpoyeH
(6pems orcusnu maprepa oocmyna, nonyuennoz2o om ECHA ¢

npoyecce asmopusayuu noib3oeameiis, MCl’l’leKJZO)

403

EBS-010109

[IpoRaitnepy naeHTuukamnuu 3amnpemieH goctyn Kk EBC
(nepeoannviii 6 3anpoce om I[lompebumens B/n mapkep

docmyna,  NONYYEHHLIU 6  npoyecce  ABMOPU3AYUU




Koxa orBera

HTTP

3HaueHne

napamerpa «code»

Onucanue (mapamerp «message»)

Nnonb308amels, npuUHaoedHcum nposatioepy
uoenmughuxayuu, He

3apecucmpuposanromy/3aonokuposarnnomy ¢ EFC)

403

EBS-010203

Cucreme-kiaueHTy 3anpenieH aoctymn kK EBC
(IlTompebumenv B/, nanpasuswuii 3anpoc ¢ EBC ne

3ape2ucmpuposan, 1ubo 3a610KUPOBAH)

403

EBS-010110

[Tonp3oBarento 3amnpeneH goctyn k EBC

(He nauioenvt akmusnvie b/ nonvzosamens ¢ EFC)

6.2. MeToanbl obecnieueHus nmpoueaypsl 6uomerpuyeckoii Bepudpuxanuu B EBC

MeTosl obecriedenus mnpoiecca OMOMETPUUIECKON BeprudUKaIINU:

— CornacoBanue MeTos10B coopa bO u Liveness;

— IIpuém BO Ha Bepudukaiuto.

JlaHHbIE METOJBI SIBIIAIOTCS. BHYTPEHHHMH U BbI3bIBatOTCS KommnoHeHTamu EBC mo c6opy BO

(WEB-opma EBC / MIT EBC).

6.2.1. YcnmemHblii pe3yJbTaT Npoueaypbl 0HOMeTpHYeCcKoii Bepuukanun

B cnyuae ycmemHoro npoxoxaeHus Ounomerpuueckoil Bepuduxanuu, Cucrema BO3BpallaeT

coobmenre HTTP OK (kox cocrosiaus 200). B HTTP 3aronoske «Location» coaepskutcs URL MC

[Torpeburens BJ/lH, nns mnepeHampaBieHUs TMoib3oBaTens mocie ynadyHod Bepudukanuu. EBC

ucnonsiyeT 3HaueHne URL UC Ilorpeburens b/IH, nepenannoe B mapamerpe «redirect» mpu BbI30BE

merona «Crapt Bepudukanuu B EBCy.

B coctaBe nannoro URL mepenatorcst mapaMeTpsl, MPUBEICHHBIE B TAOJINUIIE HIKE.

HaumenoBanue 3HaveHue Onucanue
napamerpa

verify_token String O0s3aTeNnbHBIN apamMeTp.
KonTtponbHoe 3HaueHue (YHUKaJIbHBIM HJIEHTU(HUKATOD,
co3nanubiii EBC mns ECUA), HeoOxoaumoe i 3aBepIieHus
npoueaypsl ayreHtudukanmun B ECHUA mocne momydeHws
pe3yibTara BepupUKaIHH.

expired Number OO0s13aTebHBII apaMeTp




HaumeHoBaHHe
napamerpa

3HaueHune

Onucanue

Bpems npekpaiuenus aeicTBus pe3yabTaTa OMOMETpHUECKOi
Bepudukanuu nosp3oatensi B ECUA, B MumumncekyHaax ¢ 1
auBaps 1970 r. 00:00:00 GMT.

ITocne yka3aHHOTO B IapaMeTPE MOMEHTA BPEMEHU 10JIy4YEHUE
CIIENIMAJILHOTO MapKepa JIOCTyna co ckoymnom ext auth result

B ECHA Oyner HEBO3MOXKHO.

IIpumep ycnemHoro orsera:

HTTP/1.1 200 OK
Location:

https://test.bank.local/return uri?verify token=0BCAF243SE9CF4F607E3CEBTEE416D031
& expired=1499443407648

6.2.2. Ommoxku

Ecnu 3anpoc metona noctynui ¢ WEB-dopwmst EBC, B cniyuae nonyuenus ommnbku, WEB-dopma

mpeJiaraeT MoJib30BaTelio BepHyThes B bank: kHomka «Hazan B 6aHk», 1o HaxaTHio Ha koTopyro, WEB-

dopma nepeHamnpasiser mnosb3oBarens Ha MC ITlorpeburenss BJIH 1Mo cchuike, copepiKamieics B

napamerpe «redirect.

Ecnu 3anpoc merona noctynuin ¢ MIT EBC, B cinyuae nomyuenus omuoku, MIT EBC Bo3Bpamaer

B MII IMorpebutens B/In xox «resultCode» u 00bekT ¢ mycteiMu mossimMu verifyToken u expired (cwm.

PyKOBOJICTBO MOJIB30BaTeNs Mo padoTe ¢ Gudbmmorekoit EBC.Sdk>®).

6.3.Metoa «Iloryuyenue pe3yjbTaTa BepupuKaALHILD)

Meton mnonyuenuss MC Ilorpebutens Bb/lH pacmupeHHoro pesyiabTata OHOMETPHYECKOM

BCpI/I(bI/IKaI_[I/II/I, COACPpIKAIICTO B cebe PE3yjbTaT BbBIUYUTAHUSA U3 CAUHUIBI BCPOATHOCTHU JIOKHOI'O

COBITaACHUA 110 PAa3HBIM MOJAJIBHOCTAM U O6I]_IYIO BCPOATHOCTD JIOKHOI'O COBITAACHUA.

B HTTP-3aronoske «Authorization» He0O0X0IUMO:

— yKazaTh cxemy ayTeHTH(ukanuu «Bearer»;

— TepenaTh CHENHMANBHBIA Mapkep AocTyma (access token ¢ paspelieHHeM Ha Scope

«openid» u «ext_auth_result»), nomydennsiii or ECHUA.

Tun xkoutenta HTTP-3anpoca: «application/json»

3 AxryanbHas Bepcus pyKOBOJCTBa pasmeliena Ha https://bio.rt.ru/documents/software/




6.3.1. BbI3oB MeTOaa

GET /api/v2/verifications/{session_id}/result
I'ne:

{v2} —Bepcus API;
{session_id} — unenTudukarop ceccuu Bepudukanuu B Cucreme, NoJTy4CHHBIH B OTBETE METOIa

"Craprt Bepudukanuu B EBC".
Bxoanble napamerpsl:
OTtcyTCcTBYIOT

IIpumep 3anpoca:

GET /api/v2/verifications/D530D7AF1EFA47489653FCACEASAC625/result HTTP/1.1
Host: ebs-int.rtlabs.ru

Authorization: Bearer {CneumasybHHM Mapkep OOCTyIa, [OJiydeHHEM oT ECUA c
paspemeHdreM Ha scope "ext auth result"}

Cache-Control: no-cache

6.3.2. ¥YcneuHblii 0TBET METOAA

B ClIydac YCHCIIHOTO OTBE€Ta, MCETOJ BO3BpallacT COO6H.I€HI/IC, coJeprKallice CJICAYHOIINC

napaMmeTphl:
HaumenoBanue 3HaueHnue Onucanue
napamerpa
extended_result String O0s13aTenbHBII TapameTp.

PacivpenHsliif pe3ynpTaT BepuUKaim, coaepKaiui

CTEIEeHU CXO0KeCcTH (001Iast U 1o Kax a0 U3 MOJATbLHOCTEN ).

Iapametp nepemaercs B popmare JWT Tokena®,

Hannbiit JWT TOkeH cocTOUT U3 TpEX YacTel, pa3faenEHHbIX TOUYKOM, U UMEET CIelyIOIuil BUI:

HEADER.PAYLOAD.SIGNATURE.

Kaxxnas u3 yacrel TokeHa npeactaBisieT u3 ceos Base64url Encoding 3nauenue.

1. HEADER - omnwucanue CBOICTB TOKEHa, B TOM YHCIE OMHCAHUE HCIOJIb3yeMOro

39 Cornacno RFC 7519



I'ne:

QJIITOPUTMA JIJIS TIOITHUCH.

IIpumep:
{"kid™:"2277cf04-8bdd-47a6-8ch8-
e7ac373e0bf8","alg":"GOST3410","typ":"JWT"}

I'ne:
“alg” — anroput™m mudposanus (Ha Tekymuit Moment EBC nomnepxxusaer
anroputmbl popmupoBanus ekTponHor noamucu ['OCT P 34.10-2012 u
anroput™m Kpunrorpaduyeckoro xsmuposanus ['OCT P 34.11-2012);
“typ” — tun Tokena (B EBC Bcerna umeer 3nauenue “JWT” (JSON Web Token));
“kid” — unenTuukaTop Kiroya.

PAYLOAD — HenocpeAcTBEHHO JaHHBbIE O TOKEHE M MACHTU(UIHMPOBAHHOM CYyOBEKTE

(unu cyObeKTe 1ocTyna).

ITpumep:

{"iss":"http:ebs-int.rtlabs.ru”,

"sub™11111111,

"aud":"TEST_SYSTEM",

"nbf":1551940552,

"iat":1551940551,

"exp:1551941153,

"result":true,

"match":"{\"overall\":1.0,\"face\":0.999999899,\"voice\":1.0}"

ISS - ACHTU(HUKATOP OpPraHU3ALNH, BHITYCTHBIICH TOKCH;
nbf — Bpems, panee koToporo Henmb3s Hcnoabp30BaTh TokeH (Unix time stamp B
CeKyHJIax);
iat — Bpems cozanus Tokena (Unix time stamp B cekynuax);
exp — BpeMs OKOHYaHHS Cpoka AercTBus TokeHa (UnixX time stamp B cekyHax);
sub - unentugukarop nomas3zosarens ECUA;
aud - maemonuka MC IMotpedutens b/In B ECUA;
result - pe3yabTaT OMOMETpHYECKO# BepupUKaIny;
match - comep>KUT 3Ha4YEHHsI, BBIYUCIIIEMbIE KaK:
— overall: pasHOCTh €MHUIIBI M TIPOU3BEIACHUS BEPOSTHOCTEH JIOXKHOTO COBITAJICHUS
o Kaxxoi u3 mogansHoctei (1-BJIC.mumo*BJIC.romnoc);
— face: pa3HOCTh eIMHHIIBI M BEPOSITHOCTH JIO)KHOTO COBIAJICHUS 110 MOJAILHOCTH

«JTunoy» (1-BJIC.mumo);



— VOICEe: pa3HOCTh CAMHUIIBI M BEPOSTHOCTH JIOKHOTO COBIAJICHHS IO MOJATbHOCTH
«Il"omocy (1-BJIC.romoc)

3. SIGNATURE — moagmuce B ¢opmare CAdES-T (comepkainas DOBEPEHHYIO METKY

Bpemenn) detached signature B xogupoBke UTF-8 oT 3HayeHuii mepBBIX JBYX 4YacTeid

mapkepa goctyna (HEADER.PAYLOAD).

IIpumep orBera:

HTTP/1.1 200 OK
Content-Type: application/json; charset=UTF-8
{

"extended result": "{Base64 JWT Token C pacCHIMpEeHHEM pPe3yJbTaToM Bepupurxarmm}"

}

6.3.3. OmmoOxu Mmeroaa

B CJIyda€ BOBHUKHOBCHUSA OIIINOKHU IIpu o6pa60TI<e 3arpoca, Cucrema BO3BpalgacT BBISLIBaIOH_Ieﬁ

cropoHe kobl 0TBeToB HTTP 1 onucanus ommbok B HTTP BODY, cornacHo Tabnuiie HIxKe.

Kop orBera 3Hauenmne Onucanue
HTTP napamerpa
«code»
400 EBS-010302 Wnentudukatop ceccuu He HailieH
400 EBS-010303 Bpemst )xu3HU ceccuu UCTEKIIO0

7. Cneuuduxamus napamerpoB metadata

Bce mapamerpsl metadata, nepedncieHHbIe B Ta0IMIE HUXKE, UMEIOT THIT String 1 00s13aTeIbHbI K

3aI10JIHCHHUIO.

IToMuMo 11€7€BOTO 3Ha4YCHUA, BCC MaApaMCTpbl, 3a HUCKIIHOUYCHUCM! date, MOT'YT HNpPHUHUMATb

CICOYIOUC 3HAYCHUA:

— unknown — 3HaYeHN€e HEU3BECTHO;
— empty — 3HayeHUE MYCTOE;
— error — BO3HuKIIa OI]_II/I6Ka HpI/I HOHy‘IeHI/II/I 3HA4YCHUA,

— NOt_perm — HeT pa3pelleHui Ha MOy4eHUs 3HAUYCHUSI.

dopmar mnapamerpa metadata: date, momkeH cooTBETCTBOBaTh ()OpMAary AaThl B COCTaBE
CIEMAIbHOTO MapKkepa AocTymna, noixydeHHoro or ECHMA B mporecce aBTOpu3aluy MOJIb30BaTENs U

nepemaandoro B Crucremy B coctare 3anpoca Mmetoqia «Ctapt Bepudukamnuu B EBCy.



JlonmoIHNTEIbHBIE JaHHBIE 00 YCTpoiicTBe MoJib30BaTeN s (Metadata):

HaumenoBanue Onucanue dopmar IMpumep
napamerpa
date Jlata u BpeMms Hauaia orepanuu | timestamp 1520467814933
(dbopmupoBanus 3ampoca
KJINEHTOM )
time_zone Bpemennas 30Ha: yyyy-MM- 2018-03-
~ Tox: ddT'HH:mm:ss.SS | 30T17:30:09.453+
~ Meos: SZ 0500
— /JleHs;
— Yacsr;
— Munyrtsl;
— Cexynnpl;
— BpEMCHHAas 30Ha
geolocation Koopmmarer (Feonoxamw): | |otit de:longitude | 51.7556415;55.102
HIMPOTA U JIOJIT0Ta 8652
rooted Hanunume jailbreak wmm  root- | true/false true
JocTyna B ONEPALIMOHHON
cucTeMe
operating_system OnepanuoHHast cucTeMa | name version Android 6.0.1
YCTPOHCTBA:
— Ha3BaHWE;
— Bepcwus
isp [TpoBaiinep name MegaFon
advertising_id Wnentudukatop pexamsr | Value 38400000-8cf0-
ycrpoiictBa (AdID B Android u 11bd-b23e-
IDFA B iOS) 10b96e40000d
screen Pazpemenue skpana width;height 1200;1920
dpi [TnoTHOCTH 3KpaHa ycTpoiicTa - | value 320 Dpi
3HAYCHUE, CAMHUIBI H3MEpPEHHUSI
IJIOTHOCTH MTUKCENEN
camera_id Wnentudurarop KaMepbl name 2




HaumenoBanmue Onucanue dopmar IMpumep
napaMerpa
locale Perunonansubie Hactpoiiku | country;language;ti | RU;ru;Mocksa,
(Jiokanp): cTpaHa, sI3bIK, Ha3BaHUE | Mezonename CTaHJapTHOE
BPEMEHHOU 30HBI. BpeMs
JlaHHBI TIapaMeTp 3aBUCUT OT
yCTpoMCTBa u BBIOpAHHBIX
N0JIb30BaTEIEM HAaCTPOECK.
device_serial Cepuiinplii HOMep MoOuibHOTO | deviceNumber 0819da27
YCTPOMCTBA.
imei IMEI - MEXIyHapoaHbIi | value 357719051789508
UIECHTU(DHUKATOD MOOWMJIBHOTO
o0opynoBaHus
device_id YuukaneHbelii  uaeHtudukarop | value d1b23eB2f3b480cb
Android-ycrpoiictBa
device_manufacturer | ITpousBoauTenb ycTpoiicTBa name asus
device_model Mogenb yeTpoiicTBa name Nexus 7
device_cpu Wudopmanus o  mporeccope | value ARMvV7 Processor
yCTpoiicTBa rev 0 (v71)
sim Nudopmanus o SIM-kapre: simOperator; 25002;MegaFon;ru
— omepaTop; simOperatorName; :897210285241754
— Ha3BaHHUE ONEepaTopa; . 519
paropa, simCountrylso;
— CTpaHa; _ _
simSerialNumber
— HOMEp CHM KapThl.
MoXxHO oTAaBaTh pa3aeiabHO.

8. Touka nocryna k ECUA

Jnis B3auMoielcTBHs ¢ poayKTuBHOM cpenoit ECUA, Heo6X01uMo UCIOIb30BaTh CIEAYyIOLIHIe

KaHaJlbl B33.HMO,Z[€I>'ICTBPI$I " ajpeca.

Hoctymn k Authorization endpoint ECUA moimkeH oCymiecTBIsAThCS ¢ KIMEHTCKOTO yCTPOMCTBA

yepes ceTb IHTepHeT:

https://esia.gosuslugi.ru/aas/oauth2/ac



Hoctyn k Token endpoint ECA nomkeH OCyIIeCTBIAThCS Yepe3 3allUIIEHHYIO CeTh Iepeiadn

mauubeix ITAO «Poctenekomy:

https://172.16.104.200/aas/oauth2/te

HocTtyn Kk cepBucaMm TMOJy4EHUS MEPCOHANbHBIX JaHHBIX KianeHTa ECHUA  momkeH

OCYIIECTBIISITHCS Yepe3 3aluIIEHHYIO ceTh nepeaayun aanHbix [IAO «Pocrenexom»:

https://172.16.104.200/



https://172.16.104.200/

IMPUJIO)KEHUE B. PykoBoacTBO NPOrpaMMHMCTAa 110 THIIOBOMY PelICHHMI0O HWH(OPMaLMOHHOMH
0e30macHOCTH
1. Ha3HayeHme JOKyMeHTA

[TonHOe HamMeHOBaHME M YCIOBHOE 0003HaueHUe cucTeMsbl: [IporpamMmmHo-anmapaTHBbIH
KOMIUIEKC 9JIEKTPOHHOM IOANUCH OWOMETPUYECKMX [JaHHBIX IpU MOAKIIOYEHMH K EnuHoi
OMOMETPUUECKON CUCTEME.

YcnoBHoe 0003HaYeHue: AnanTep.

Ilenpto co3nanuss Apantepa sBisercs oOecrnedeHue Bo3MoxkHOCTH a1 KO mnposeneHus
YIAJIEHHOW 3JIEKTPOHHOW OMOMETPUYECKOM BepU(pHUKALMK MOJb30BaTeNed 10 OHOMETPUYECKUM
XapaKkTEepUCTUKAM (fanee yAaJeHHas UACHTU(UKALKS) JIJIs1 UCTIOJIHEHUs] TPeOOBaHUM, YCTaHOBIEHHBIX
®enepanbHBIM 3ak0HOM Ne 115-D3, OenepanbabiM 3akoHOM Ne 149-D3 1 pa3menieHus Ui 0OHOBJICHHUS
B EnuHolt 6nomerpuueckoi cucremMe OMOMETPUYECKUX MEPCOHAIBHBIX JaHHBIX (Jlajiee — perucTpanms
BO).

Paspabotannsiii Anantep kK ECUA u EBC peanmsyet HeoOxomumbIe mpoTokoibl oomena ¢ ECUA
u EBC, obecnieunBaet ¢popmupoBanue u npoepky D11 B uactu B3anmoaericteust ¢ ECUA, EBC, CM3B,
yro ynpomaet a1 KO peanuzanuto 6usHec-miporeccoB peructpanuu bO u ynaneHHol uaeHTUPUKAUN
¢ ucnonb3zoBanuem EBC.

AnanTep o0ecrieunBaeT:

— wunTerpauuio ¢ ECUA ans ayTeHTH(UKALUY [10JIb30BATENS € MOCIEYIOIUM MOTyYeHHEM
I1]1H;

— wunrerparnuto ¢ EBC mns nmpoBenenns Onomerpudeckoit Bepudukanyy B paMKax mporecca
yaalieHHOU uaeHTudukamus ¢ ucnoyb3doBanueM EBC;

— ¢opmupoBanue nakeron naHHbIXx CMOB nns nepegaun 5O B EBC;

— wuHTerpaumio ¢ HSM  pasHeix mnpousBoaureneil st 0e30maCHOrO XpaHEHUs M
UCIIOJIb30BAaHUSI  CEKPETHBIX  KIIOYeH JJIEKTPOHHOM moAmucH  (OT€YECTBEHHbIE
KpunTorpauueckue alropuTMsl);

—  TMOAJIEPKKY OTECUECTBEHHBIX KpUNTOrpadUUeCcKUX ajJrOpUTMOB B YaCTH B3aUMOJCHCTBUS
o nportokoiry TLS;

— npoctoi API nns unrerpaunu ¢ UC KO.

Anantep mo3BoJisieT peanu3oBath KO tpeboBaHus Mo MHPOPMAIIMOHHON 0€3011aCHOCTH B YaCTH
oOecrieyeHns IeTOCTHOCTH, KOH(UICHIIMANBHOCTH, JOCTOBEPHOCTH OMOMETPUYECKHX JaHHBIX MpHU
o0paboTke, BKIOYas cOop U XpaHeHue, ux mnepemaye B EBC, momyuennn uHpopManuu O CTETEHU
COOTBETCTBUS NMPEABABICHHBIX ONOMETPUUYECKHX IaHHBIX.

Jlns pemieHus 3aaad, MoJyUIeXkKalluX aBTOMATH3alUK, AanTep BBINOJIHAET CIEAYIOUINE IPYIIIbI

(KOMIUTEKCHI) (DyHKIMHI:



rpynna ¢GyHKIUH nporecca yaaleHHON HASHTU(DUKAINK 71 PeIIeHUs 3aa4i padoThI B
pamkax mnporokona Openld Connect co cTopoHbl kiMeHTa (OaHKa, MPOBOJAIIETO
aBTOPU3ALIMIO I10JIb30BATENSl C MCIOJIb30BAaHUEM €ro OHOMETPUYECKUX JAaHHBIX -
yIaneHnyro uaeHtuukanuio) (Buyrpennuii APl Bepudukanu Ananrepa);

rpynna ¢GyHKIUN nporecca yaaleHHON HaAeHTU(GUKAMK 171 PeleHus 3aJauu paboThl B
pamkax mporokona Openld Connect co cTopoHbl monb3oBaTens (BHemHUN API
BepuduKanuu Ananrepa);

rpymnmna GyHkiui noaydenus pesyiabrata Bepudukanuu st JJbO KO (API momyyenus
pesynbTaTa Bepudukamuu JJbO KO);

rpynmna ¢yHKIuMi mpouecca perucrpanuu bO mns pemeHus 3amaun GOPMHUPOBAHUS U
MIPOBEPKU SJIEKTPOHHOM monucu, nepeaaBaemMbix B EBC cobupaembix 6HOMETpUUECKUX
naHHbIX (BHyTpeHHu API perucrpanuu Anantepa);

rpymnmna GyHKIUN yIpaBIeHHS, )KypPHAIUPOBAHUS 1 MOHUTOPUHTA.

['pynma ¢yHKIMI yipaBieHus, )KypHaIHMPOBAHUS U MOHUTOPUHTA SIBJISIETCS] BCIIOMOTaTeIbHOM 1

o0ecreynBaeT yrpaBjIeHUE KOMIOHEHTaMU AJlaniTepa U KOHTPOJIb UX pabOTOCIIOCOOHOCTH.

2. CocraB NMporpaMMHbIX KOMIIOHCHTOB

CrneuunansHoe mporpammHoe oOecnedenue (manee mno tekcty — CIIO) dyHKunoHupyer mon

ynpasieHueM Java-mamuasl 1 ucnonssercs Ha OC, KoTopasi COOTBETCTBYET PyKOBOASAIINM TIOKYMEHTaM

OCTIK mnsa CBT mo 3 knaccy u PykoBogsamum gokymentam @CTOK no HJIB mo 2 yposHio, 1160

tpeboBanusiMm ®Cb Poccun no 3ammre KoHGUIECHIMATBHON HH(pOpPMAIMK OT HECAHKLIMOHUPOBAHHOTO

JI0CcTyla B aBTOMaTU3MPOBaHHBIX MH(OpMannoHHbIX cuctemax 1o kiaaccy AK3. lannsie OC u Java-

MallrHa ABJIAIOTCA MOKYITHBIMU IMIPOrpaMMHBIMU CPEACTBAMU

OC "Astra Linux Special Edition". Penus "Cmosnenck";

FocJava, KOMMCPYCCKad BCPCUAd (CHCL[I/IEU'ILH&}I BEpcCus Java ns pa6OTBI B OIICpAallMOHHBIX

cuctemax "Astra Linux Special Edition" u "AnsT JIunyke CITT");

CryptoPro Java CSP 5.0.

Peanuzanuto kpunrorpapuueckux onepauuii GoOpMUpOBaHUS U MPOBEPKH IEKTPOHHOM MOANNCH

obecneunBaer HSM (CK3U knacca KB2).

CIIO ucnons3yet croponnue 6ubdianorexu, [10 (kpome nepeuncieHHbIX B pa3zaeie 4.1 TOKyImHbIX

IMpOorpaMMHBIX Cpe)ICTB) TOJIBKO C OTKPBITBIM HCXOAHBIM KOJOM H IIOCTAaBJIACMBIX Ha YCJIOBHUAX

JIUIECH3UN:

HE TPeOYIOIUX PACKPBITUS UCXOIHBIX KOJOB MMPUIIOKCHHUS,
He TpeOYIOIUX BBITYCKATh MPUIIOKEHHUE MO TOU ke JTUIEH3NEH;
He TpeOYIOIUX PaCHpPOCTPAHATh UCXOAHBIN KO/ BMECTE C MPOIYKTOM;

pa3penarImx KOMMEPIECKOe NCTI0Ib30BaHNE, PACTIPOCTPaHEHHE, H3MEHEHHUE.



CIIO ucnonszyer CYB]] Postgresql 9.5 (BXoAuT B cOCTaB MOKYITHOTO MPOTPAMMHOTO CPEICTBa
OC "Astra Linux Special Edition") mist coxpaneHus cecCHOHHOW MH(popManuu mporecca yaaleHHOM
UJICHTU(UKAITIH.

CIIO wucnosp3yer KoHTeiHep cepBieToB Apache Tomcat (BXxomaT B COCTaB IOKYITHOTO
nporpaMmmHOro cpenctsa ['ocJava, kommepueckasi Bepcusi) AJis UCIIOTHEHUSI MOAyse AnanTepa.

CIIO wucnonb3dyer mnokymHoe mnporpammHoe cpenactBo CryptoPro Java CSP 5.0 nmns

B3auMOJeUcTBU ¢ KiiueHToM HSM.

3. OnucaHue uHTepeiicoB 10cTYNA
TpeboBaHus K cXeMe B3aMMOACHCTBHI CO CMEKHBIMH CHUCTEMaMH M HCIIOJIb3YeMbIX ITpU 0OMeHe
API B pamkax npoieccoB yaajeHHON uaeHTHGUKkanuu 1 perucrpauuu bO npueneHa Ha pUCyHKe HUXKe

(Pucynox 10).

application Agantep APl miterpaumn

Janyex npouecca yaanewHod 53 G URL Aganrepa)

..................................................... fB0 KO | ECHA

m 1B KO fresy)

ner
(dbo_ka_public_uri)
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Ananrep

iKanomsosarens |1 i g]
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wepiraiim EBC
(REST)
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Pucynox 10 Cxema B3aMMOAEHCTBHS CO CMEKHBIMHM CUCTEMaMH U UCTIONb3yeMbIX Ipu oOMeHe AP| B
paMKax IpoIecCOB yIAICHHOM HACHTUHUKAIMU U peructparun bO
Ananrtep npenocTaBisieT CMEXHBIM cucTemMaMm cienytomue API:
- Buytpennunit API Bepudukanyu Ananrepa. Jlocrynen i Bb13oBoB Toibko u3 /IbO KO B

npenenax KoHTponupyemoit 30u61 KO. Onucanne API npuBeneno B pasaene 3.4,

- Buemnnit APl Bepudukamuu Apantepa. [loctynmeH st BbI30BOB U3 cetu MHTepHeT.



Onucanue API npuBeneno B pasaene 3.5;

- Buytpennunii API peructpanun Ananrepa. JJoctynen nns Bbi3oBoB Tosbko u3 MC KO B
npenenax KoHTpoaupyemoii 30us1 KO. Onucanne API npuseneno B pasaene 3.8.
Jlyst B3auMoIeUCTBHS ¢ AJTalITepOM B paMKax MpOToKoJia yaaieHHor unentudukanuu J[bO KO
peanusyer ciuenyromue API:
- API nmonyuenus pesynprata Bepudukanuu J[bO KO. JlocTtyneH ajis BHI30BOB TOJIBKO M3
AnanTtepa B npeaenax koutponupyemoit 306l KO. Onucanue API npuBeneHo B paszaene
3.6;
- Buemmnunii APl Bepuduxammu JABO KO. octynen s BbI30BOB U3 cetu VHTEpHeT.
Omnucanue API npuseneno B paznene 3.7.
Nudopmannonnsiii oomen Anantepa ¢ ECHA peanu3oBan B COOTBETCTBUU ¢ MeTOINYECKUMU
PEKOMEHIalMsIM 0 UCTIONIb30BaHUI0 EnuHON cucteMbl HaAeHTU(DUKAIIMY U ayTeHTU(DUKALIUH .
Nudopmannonnsiii oOMen Anantepa ¢ EBC peann3oBan B COOTBETCTBUU ¢ MeTOIUYECKUMU

PEKOMEHIAIUSAMHU 110 padboTe ¢ EnuHoit OnoMeTpruecKoi CHCTEMOM.

3.1.Touka nocryna k API

bazossiit URL noctyna k API Ananrepa:

https://{{adapter url}}/api/v{{version}}

T'ne,

{{adapter_url}} - ums xocta u (ommonansHo) nopt APl Ananrepa.
{{version}} - Homep Bepcuu API.

AxtyanbHas Bepcust APL: «v1».

dopmat Bepcur: NPEPUKC «V» U LEI0€ YUCIIO.

3.2.loanep:xuBaembie B 3anpocax MeToabl HTTP u THNIBI KOHTEHTA

Cuctema nojepxuBaet cienyrouiie metoast HTTP:
- GET

— POST
AnanTep MOAEPKUBAET ClEAyIOIIUe TUIBI KOoHTeHTa 3ampoca (HTTP-zaromoBok «Content-

Type»):
— «application/json»;

— «application/xmly;
— «multipart/form-datay;

BxozHbIe apaMeTpsl MeToJIa TlepeaaoTcs B Buae cTpoku 3ampoca (wacts URL mocie 3Haka
«?», pazmenuTenab TapaMeTpOB — 3HaK «&») C TepedaBaeMbIMH Ha CepBep MapaMeTpaMu TIpH
ucnonb3zoBanuu Metona GET, mu6o B Tene POST-3anpoca. B cmyuae GET-3anpoca, mapaMeTpsl JOJTKHBI

ObITh 3akogupoBaHbl ¢ momormbio URL Encoding“, T.K. ;s URL AoCTynmHBI TOJIBKO CHMBOJIBI

40 Cornacuo RFC 3986, paznen 3.4
41 Cornacno RFC 3986, paznen 2.1




natuHckoro andasuta. [Ipm Hammumm Ttenma 3ampoca (Meron POST), ero comepxkumoe (BXOIHBIC
TnapaMeTphl METO/Ia) JOJKHO OBITh TlepeaHo B popmare JSONA2,

Ecmn tun kontenta POST-3ampoca - «application/json», TO BXOJHBIC IapamMeTpbl METOJIa
nepenarotcs B Tene POST-3anpoca B opmare JSON.

Ecmm tun xontenra POST-3ampoca - «multipart/form-datay, To kakaIbplii BXOJHOW mapaMmeTp
MeTO/Ia epeIaeTcsl Kak OT/eNIbHas 4acTh cocTaBHOTO coniepskumoro HTTP-3anpoca u cienyer npasuiam
g coctaBHEIX MIME-nanneix B coorBeTcTBrU ¢ RFC 2045.

Ka;leaﬂ YacCTb JOJIKHA COACPKATh:

3arosioBouHoe moje «Content-Dispositiony», nMmeromee 3HaueHue «form-datay;

— arpubyr «name» mons «Content-Disposition», HUMeOmUN 3HAaYeHHE, pPABHOE
HAaMEHOBAHMIO BXOJHOTO Tapamerpa (CM. HWXKE TaOJHMIBI C ONMHMCAaHHMEM BXOJHBIX
MapaMeTPOB COOTBETCTBYIOIINUX METOJIOB);

— atpudyrt «filenamey moss «Content-Dispositiony, mpuHUMarOIIUii 3HaYECHHE;

— 3arojoBo4yHoe mone «Content-Type», mpuHUMAaromiee 3HAYECHUE B 3aBUCHMOCTH OT

KOHTEHTA, TIePeIaBaeMOro B YaCTH:
BXOJIHBIE MTapaMeTpbl GpyHKImU (cM. pazmen 3.8.1): «application/xmly;

OuomeTrpuueckuii obOpazer: B 3aBucuMoctd oT MIME tuna BrnoxeHus -
ouomerpuueckoro odpasiia, perucrpupyemoro B EBC (cm. pasmen 3.8.1).
Crnenyetr oTMeTuTh, uTo boundary (rpanuiia) — 3TO MOCIEAOBATEIHLHOCTh OANTOB, KOTOpas HE
JOJI’KHA BCTPEYATHCS BHYTPU 3aKOIUPOBAHHOTO MPEACTABICHUS TaHHBIX YacTH.
B xaxmom HTTP-3ampoce mpucytcTByer Habop 00s3aTeIbHBIX MapamMeTpoB il KOHKPETHOTO

Mmetoza. TekcToBble 3HaUEHHs MapaMeTpoB nepenatorcs B koguposke UTF-8.

3.3.Ucnoan3yembie B API Anantepa koanl orBeroB HTTP

[IpenocraBnsembie Anantepom cMexHbM cucteMaMm APl ucnonb3ytor xonbl orBeToB HTTP,

MPUBE/ICHBI B TA0JINIIE HUXKE.

Kox oTBeTa IMpumeyanus
200 OK Br13oB MeTona 3aBepmmics yenemso. Otset Cepsepa BxitoueH B HTTP BODY.
302 Found BbI130B MeTO/1a 3aBepIINIICS YCIICUIHO, TpeOyeTcs epeHarpaBieHIe MOIb30BaTes.

400 Bad Request (Bbi3oB MeToja 3aBepiinjcs C OIIMOKOW Ha CTOPOHE KIMEHTa (BBI3bIBAIOIICH
cuctemsbl). Kon ommbku Bximtouen B HTTP BODY.

401 BrzoB meroma 3aBepmwiics ¢ OmMMOKOW: 3ampoc 3alMIIeHHOro pecypca 0e3
Unauthorized MPEIOCTAaBIICHUsT HEOOXOAMMBIX JAHHBIX AaBTOpPU3alMU (OTCYTCTBYET MapKep
JIOCTYyTIa, OMHOKa MPOBEPKH MapKepa JOCTYIa U T.11.)

500 Internal | Bei3oB Metona 3aBepimsics ¢ omubkoit Ha ctopore cepsepa (EBC). Kox omubOku
Server Error BkimoyeH B HTTP BODY.

Bce ycnennbie oTBeTHI, He TpeOyIOIIKE ITepeHanpaBiIeHHsl OIb30BaTENs:

— coaepxat kox orsera HTTP 200;

- Bo3BpamaoT JSON 00BEKT cO 3HaUCHHSIMM BBIXOJIHBIX MapaMmeTpoB merona B HTTP
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BODY, B ciny4yae Haiuuusi BBIXOJHBIX IMapaMeTpOB B OTBETE. THUN KOHTEHTA -
«application/jsony.

Bce ycnenrabie 0TBETHI, TPEOYIOIIUE MIEpEHATPABICHUS TIOJIb30BATEIIS:

- B 3arooBke Location ykazan URL, Ha KOTOpbII HE0OXOAMMO MEpeHANpPaBUThH
I10JIb30BATEJI.

Bce cuaxponnbie 0TBeTH ¢ omnOkoi cmexHbIM cuctemam (JJbO KO u UC KO):

— coaepxkat kox orBeta HTTP 40x unu 500;

— Bo3BpamarT JSON o0bekT ¢ ommcanuem ommbkn B HTTP BODY. Tun koHTeHTa
«application/jsony.

[Ipumeuanue: B OTAENBHBIX clydasx ((paTanpHas omrOka Ha CTOPOHE AJlanTepa) OTBETHI C KOJIOM

HTTP 500 moryT ne conepxxarb HTTP BODY.

[Tpumep oTBeTa C OIIMOKOIA:

HTTP/1.1 401 Unauthorized

Content-Type: application/json;charset=UTF-8

"code": "ADR-0003",

"message": "HemelMCTBUTEJIBHBIM TOKeH pnocryna'"

B cnydyae BO3HMKHOBEHHS OHIMOKM B THPOLECCE BBINOJHEHHUS MPOTOKOJIA yJaleHHON
UAeHTUUKAIMK (BHYTpeHHUE oMok Anantepa, omnOku B3aumoseiicteus ¢ ECUA u EBC, ommnbku
00paboTKH 3aIpOCOB Mob30oBarels K BHemHeMy API Bepudukarun), Ananrep:

- nepenaet B JIbO KO kox ommbku u ee onucanue (cM. pasaen 3.6.1);

- nepeHarpanisier nojas3oBaTens Ha BHemHUM API Bepudukanuu 16O KO (noctynHblil u3
ceru UuTtepuer) URL 15O KO (cwm. paznen 3.7).
3.4.Buytpennuii API Bepudukanuu Axanrepa

Hcnons3yercs IBO KO s crapra mpouecca ayreHTu(duKanuu ¢ ucnoib3zoBanueM ECHUA u

EBC. BbI130BbI OCYIIECTBISIOTCS B Mpeierax KOHTpoiupyemoit 30ub1 KO.

AcHeKT peaju3anuu Peanuzanus
TpaHcHOpPTHBII NPOTOKOI HTTPS
Ayrentuduxanus Bei3biBaroniei| Authorization - o0si3aTebHBIN 3aroJI0BOK B 3aIIPOCe.
CTOPOHBI Nwmeer BHJ Authorization: Bearer
TOKEeH_J0cTyna. TOKeH AO0CTyna MpOIMUCHIBAETCS B KOH(UTYpaIUH
Ananrepa u Beiiaerca [1110 JIBO KO.

3.4.1. ®yukuus "Co3nanue ceccuud B Aganrtepe'

BeseiBaercst IO KO s crapra mporecca yAaajaeHHON HICHTU(GUKAIMH C HCIIOJIb30BaHHEM
ECHA u EBC. Pe3ynbraTom SBIISIETCS CO3/IaHNE KOHTEKCTA CECCUU B AlanTepe, HACHTU(DUIIUPYEMOIA TTO
nonydeHHomy ot JIBO KO unentudukaropy.

[Mognepxusaemsliit Meron HT TP 3ampoca:



POST

[TyTh, oTHOCHTEIBHO Oa3oBoro URL:

/vrf/create

3aFOHOBKHSaHpOCW

Authorization:

Content-Type:

Bearer {{token}}

application/json

T'ne,

{{token}} - token mocryma JIbO KO x API.

Bxoansie mapamerpsl B Tene 3amnpoca B hopmare JSON:

ITapamerp |Tun nannbix| O0si3aTeIbHOCTH Onucanne
sid uuID Ia W neHTuduKaTOp CECCHH.
dbo_ko_uri |Ctpoka Ha URL "API nosnyuenus pesynabrara
Bepudukanmu JIBO KO", Ha koTopwii Amamnrep
JOJDKCH  BEPHYTh  pe3yabTaT  OHOMETPHYECKOM
Bepudukanuu u [1/1H nonp3oBarens
dbo_ko_pub|Crpoxka Ha [Ty6nuunbiii (moctynubii u3 cetu Muteprer) URL
lic_uri JAbO KO, Ha xoropblii Apjantep  JOJDKEH

NNepCHANpaBUTh IOJB30BATCIIA B ClIydac YCICHIHOI'O
3aBCPIUICHUA IIponecca ynaneHHoﬁ HﬂeHTH®HKaHHH
WJIM BOBHUKHOBEHUS OIIMOKH.

YCHenHeplii OTBET: BBIXOAHEIE napamMeTpbl OTCYTCTBYIOT.

ITpumep 3ampoca:

Authorization:

Content-Type:

"dbo ko public uri":

POST /api/vl/vrf/create HTTP/1.1

application/Jjson

Bearer FAEAOS5D4EE948CEAO31ACELOECDAE49

"sid": "5b9dcd00-71a6-4293-ac6c-f367a2ebef7£f",
"dbo ko uri": "https://192.168.0.2/path",

"https://dbo.test.bank.ru/public-path"

IIpumep otBera:

Content-Type:

HTTP/1.1 200 OK

application/json;

charset=UTF-8




[TpuknanHbie OMIMOKH:

Koa orBera [3HaueHme mapamerpa Onucanue (mapamerp «message»)
HTTP «code»
500 ADR-0000 Buytpennss ommbka API
400 ADR-0001 3ampoc He COJIEPIKUT 00s3aTeTHLHOTO IMapamMmeTpa
400 ADR-0002 Hesepurbie napameTpsl 3ampoca
401 ADR-0003 HenelicTBuTenbHbIN TOKEH A0CTYMA.

Ommbka ayrentudukanuu BbI3bBatomei crtoponsl (JJbO KO
umu UC KO) no Tokeny aocryna

400 ADR-0200 Ceccus yxe CyIecTByeT

400 ADR-0203 HeBanuanerit Authorization Bearer

500 ADR-0205 Buytpennss ommbka rpu padore ¢ 6a30i JaHHBIX

500 ADR-0206 [lombITKa mepexola CEcCHU TOJIB30BATENsl B 3alpelieHHOE
COCTOSIHHE

3.5.Bueminuii API Bepudukauun Aganrepa

Hcnonbs3yercs nonb3oBareneM (Opay3ep Wid MOOMIbHOE MPHIIOKEHUE) ISl ayTeHTU(UKALIUU C
ncrojipzosanneM ECUA u EBC.

BzaumopeiictBue ocymectBisercs no 3amuiieHHoMmy kanany (HTTPS c poccuiickumu wnu,
OMNLIMOHANBHO, 3apy0exxHbIMU KpunTorpadpudeckumu anroputmamu. HTTPS tepmunupyercs na TLS-

HuI03€e Ananrepa.

AcCHeKT peajm3anum Peann3zanmusa
TpancnopTHBII (HTTPS c poccuiickumu KpuntorpaguyecKkuMu alropuTMaMu, 0JTHOCTOPOHHSS
IIPOTOKOJI ayTeHTU(UKaLus cepBepa)

3.5.1. ®dynkunusa "3anpoc mojb30BaTeNs HA HAYAJI0 ayTeHTHUKaAUN"

BeI3bpIBaeTcs osbp30BaTeneM Ui cTapTa mpolecca ayTeHTUGHUKAMU ¢ ucnoiabzoBanuem ECHA
u EBC. PesynbraTtom siBisercs nepenanpasienue Ha ECUA nis ayreHTHHUKAIIMY TOTIh30BaTENs.

[Moxnepxusaemeiit meroq HTTP 3ampoca:

GET

[1ytb, oTHOCUTENBHO 6a3oBoro URL:

/public/authentication?sid={{sid}}

Bxonnsie mapamerpsl B URL 3amnpoca:

IMapametp Tun O06s13aTEJILHOCTD Onucanue
JAHHBIX
sid UuID Ha BuytpenHuii uneHTH(UKATOp CECCUM, NEPEAAHHBIA B
Ananrep

VYcnemHpIM 0OTBETOM SIBJISIETCS BO3BPAT BBI3BIBAIOIIEH CTOPOHE cPOPMHUPOBAHHOTO 3aIipoca s
nepeHanpasieHus Ha ECUA ¢ nienbio ayTeHTH(UKAITMN TTOJIH30BATES.

BrixoaHbie napaMeTphl




ITapamerp| Tum |O0s3aTeJBbHOCTH Onucanue
JAAHHBIX

client_id |Crpoka |/a Muemonrnka Ananrepa KO, 3apeructpupoBannas B ECUA

scope Crpoka |/la Koncranra: "openid, bio"

state Crpoka |la Habop cimydaiiHBIX CHMBOJIOB, UMEIOMUNA BUA 128-OUTHOTO
uACHTUHUKATOpa 3ampoca (HEOOXOAMMO Ui 3aIlUThl OT
nepexmara), renepupyercs o cragaapty UUID.

redirect_uri|Crpoka |/a Ccouika, 1o koropoit ECHMA  jomkHa — HampaBHTh
I10JIb30BATENs IOCJIE TOro, Kak oH aBropusyercs B ECUA u
JIaCT pa3pelieHre Ha JOCTYI K o0JacTsaM JocTymna (mapameTp
scope)

cookie Crpoka |[a Wnentudukarop ceccun kimeHTa. [lepemaercs B 3arojoBke
orseta "Set-Cookie™.

[IpuknanHeie omuoOKu
Omnodxa Kon Onucanne
Ceccus He CylIeCTBYET Ceccus sid He cymiecTByeT
Hesepnbie mapameTpsl 3ampoca Hesepnbie mapameTpsl 3ampoca

3.5.2. ®yukuus "loayyeHue 1ocTyna k ouoMerpuyeckoii Bepupukanuu"

BrI3biBaeTCs IOJB30BATEIEM  IIOCHE

YCIICHIHOTO  MOJIYYCHHA KOJa aBTOpU3alHuU  IJId

scope="openid, bio" B ECUA. Knuenry nepenarorcs naHHble Juis nepeHanpanieHus Ha EBC mns

IMPOBCACHU A 6I/IOMeTpI/I‘IeCKOﬁ BepI/I(i)I/IKaI_[I/II/I II0JIB30BAaTCIIA.
BxozHble mapameTpsl

IMapamerp] Tum |O0si3aTe/ILHOCTH Onucanue
JaHHBIX
auth_code |Ctpoka |/la Konx aBropusanuu codel mist scope=«openid, bioy
base64
state Crpoka |[la HaGop ciyuallHBIX CHUMBOJIOB, UMMM BUj 128-OUTHOTO
uaeHTudukaTopa 3ampoca (HEOOXOAMMO [UIsl 3alIUTBl OT
nepexsara), reaepupyercs no cranaapty UUID.
cookie Crpoka |[la Wnentudukatop ceccun kiueHTa. IlepemaeTcst B 3arojioBKe
3ampoca «Cookiey.

VYcnenselii OTBET

B cnyuae ycmemHoro orBeTa Bo3Bpainaercsi coobmieHue, conepxkamiee URL BeO-hopmbr u

uaentuduxartop ceccun B EBC ans nepeHanpapieHus KJIMEHTA C 1ENbI0 MPOBEACHUS OMOMETPUYECKOM

BepU(pUKALUU TI0JIb30BaTEIS.

Onbku

Oumoka

Kon Onucanune

Ceccus He cylIeCTBYET

Ceccus CoOKie He cymiecTByeT

HesepHeiii state

HesepHsbiii napamerp state

Hesepnble napaMeTpsl 3arpoca

Hesepnble napameTpsl 3ampoca

HeneiicTBuTenbHbIN KO aBTOpU3ALUN

OmmbKa MpoBEepKHU KoJja aBTOPU3ALUH




3.5.3. ®ynkuus "llepenaua pesyabTara Bepupuxanuu'

BrI3bIBaeTCs moJIb30BaTENIEM MTOCIIE TIPOXOKACHU OnomeTprueckoit Bepudukanuu B EBC.

BxonHble mapameTpsl

MMapamerp | Tunm |O06s13aTEILHOCTH Onucanue
JAAHHBIX
verify_token|Ctpoka |Her [IpucyrcTByeT, B CiIy4ae YCICUIHOTO MPOXOXKICHHS

M0JIb30BaTEIEM OroMeTpuyecKoit BepUPHUKAILUH.
KonTtponbHoe 3HaueHue (YHUKaJIbHBIA WACHTU(DUKATOD,
co3nannbiii EBC miiss ECUA), Heobxoaumoe 11st 3aBEpIICHHS
npoueaypsl ayrentudukarmun B8 ECUA mocie monydeHus
pe3ynbTaTta BepuduKaiim.

expired Yucio

Her

[IpucyTcTByeT, B CiIy4ae yCIEUIHOTO MPOXOXKIACHUS
MOJIb30BaTeIeM OMOMETPUIECCKON BepU(PUKALIUH.

Bpewms npekpaiiienus necTBUs pe3ynbTata OMOMETPUYECKOM
Bepudukanuu nons3oBarennst B ECUA, B muuncekyHaax ¢ 1
aaBaps 1970 r. 00:00:00 GMT.

[locne yka3aHHOro B HapaMeTpe MOMEHTa BPEMEHU
MOJIyUYEHUE CIEUATbHOIO MapKepa I0CTyla CO CKOYIIOM
ext_auth result B8 ECHA OyneT HEBO3MOXKHO.

state Crpoxa

Ha

Habop ciywaiiHbIX CMMBOJIOB, UMEIOIIHI Bua 128-0MTHOTO
uaeHTudukaTopa 3ampoca (HEOOXOAUMO IS 3alIUTBl OT
nepexsara), reaepupyercs no cranaapry UUID.

cookie Crpoka

Ha

Unentuduxatop ceccumn kiueHta. llepenaercs B 3arosnoBke
3anpoca "Cookie".

Y cnenHeii OTBET

YCHenHbpIM OTBETOM SIBJISETCS BO3Bpar BBI3BIBAIOIICH CTOPOHC (KJ'II/ICHTY) C(l)OpMI/IpOBaHHOFO

3arpoca AJis IIEpeHaIpaBJICHUA Ha ECHA ¢ OCIIBIO aYTeHTI/I(i)I/IKaI_II/II/I IIOJIB30BATCJIA.

Brixonnsie napaMeTphbl

IHapamerp | Tun |O0s3aTEJBHOCTH Onucanne
AAHHBIX

client_id Ctpoka |[la Muemonuka Anantepa KO, 3aperucrpuposannas 8 ECUA

scope Crpoka |[la KoncranTa: "openid, ext_auth_result"

state Crpoka |lla HaGop cmywyaliHbIX CHMBOJIOB, UMEIOITHI BU 128-O0MTHOTO
uAeHTUHUKATOpa 3ampoca (HEOOXOAMMO MJsi 3aIIUTHl OT
nepexsara), reaepupyercs no cranaapty UUID

verify_token|Ctpoka |Her [TpucyrcTByeT, B Ccily4ae YCHENIHOTO IPOXOXKICHUS

10JIb30BATEIEM O6uomeTpuyecKon Bepudukanuu.
KonTtponbHoe 3HaueHue (YHUKaJIbHBIA WAEHTU(UKATOD,
coznanublit EBC miis ECHA), Heo6xoauMoe 71s 3aBepIleH st
nponenypsl ayreHtudukanmuu B ECHMA mocne momydenus
pe3yibTara BepupUKAIUH.

[TpuknaaHbie OMUOKH

Oumoka

Kon

Onucanue

Ceccus He cylIeCTBYET

Ceccus CoOKie He cymiecTByeT

HesepHriit state

HesepHsbiit napamerp state




Hesepnble napaMeTpsl 3arpoca Hesepnble napaMeTpsl 3ampoca

Bpemss  mnpekpameHus — OeHCTBHUSA Bpems JIEUCTBUS pe3yibrara OuoOMeTpHUECKON
pe3yJIbTaTta IpPEBHILIEHO Bepudukanuu nonb3osaress B ECUA npesbliieHo

3.5.4. ®yukuus "losyyeHue cnequaIbHOIO NapamMeTpa 3aBepuieHus NPoToKoJa"

Boi3biBaeTcss  mosib3oBaTeneM  IOCHE  YCHEIIHOTO TMOJY4YeHHs KOoJa AaBTOpU3ALMU IS
scope="openid, ext auth result" B ECUA. Pe3ynbrarom siBiisieTcsi Bo3Bpat mojs3oBarento (B8 MIT KO
Wi Opaysepe) CrenuaabHOro napamerpa res_Secret, KoTopslil mojp30BaTeNb qainee npeabssiuser J[bO
KO nns Bemonnenus 6usHec-onepanuu B JJbO KO ayrenTudumpoBaHHbIM 00pa3oM.

BxonHble mapameTpsl

IHapamerp| Tum |O0s3aTEJBHOCTH Onucanne
JTAHHBIX

auth_code |Ctpoka |/la Ko aBropusanuu code2 mist scope="openid, ext_auth_result"”
base64

state Crpoka |/la HabGop cnyuyaiiHbIX CMMBOJIOB, UMEIOIMUNA BUJ 128-O0UTHOTO

uACHTUPUKATOpa 3ampoca (HEOOXOAWMO sl 3allMThl OT
nepexsara), reaepupyertcs no ctanaapty UUID.

cookie Crtpoka |[la WUnentudukarop ceccuu kiueHra. Ilepemaercsi B 3arojioBKe
3ampoca "Cookie".

VYcnenselii OTBET

BeIxonHbIE TAapaMeTphI

IMapamerp| Tum |OO0s3aTe/ILHOCTH Onucanue
JAAHHBIX
res_secret |Ctpoxka |Her IIpucyTcTBYeT TONBKO B Ciydae YCHEHIHOTO ITPOXO0KICHHS
base64 MOJIb30BaTeIeM MPOTOKOJIA MPOBEIEHUS UACHTU(UKALUN U
ayTeHTHUKAITTT

MMOJIb30BATCJIA, 3allPAlINBAOIICTO JOCTYII K peCypcaM KO.
HapaMeTp, C MCIIOJIB30BAHHUEM KOTOPOIo JaJIeC NPOUCXOJUT
B3aMMOJECHCTBHE IOJb30BaTEN U KO

Ommokun
Omnoka Kon Onucanmne
Ceccust He CyIIECTBYET Ceccus cookie He cymiecTByeT
Hegepnbrii state Hegepnriit napametp State
Hesepurie mapameTpsl 3ampoca Hesepurie mapameTpsl 3ampoca
HeneiicTBuTeNnbHBIN KOJI aBTOPU3ALIAN OmmbKa MpoBEPKHU KOAa aBTOPU3AITIT

3.6.Cnenmnpuxanus API noaydenus pesyiasrara Bepupukanuu 160 KO

JBO KO nomxen peannzoBaTh GyHkIu0 ganHoro APl @yHkius ncnonas3yercst Agantepom s
nepenaun B JIBO KO pesynprata BBINOJHEHHS MNPOTOKOJIA YNAICHHOW WICHTU(DUKAIUH C
ucnons3oBanueM ECHUA un EBC, IIJIH nonb3oBaTens. BpI30BbI OCYLIECTBISIOTCA B Ipeaenax

KOHTponpyemoit 30861 KO.



B cnydae ycrnemHoro BblnojgHeHHs npoTokona, B JIbO KO nepenaercs pe3ynbTaT yaaaeHHOU
unentudukanuu, 1[0 monp3oBaTens, cnenuanbHBIN mapaMmerp "'res_secret”, KOTOphIi MOJIb30BaTEINb
npeabsBisier JIbO KO pmns Bemonnenus OusnHec-omepanuu B JIBO KO ayrenTndummpoBaHHbIM
00pazomM.

B cnyyae BO3HUKHOBEHHs OIIMOKM B TMPOILIECCE BBIMOJHEHHUS MPOTOKOJA YHaJEHHOM
unentuduxanuu Anantep nepenaet B JJIbO KO xox u onucanue ommoOKu.

[Ipuknagubie ommoOKU, KoTopble Axantep MoxkeT BepHYTh B JIBO KO:

3HayeHHe mapamMeTpa Onucanue (mapamerTp «message»)
«code»

ADR-0000 Bayrtpennss ommboka API
ADR-0001 3anpoc He COAEPKUT 0053aTeNBHOr0 MapaMerpa
ADR-0002 HeepHbie mapameTpsl 3ampoca
ADR-0201 Ommbka popmuposanus I11 nns 3anpoca 8 ECUA
ADR-0204 Hcrekito Bpems KU3HH CECCUH
ADR-0205 Buytpennsas ommulka mpu padote ¢ 6a30i JaHHBIX
ADR-0206 [TombITKa TIEpexo/1a CECCUU TOJIb30BATEISI B 3aIIPEIICHHOE COCTOSTHUE
ADR-0207 Ommoka pu otnpaBke 3anpoca B ECUA
ADR-0208 [Tonydeno coobuienue 06 omudke ot ECUA
ADR-0209 Oummoka popmara gannHbIx nonydeHHsix u3 ECUA
ADR-0210 Omunbxka otnpasku 3anpoca B EBC
ADR-0211 ITonmyuyeno cooGmenue 06 omubdke or EBC
ADR-0212 Omunbka popmara 1aHHBIX oay4eHHBIX U3 EBC

3.6.1. ®ynkuus "losryyeHue pe3yabTara yaajJeHHoH uaeHTHPUKanuu"

Ananrtep BbI3bIBaeT jAaHHyo ¢yHkuuioo ans nepenaun B JIbO KO pesysnbrara BbIIOIHEHHS
npoTokosa ayTeHTuukanuu ¢ ucnonb3oBanueM ECHUA u EBC, I1/1n nonb3oBarens.
Ananrep ocymectniser BbizoB Ha URL, nepexannsiii JIbO KO B mapamerpe dbo ko uri npu

BbI30Be pyHKIMU Anantepa "Co3naHue ceccuu B Ananrepe".

IHognepxusaemsiii Meron HTTP 3ampoca:

POST

URL 3anpoca k ngannoit pynkmuu API JIbO KO:

{{dbo_ko uri}}

I'ne,
{{dbo_ko_uri}} - URL "API monyuenwus pe3ynasrara Bepudukanuu J[bO KO", koropsrii
owu1 mepenan Ananrepy ot JIbO KO nipu BeizoBe ¢hynkumn "Co3znanue ceccuu B Ananrtepe"

(cM. pa3gen 3.4.1) B KOHTEKCTE CECCHH C UACHTHPHKATOPOM sid.

3aroJioBKH 3ampoca:

Content-Type: application/json

Bxoanble mapameTpsl B Tene 3ampoca B hopmate JSON:




IHapamerp

Tun 1aHHbBIX

0O093aTeIBLHOCTD

Onucanue

sid

UuID

Ha

OO0s13aTenbHBIN TapaMeTp.
Unentudukarop ceccuu

auth_result

byneo
BBIPAXKECHHE

Ha

OO0s3aTeNbHBIN TapaMeTp.
Pesynbrar mpouecca ymaneHHOW HICHTU(DUKAIUU C
ucnosb3oBanreM ECUA u EBC

code

Crpoka

Her

HeoOs3arenbHbIi mapameTp.

[IpucyrcTByeT TOJIBKO B Cllyda€ BO3HUKHOBEHHS
omMOKN  BBIMOJHEHHUS  TIpoliecca  ynajJeHHOM
uneatudukamy ¢ ucrnons3oBanueM ECUA u EBC.
Konx ommokwu.

message

Crpoka

Her

HeoOs3arenpHblii mapamerp.

[IpucyrcTByeT TOJIBKO B CJlydae BO3HUKHOBEHHS
OMMOKKA  BBIMIOJIHEHUS  Mpoliecca  yAaJeHHOU
unentudukanuu ¢ ucnosnb3oBanueM ECHUA u EBC.
Ornucanue omuoOKH.

res_secret

Crpoka

Her

HeoOs3arenpHbIi TapameTp.

[IpucyrcTByeT TOJIBKO B  Clydyae yYCHEIIHOTO
MPOXOXKACHUS TOJIb30BATENIEM Ipolecca yAaaeHHOU
unentudukanuu ¢ ucnois3opanueM ECHUA u EBC.
[TapameTp, C UCHOJB30BaHHEM KOTOPOTO Jajee
MIPOUCXOAUT B3aUMO/IeHcTBUE MoIb30Barens u KO

extended_result

Crpoxka

Her

Heobs3arenpHbIil mapameTp.

[IpucyTcTByeT TONBKO B  Cllydae YCHEHIHOIO
IIPOXO0XKIECHM T10JIb30BATEIEM MPOLECca yIaICHHON
uaeHtudukauu ¢ ucrnonszoBanneM ECHUA u EBC.
Pacmmpennslit pe3yabTar BepHU(UKaLINH,
nonyueHHeld ot  EBC, copepxamuii cTeneHu
cxoskecTH (001ast ¥ 1Mo Kaxa0u U3 MOJIaTbHOCTEH ).
[Tapametp nepenaercs B popmate JWT TokeHa.

user_data

Maccus

Her

Heo0s3aTenpHbli TapameTp.

[IpucyrcTByer TOJNIBKO B cilydae  yCHEIIHOIO
MIPOXO0XKACHU II0JIB30BATEIEM IMIPOLECcca yIaIeHHON
uaeHtuduxauu ¢ ucnonaszoBanueM ECHUA u EBC.
[Tonyuyennsie u3 ECUA I1/In nons3oBarensi.

YCHenHepiii OTBET: BBIXOIHEIE napaMeTpbl OTCYTCTBYIOT.

HpI/IMCp 3arpoca B Cliyda€ BO3HHUKHOBCHUSA OIIMOKK BBHITTOJHCHUS mponecca y,Z[aJICHHOI\/'I

unertudukanuu ¢ ucrnons3oBanueM ECUA u EBC:

Content-Type

"message":

"3anpoc He

POST /api/dbo ko uri path HTTP/1.1

application/json

"sid": "5b9dcd00-71a6-4293-ac6c-f367a2ebef7£f",
"auth result": false,
"code": "ADR-0001",

COOEPXUT 00A3aTeJIbHOTO HapameTrpa"




[Ipumep 3ampoca B ciydae YCHEIIHOTO MPOXOXKJIEHUS MOJb30BaTelieM IMpoliecca yIaleHHON

uneHtudukanuu ¢ ucnoip3oBanueM ECHUA u EBC:

POST /api/dbo ko uri path HTTP/1.1

Content-Type: application/json

"sid": "5b9dcd00-71a6-4293-ac6c-f367a2ebef7£",
"auth result": true,
"res secret": "8lecba78-26e5-438e-a6d4-1£15d91c9d7c",

"extended result": "
eyJraWQiOiIyNTE4ZDNhMyO5NTcOLTRKOTMtODQOYSOwZJIwNJE2YTI3M]QiLCJ0eXA101JKV1IQiLCJhb
GciOiJHT1INUMzQxMCJ9.eyJyZXN1bHQiONnRydWUsINN1YiI6IjEwWMDAZMTYS5MTELILCIJhdWQi0iJUS19VQ
INfREVWIiwibmdmIjoxNTUzMDAXNjgxLCIJpc3MiOiJVQINfREVWIiwibWEF0Y2gi01iJ7XCIvdmVyYWxsXC
IOMS4AWLFwiZmFjZVwiOjEuMCxcInZvaWN1XCI6MS4wfSIsImV4cCI6MTUIMzZAWM ] I4MiwiaWFOIjoxNTU
zZzMDAXNjgwfQ==.BxQtSa5H7xpEZ n8xiyylF1D-

RiQDCDFGnucN6GCkmBKOWYOAxXXNE18TTNI9WLNOoYGBCEmMD1IRPNQhrDe4 SpHFgA==",

"user data": {
"lastName": "MeBanor",
"addresses": {
"stateFacts": ["hasSize"],
"size": 2,

"eTag": "EDBE4592683C4BC61B17D5100BE462A00504A99D",

"elements": [{
"stateFacts": ["Identifiable"],
"id": 626
21,
"type": "PLV",
"countryId": "RUS",
"addressStr": "r MpkyTrck, yJa 2-a MockomBckasa",
"fiasCode": "65d77bbf-d002-4ecd-8390-583ccfdbf034",
"zipCode": "664014",
"region": "UpkyTckas",
"city": "MpxyTck",
"street": "2-ga MockoBckasa",
"house": "77",
"eTag": "1DFABE9B957174C89E6FAE6132F6FCI9D
5071E5F8"

boo A
"stateFacts": ["Identifiable"],




"id": 62620,

"type": "PRG",

"countryId": "RUS",

"addressStr": "r Boponex, yn Mockoeckaa",
"fiasCode": "fc60c716-57f2-461a-8a21-52d6ca7d650a4",
"zipCode": "394018",

"region": "BopoHexckasa",

"city": "Bopouex",

"street": "Mockorckaa",

"house":

myw,

"eTag": "55730F91FF9B78767C105A0ESA09D31585C1496F™"

}y
"verifying": false,
"gender": "M",
"documents": {
"stateFacts": ["hasSize"],
"size": 1,
"eTag": "2778RA43AB950AE02B8ESEC2CC8402E14E28C7C23",
"elements": [{
"stateFacts": ["EntityRoot"],
"id": 35801,
"type": "RF PASSPORT",
"vrfsS
tu": "VERIFIED",
"series": "1000",
"number": "200300",
"issueDate": "10.10.2010",
"issueId": "360005",
"issuedBy": "OBI mo lleHTpaJibHOMY PamoHy T'. Boponex",

"eTag": "EEA78C891874184E92214C3D8AA5782330CB6ACT"

}y

"citizenship": "RUS",
"inn": "645933077752",
"updatedOn": 16125
47779,

"birthDate": "10.04.1992",




"stateFacts": ["EntityRoot"],
"rIdDoc": 35001,
"firstName": "EBrenun",
"birthPlace": "r. UpkyTck",
"trusted": true,
"containsUpCfmCode": false,
"middleName": "BraamuMuposuu",
"eTag": "1193F6F084C35136D8845769C42DC5842CAF1EL6",
"snils": "000-000-000 31",
contacts": {
"stateFacts": ["hasSize"],
"size": 2,
"eTag": "FBCF47412B3E5F724419371B9745CE6A77D6C098",
"elements": [{
"stateFacts": ["Identifiable"],

"id": 14276100,

"type": "EML",

"vrfStu": "VERIFIED",

"value": "esldff@gmail.com",

"eTag": "1D2E54819C4D9676FEDO052DC52C9EC4AFS5D75522"

boo A
"stateFacts": ["Identifiable"],
"id": 14446190,
"type" : "MBT"’
"vrfStu": "VERIFIED",

"value": "+7(999)5888000",

"eTag": "2FES8A73E9A89BAASBIC334BIFCCTBE26E2FAB6CE"
}
]
s
"status": "REGISTERED"
IIpumep otsera 15O KO:

HTTP/1.1 200 OK

Content-Type: application/json; charset=UTF-8

[Mpuxnanueie ommbku Ha ctopone JIBO KO (peanmmsyer 15O KO):




Koxa orBera HT TP | 3Hauenne napamerpa «code» Onucanue (mapamerp «message»)

500 BNK-0000 Buytpennss ommbka 16O KO

400 BNK-0001 3ampoc He COAEePKUT 005A3aTeILHOTO TapaMeTpa
400 BNK-0002 Hesepnbie napameTpsl 3ampoca

400 BNK-0003 Ceccust ¢ yka3aHHbIM Sid He CylIecTByeT

3.7.Cneunpuranusi BHemHero API sepuduxanun 16O KO

JBO KO nomxen peanuzoBarh QyHKIUO AaHHOT0 API. BBI30BBI (yHKIIMU OCYILIECTBIISIOTCS U3

cetu MutepHet ot User Agent mosib3oBartess.

3.7.1. dyukuus "'Bo3Bpat noan3oBarens B 16O KO"

OyHKIMS UCTIONB3yeTCa AanTepoM Uit iepeHanpasienus (Bo3Bpata) User Agent monb3oBarens
B JIBO KO B city4yae ycrnemHoro BeIIOJIHEHUS TPOTOKOJIA MIIK BOZHUKHOBEHUS OLIUOKHU.

Jns mepenanpapieHus mnois3oBatenass Anantep BosBpamiaercs HTTP-kox 302. B 3aronoBke
Location ykazan URL, Ha koTopwlii TpeOyeTcs NepeHarpaBUTh IOJb30BATENsl U HEOOXOIUMBIE
napaMeTphbl.

Ananrtep ocymectBisier nepeHanpasienne Ha URL, nepemannbiii JIBO KO B mapamerpe
dbo_ko_public_uri npu Be13oBe dynkimu Anantepa "Co3nanue ceccuu B Ananrepe".

B cnydae ycnemHoro BemmonHeHus nporokoia, B JIbO KO nepenaercst pesynpTaT ynaleHHON
unentuukanuy, I1JIH nonp3oBarens, cnenuanbHbIM mapameTp "res_secret”, KOTOpbIi MOJIb30BATENb
npeabasiaser JIbO KO nns BemonHenust OusHec-onepanuu B JIBO KO ayreHTH(QHUIHMPOBaHHBIM
obOpa3zom.

3aronoBok Location:

{{dbo_ko public uri}}?res secret={{res_secret}}

T'ne,

{{res_secret}} - napamerp ycnenrHoro 3aBepuieHus POTOKOIA.

[Tpumep 3ampoca B ciaydae yCHEIIHOTo 3aBepIIeHuUs MPOTOKOJIA YIaTeHHON NACHTU(DUKAIIIN:

HTTP/1.1 302 Found

Location: {{dbo ko public uri}}?res secret=8lec6a78-26e5-438e-a6d4-1f15d91c9d7c

B cnydae BO3HMKHOBEHHS OIIMOKM B TIPOLIECCE BBHIMOJIHEHUS TMPOTOKOJA YAAJCHHOM

unentupukanu Ananrep nepenaer B JIbO KO xox u onucanue ommbku (cM. pasnen 3.6, GpyHKuus
b

"TlomyueHue pe3ynbraTa yaaleHHOU naeHTudukanun'"). 3ateM AanTep nepeHanpasiseT MoJIb30BaTeNs

Ha nyomunslit URL, nepenannsiii IBO KO B nmapamerpe dbo ko public_uri.

3arososok Location:

{{dbo_ko public uri}}?sid={{sid}}

T'ne,



{{sid}} - unenTrduKaTOp CECCHUU MOTH30BATEIIS.

[Ipumep 3ampoca (mepeHampapieHus mnojibs3oBarenss Ha dbo ko public uri), ecom ynaneHHas
UaeHTU(UKAIUS 3aBEPIINIACH C OMMMOKOM 1 KoJ1 olnOKu 0611 yenenHo nepenan B JIbO KO (cm. pa3nen
3.6):

HTTP/1.1 302 Found

Location: {{dbo ko public uri}}?sid=5b9%dcd00-71a6-4293-ac6c-f367a2ebef’f

B cnydae, ecnu mepemada koma u omnmcanus ommbOku B JIbO KO (cm. pasmen 3.6, pyHkius
"ITonyuenue pe3yabTara yaaaeHHON uaeHTuGuKaun') 3aBepIniach ¢ OIMUOKOM, AanTep B 3aroJIOBKe

Location nmepemaer 1onoJIHUTENbHBIN TapameTp ""code", 3HaueHue kotoporo pasHo "ADR-0004".

3aronosok Location:

{{dbo_ko public uri}}?sid={{sid}}&{{code}}

T'ne,

{{sid}} - unenTrdukarop ceccuu MOIH30BATEIIS.

{{code}} - npusnak HeyaauHOM OTHpaBKK Koaa u onucanus ommbku B JIbO KO "ADR-0004".

[Mpumep 3ampoca (nmepeHamnpanieHusi nonb3oBarens Ha dbo_ko _public_uri), ecnu ynanennas
uaeHTU(UKAIMs 3aBepIIriiack ¢ omuoOkon u koA omubku He Obul nepenan B JJbO KO (IAbO KO =ne

OTBETHJI WA OTBETUII C OIIUOKO¥):

HTTP/1.1 302 Found
Location: {{dbo_ ko public uri}}?sid=5b9dcd00-71a6-4293-ac6c-

f367a2ebef7f&code=ADR-0004

I'ne,
"ADR-0004" - kox omu0Oku otmpaBku pe3yibTara B IO KO.

3.8.Buyrpennuii API peructpauun Aganrepa

API ucnionszyercs 16O KO nis:

— mnoanucaHus Onomerpudeckux odpasuos nepes ornpaskoit B BC EBC na CM9B 3.

— TIOANHMCAHMA 3apocoB Ha mouck u peructpanmio Y3 kiueHta B ECUA (BC ECHA na
CMD3B 3);

— nposepku III CMOB 3.
BrI30BbI OCYIIIECTBISAIOTCA B IpeAeiax KOHTpoupyeMoi 30861 KO.

Peanmuzanus.




AcCHeKT peaju3anuu Peanuzanusa

TpaHcnopTHBIN TPOTOKOI HTTPS

Ayrentudukanus Bbi3biBaroleii| Authorization - o0si3aTenbHbIN 3aroJ0BOK B 3apoce.

CTOPOHBI Nmeer BUJI Authorization: Bearer
TOKEH_JiocTymna. TOKeH JOCTyIa MpONMUCHIBACTCS B KOH(MUTYparuu
anantepa u Boinaercs [HI1O IO KO.

3.8.1. ®yukuus «Iloanucarpb cooduienue 1jass CMIB 3»

@yHKIUA IPUHUMAET HA BXOJ:

— CMDB-KOHBEpT C 3apOCOM CBEICHMUI;

— ot Hyns 1o N (mapamerp koHpurypanuu Ananrepa, onpeaensercs suaom ceeaenuit EBC
Ha CMDOB 3) Bnoxenuit (moamuchiBaeMble AaHHbIE), ecnu TpeOyercs DI CMDOB-

KOHBepTa ¢ 3anpocoM Bujaa ceeneHuit EbBC.

®ynkuus noanepxkusaet Tpu tua CMOB-kouBepToB (T coobiienus 1t CMOB):

— SendRequestRequest
— AckRequest
— GetResponseRequest

NC KO npensaputensHo 10KHA chopMUpoBaTh Bce HE0OX0aAUMBbIe cinyxeOHble O1oku CMOB
3, 610k 3anpoca BC (nmpu nepenaye SendRequestRequest) u mpoBecTy Bce HE0OX0IUMbIE KAHOHU3ALIUN
u Tparchopmarmn XML.

Oynkius npu nonyyernn CMOB-konBepra Buza SendRequestRequest:

— HpOBO,I[I/IT aYTeHTI/I(l)I/IKaI_II/IIO BBI3I>IB8.IOH1€I>’I CTOpOHH 110 TOKeHy ,Z[OCTyTIa B 3aroJIOBKE
Authorization;

— OIpeaensieT COOTBETCTBYIONIUI TOKEHY JIOCTYIa KII0YeBON KOHTEIHep, cepTU(UKaT;

— HOPOBCPACT HECJICBOC HCIIOJIL30BAHUC AnaHTepa IIyTEM KOHTPOJIA I/I,[[CHTI/I(I)I/IKaTOpa BC

EBC nnun BC ECHA B CM3B-koHBepTE ¢ 3alIpOCOM CBEIECHUH.

— JUTsl KQXKJI0TO TIepeIaBaeMoTo BiIoKeHus (mapameTp attachment) mpoBepsieT COOTBETCTBUE
uaeHTH(OUKATOpa BIIOKCHHUS, YyKa3aHHOro B arpubyre Tira "AttachmentRef",
uaeHTH(UKATOpPY, yKa3aHHOMY B aTpuOyTe Nname 3arosioBka "Content-Disposition" gactu
multipart;

— IS KaXA0T0 NepeaBaeMoro BiokeHus cuntaercs xaur u JI1 B dopmate PKCSH#7,

— uaeHTU(UKATOPHI BIOKEHUH M cooTBercTBytomue uMm xam1, DI B dopmare PKCS#7

BKITIOUaroTCs B 0110k 3aronoBkoB u DI Broxenwnit ("RefAttachmentHeaderList™);

— oOmox "SenderProvidedRequestData", Bxmtouaromuii B cebs 3ampoc BC  (Omok
"MessagePrimaryContent™),  6mok  3aromoBkoB u  OIl  Brmoxkenuit (010K
"RefAttachmentHeaderList") u cayxeOusie 010k CM3B 3 (popmupyrcs MC KO),



n

noanuceiBaetcst Ol B dopmare XML Dsig (Amantep dopmupyer 0610k Ol
CallerInformationSystemSignature™).

rOTOBBIH K oTnpaBke (moanucanubiit II1) 6ok "SendRequestRequest” Bo3spamiaercs MC
KO.

Oynknus npu nonydeann CMOB-konBepra Buna AckRequest:

HpOBO,I[I/IT ayTeHTI/I(bI/IKaHI/IIO BBISBIBaIOH_[eI\/'I CTOpOHBI 110 TOKeHy I[OCTyl'Ia B 3aroJIOBKC
Authorization;

OTIpE/ICIISICT COOTBETCTBYIOMINI TOKCHY JIOCTYIA KIFOYEBOW KOHTEHHED, CepTUPHUKAT;

osok "AckTargetMessage" (bopmupyercss UC KO) noanuceiBaercs 11 B popmare XML
Dsig (Anantep ¢popmupyert 610k D11 " CallerInformationSystemSignature™)

TOTOBBIN K oTrpaBke (moanucanuwid DIT) 6mok "AckRequest" Bo3Bpamaercs C KO.

Oyukuus npu noxydennn CMOB-konBepTa Buna GetResponseRequest:

HpOBO,I[I/IT ayTCHTH(bHKaI_IHIO BBISBIBaIOH_[eI‘/'I CTOpOHLI I10 TOKeHy I[OCTyHa B 3aroJIOBKE
Authorization;

OTIpeIeNIIeT COOTBETCTBYIOINI TOKEHY JIOCTYIIA KIFOYEeBOI KOHTEHHED, CepTU(UKAT;

omok "MessageTypeSelector" (bopmupyercs UC KO) nmoanuceiBaercs JI1 B popmare
XML Dsig (Anantep ¢popmupyet 010k II1 " CallerInformationSystemSignature");

rotoBbIi K oTiipaBke (moanucanubiid JIT) 6mok "GetResponseRequest"” Bo3sparaercs MC
KO.

TpeboBanus k oopabaTsiBaeMbiM XML:

tun coobmenuss g1 CMDB:  SendRequestRequest,  AckRequest — wiu
GetResponseRequest;

st SendRequestRequest:

1) B XML nomxkHbl ObITh TpencTaBieHsl 0oku AttachmentRef ¢ atpubyrom
attachmentld; ycnoBue HyXHO cOONIOIATH, €CITM HA MPOBEPKY MPHIILIA
BJIOXKEHHUsI M JaHHble npeacTaBisitoT coboit BC "[lpuem 3asBneHuil Ha

OMOMETPHUECKYIO perUCTparuio';

2) opuruHanbHas ~ XML  gomkHa ~— comeparh — HEMyCTOH  OJIOK
MessagePrimaryContent;

3) B nepeaHHoN XML HEOOXO0IMMO HaJIn4yue 0JI0Ka
SenderProvidedRequestData;

4) BepxHuit 070K nepenanHoit XML (KoTopasi COIEpKUT TUTT OTIPABIIIEMOTO
CMDB-koHBepTa) M0DKHA CoAepKaTh aTpuOyT xmlins:ns2, comepskamuii
namespace-ccpUIKy Ha THIBI coobmiennii CMDB  (mampumep, urn://x-
artefacts-smev-gov-ru/services/message-exchange/types/basic/1.2);

s AckRequest B mepenannoit XML HeoOxoaumo Hammuue 6moka AckTargetMessage

KaK JOYEpHUH 371eMEHT KOPHEBOTO OJI0Ka;


urn://x-artefacts-smev-gov-ru/services/message-exchange/types/basic/1.2
urn://x-artefacts-smev-gov-ru/services/message-exchange/types/basic/1.2

— a1 GetResponseRequest B mepemanHOM 0OJioke HEOOXOJMMO Hajgudue OJoKa

MessageTypeSelector kak 1ouepHHiT 3JIEMEHT KOPHEBOTO OJIOKA.

[TognepxuBaembiii Meroq HT TP 3ampoca:

POST

[TyTh, oTHOCHTENBHO Oa3oBoro URL:
/reg/sign

3aros0BKH 3amnpoca:
Authorization: Bearer {{token}}

Content-Type: multipart/form-data

T'ne,
{{token}} - token nocryna MC KO k API.




BxonHble mapameTpsbl:

Iapamerp | Tun gannbix (O0A3aTeIBLHOCTH Onucanue
xml_payload |Yacts Ha CMDB-koHBepT 3ampocoM cBeaeHuii, kotopoe UC
multipart, noTpeouTeNs nepeaaeT B CMDB
application/xm (cootBeTcTBYROMIMIA 0110K) B hopmare XML.
|
attachment Yactp Obs3arensubiii  |[lepenaercs Bmecte ¢ CMOB-koHBepTOM BHIA
multipart, npu 3anpoce BC|SendRequestRequest u BC "IIpuem 3asBieHuii Ha
JIBOUYHBIC EBC OMOMETPUYECKYIO PETUCTPALIUIO".
JlaHHBIE ITonnuceiBacMblie JlaHHBIE (OuomeTrpuyeckuit
BIIO>KECHHSI, obpazerr monaneHocTu "Tonoc", "M3oOpaxenue
Content-Type muna"). Comcok yactet multipart/form-data ¢
3aBUCUT oT 3arosnioBkamu B Buje UUID BiioxkeHus1, yka3aHHOTO B
THIIa nepegaBaeMoM XML.
IIepe1aBacMor Cnucok UUID uacreii 3anpoca J10JIK€H COBNAIATh C
0 BIIOXKECHUS. ykazanHbiM crnickomM UUID Binoxenun B XML.
Kaxnas gacth comepxut ¢aill BIOXKEHHUs, KOTOPOE
HYXHO Oyner mnojamucarb. Takxke KaxJaas dYacTb
JOJDKHA cofepxaTrh cooTBeTcTByromui  Content-
Type BnoxeHUS.

BrIxoHBIE TApaMETPBI YCIEMHOIO OTBETA:!

ITapamerp| Tun ganHbIx |{O0A3aTEJBHOCTD Onucanne

signature |application/xml|/Ia lotoBeIid k otnpaBke (mommucanubiidi DI1) XML(61m0k
"SendRequestRequest™)

ITpumep 3ampoca:

POST /api/vl/reg/sign HTTP/1.1

Authorization: Bearer FAEAO055D4EE948CEAO31ACE10ECDAE49

Content-Length: 2297

Content-Type: multipart/form-data; boundary=—------—-—--—--——-—-—-——————-———————
fdeab0142d9d

—————————————————————————————— fdeab0142d9d
Content-Disposition: form-data; name="xml payload"

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?2>
<SendRequestRequest xmlns="urn://x-artefacts-smev-gov-ru/services/message-
exchange/types/1.2" xmlns:ns2="urn://x-artefacts-smev-gov-ru/services/message-

exchange/types/basic/1.2"




xmlns:ns3="urn://x-artefacts-smev-gov-ru/services/message-
exchange/types/faults/1.2">
<SenderProvidedRequestData Id="SIGNED BY CALLER">
<MessagelD>1a6d6f57-b7e6-11e7-be0f-3c5282dbde86</MessagelD>
<ReferenceMessagelD>1a6d6f57-b7e6-11e7-be0f-3c5282dbde86</ReferenceMessagelD>
<ns2:MessagePrimaryContent>
<RegisterBiometricDataRequest:RegisterBiometricDataRequest xmlns="urn://x-

artefacts-nbp-rtlabs-ru/register/1.2.0"

xmlns:RegisterBiometricDataRequest="urn://x-artefacts-nbp-rtlabs-
ru/register/1.2.0">
<RegistrarMnemonic>TEST01</RegistrarMnemonic>
<BiometricData>
<Id>ID-1</Id>
<Date>2017-07-31T16:54:52+03:00</Date>
<RaId>0c2c345f-cd7b-4011-9f3b-65095ab4cl86</Rald>
<PersonId>240631324</Personld>
<IdpMnemonic>ESIA</IdpMnemonic>
<Data>
<Modality>SOUND</Modality>
<AttachmentRef attachmentId="4fa53dd4-ca7d-4361-a736-
c935dcfae943"/>
<BioMetadata>
<Key>Voice 1 start</Key>
<Value>00.000</Value>
<Key>Voice 1 end</Key>
<Value>10.002</Value>
<Key>Voice 1 desc</Key>
<Value>digits_asc</Value>
<Key>Voice 2 start</Key>
<Value>12.601</Value>
<Key>Voice 2 end</Key>
<Value>20.199</Value>
<Key>Voice 2 desc</Key>
<Value>digits desc</Value>
<Key>Voice 3 start</Key>
<Value>22.001</Value>
<Key>Voice 3 end</Key>
<Value>30.102</Value>
<Key>Voice 3 desc</Key>

<Value>digits random</Value>




</BioMetadata>
</Data>
<Data>
<Modality>PHOTO</Modality>
<AttachmentRef attachmentId="b4582676-e6aec-497c-a60c-
27feb8525e84" />
</Data>
</BiometricData>
</RegisterBiometricDataRequest:RegisterBiometricDataRequest>
</ns2:MessagePrimaryContent>
<BusinessProcessMetadata />
</SenderProvidedRequestData>

</SendRequestRequest>

—————————————————————————————— fdeab0142d9d
Content-Disposition: form-data; name="b4582676-e6ae-497c-a60c-27feb8525e84";
filename="sign-testl.jpeg"

Content-Type: image/]jpeg

{{BuHapHoe cozmepxuMoe OQanna ¢ooTo Jamua}}

—————————————————————————————— fdeab0142d9d

Content-Disposition: form-data; name="4fa53dd4-ca7d-4361-a736-c935dcfae943";
filename="sign-test2.wav"

Content-Type: audio/pcm

{{BuHapHOe cozmepxuMoe OQanyia aynouo3almucu Irojoca} }

—————————————————————————————— fdeab0142d9d--

IIpumep otBera:

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8

<?xml version="1.0" encoding="UTF-8" standalone="no"?><SendRequestRequest

xmlns="urn://x-artefacts-smev-gov-ru/services/message-exchange/types/1.2"

xmlns:ns2="urn://x-artefacts-smev-gov-ru/services/message-

exchange/types/basic/1.2" xmlns:ns3="urn://x-artefacts—-smev-gov-

ru/services/message—-exchange/types/faults/1.2">

<SenderProvidedRequestData Id="SIGNED BY CALLER">

<MessageID>1la6d6f57-b7e6-11le7-be0f-3c5282dbde86</MessagelD>
<ReferenceMessageID>la6d6f57-b7e6-11e7-be0f-3c5282dbde86</ReferenceMessageID>

<ns2:MessagePrimaryContent>




<RegisterBiometricDataRequest:RegisterBiometricDataRequest xmlns="urn://x-
artefacts-nbp-rtlabs-ru/register/1.2.0"
xmlns:RegisterBiometricDataRequest="urn://x-artefacts-nbp-rtlabs-
ru/register/1.2.0">
<RegistrarMnemonic>TEST01</RegistrarMnemonic>
<BiometricData>
<Id>ID-1</Id>
<Date>2017-07-31T16:54:52+03:00</Date>
<RaId>0c2c345f-cd7b-4011-9f3b-65095ab4cl86</Rald>
<PersonId>240631324</Personld>
<IdpMnemonic>ESIA</IdpMnemonic>
<Data>
<Modality>SOUND</Modality>
<AttachmentRef attachmentId="4fa53dd4-ca7d-4361-a736-
c935dcfae943"/>
<BioMetadata>
<Key>Voice 1 start</Key>
<Value>00.000</Value>
<Key>Voice 1 end</Key>
<Value>10.002</Value>
<Key>Voice 1 desc</Key>
<Value>digits_asc</Value>
<Key>Voice 2 start</Key>
<Value>12.601</Value>
<Key>Voice 2 end</Key>
<Value>20.199</Value>
<Key>Voice 2 desc</Key>
<Value>digits desc</Value>
<Key>Voice 3 start</Key>
<Value>22.001</Value>
<Key>Voice 3 end</Key>
<Value>30.102</Value>
<Key>Voice 3 desc</Key>
<Value>digits_ random</Value>
</BioMetadata>
</Data>
<Data>
<Modality>PHOTO</Modality>
<AttachmentRef attachmentId="b4582676-e6ae-497c-a60c-
27feb8525e84" />

</Data>




</BiometricData>
</RegisterBiometricDataRequest:RegisterBiometricDataRequest>
</ns2:MessagePrimaryContent>
<ns2:RefAttachmentHeaderList><ns2:RefAttachmentHeader><ns2:uuid>b4582676-

eb6ae-497c-ab60c-
27feb8525e84</ns2:uuid><ns2:Hash>t57W10FV3nFxv8dNvi7kVTulz/eJ0Izh4aXdlEawpQ0=</ns
2:Hash><ns2:MimeType>image/Jjpeg</ns2:MimeType><ns2:SignaturePKCS7>MIIEzgYJKoZIhvc
NAQcCoIIEvzCCBLsCAQExDDAKBgYghQMCAgkFADALBgkaghkiG9wOBBwGgggMwMIIDLDCCAtugAwIBAgIT
EgAwWNDssYSeHmgR66gAAADAOOZAIBgYghQMCAGMwEzEJMCEGCSgGSIb3DOEJARYUc3VweGOydEBjcnlwd
G9wcm8ucnUxCzAJBgNVBAYTA1JVMO8wDQYDVQQHEWZNDL3Njb3cxFzAVBgNVBAOTDkNSWVBUTy1QUk8gTE
xDMSEwHwYDVQQODExhDU11QVE8tUFJPIFR1c3Q0gQ2VudGVyIDIwHhcNMTgxMjEyMTMyNTASWhcNMTkwMzE
yMTMzNTASW]A+MRAwWDgYDVQQDDAdteVI0ZXNOMQ8wDQYDVQQKDAZSVExhYnMxGTAXBgkghkiGO9wOBCQEW
CnR1c3RAJHMucnUwY zAcBgYghQMCAhMwEGYHKOUDAGI JAQYHKOUDAGIe AQNDAARALSydgt ZTKwIEC1+2F
UgL90Yn5y+hKuGkCDjGwar2AzbdWUOMSWIJEFEtQHION7wHS1w8koXvxHJI 97 r6zFvCN2qOCAWOwggFpMB
MGA1UdJQOMMAOGCCSGAQUFBWMEMASGA1UdDWQEAWIGWDAABGNVHQ4EFGQUZ 70y14Vyj4M3FQ+P29ypTLE
4h10wHwYDVROJBBgwFoAUFTEF8sI0a3mbXFZxJUpcXJLkBeoMwWQYDVROfBFIwUDBOoEygSoZIaHROcDov
L3R1c3RjY¥S5jcnlwdGO9wem8ucnUvQ2VydEVucm9sbCIDUL1QVEStUFJPITIwVGVzdCUYyMEN1bnR1ciUyM
DIuY3JsMIGpBggrBgEFBQcBAQSBnDCBmMTBhBggrBgEFBQcwA0ZVaHROcDovL3R1c3RjY¥YS5jcnlwdG9wem
8ucnUvQ2VydEVucm9sbC90ZXNOLWNhLTIWMTRfQ1JZUFRPLVBSTyUyMFR1c3Q1MiBDZW50Z2XI1MjAyLmN
ydDAOBggrBgEFBQcwAYYoaHROcDovL3R1c3RjYS5jcnlwdGOwem8ucnUvb2NzcCOvY3NwLnNNyZjAIBgYqg
hQMCAgMDQQA0eTnuXVpWLiCG052J1gkFsmD9g/nxgoPpTmj4WlYrS7b6I+0£4RM/ TudbcD7+vM25L5mxN
Bc80ozvEh5PkP831MYIBZTCCAWECAQEWgZYwEzEJMCEGCSgGSIb3DQEJARYUc3VwcG9ydEBjcnlwdG9wem
8ucnUxCzAJBgNVBAYTA1JVMQO8wDQYDVQOHEWZNDb3Njb3cxFzAVBgNVBAOTDKNSWVBUTy1QUk8gTEXDMSE
wHwYDVQQDExhDU11QVE8tUFJPIFR1c30Q0gQ2VudGVyIDICEXIAMDQ7LGEnh5gkeuocAAAAWNDswCgYGKoUD
AgIJBQCgaTAYBgkghkiGOwOBCQMxCwYJKoZ IThvcNAQcBMBWGCSGSIb3DOEJBTEPFWwOxXxOTAZMJExXNDA3N
TVaMC8GCSgGSIb3DQEJBDEiBCC3ntbXQVXecXG/x02+LuRVO7XP94nQjOHhpd3URrC1DTAKBGYghQMCAQ
MFAARATGsy78JQJECY/YrApmitD2dyPTzUga7/4HI7TRCcXpNS1Kw2jw5KZD1UMBULAAVQJIL) 8QTxCZeD5
jnmoyKxpZFA==</ns2:SignaturePKCS7></ns2:RefAttachmentHeader><ns2:RefAttachmentHea
der><ns2:uuid>4fa53dd4-ca7d-4361-a736-
c935dcfae943</ns2:uuid><ns2:Hash>HtdcUlvOLhRgnbT7wRoX3Jy7pSOegRZge71MaoQMaXo=</ns
2:Hash><ns2:MimeType>audio/pcm</ns2:MimeType><ns2:SignaturePKCS7>MIIEzgYJKoZIhvcN
AQcCOIIEvzZCCBLSCAQExXDDAKBGYqhQMCAgkFADALBgkqhkiGOw0BBWGgggMwMI IDLDCCAtugAWIBAGITE
gAwNDssYSeHmgqR66gAAADAOOZATIBgYghOQMCAgMwE zEJMCEGCSGSIb3DQEJARYUC3VwcGI9ydEBjcnlwdG
9wcm8ucnUxCzAJBgNVBAYTAL1JVMQO8wDQYDVQQHEWZNDb3Njb3cxFzAVBgNVBAOTDkNSWVRUTy1QUk8gTEX
DMSEwHWYDVQQDExhDU11QVE8tUFJPIFR1c30gQ2VudGVyIDIwWHhcNMTgxMjEyMTMyNTASWhcNMTkwMzEy
MTMzNTASWJA+MRAwWDgYDVQQODDAdteVI0ZXNOMQ8wDQYDVQQKDAZ SVEXhYNMxGTAXBgkghkiGOwOBCQEWC
nR1c3RAJHMucnUwYzAcBgYghQMCAhRMwEGYHKOUDAGIJAQYHKOUDAGIeAQNDAARALSydgt ZTKwIECi+2FU
qL90Yn5y+hKuGkCDjGwar2AzbdWUOMSWIJEFELtQHJON7wHS1w8koXvxHI9jr6zFvCN2gOCAWOwggFpMBM
GA1UdJQOMMAOGCCSGAQUFBWMEMASGA1UJDWQEAWIGwDAdABGNVHQ4EFgQUZ 70y14V]j4M3FQ+P29yp7LE4
h10wHwYDVROJjJBBgwFoAUFTF8sI0a3mbXFZxJUpcXJLkBeoMwWQYDVROfBFIwUDBOoEygSoZIaHROcDovL

3R1c3RjY¥S5jcnlwdG9wem8ucnUvQ2VydEVucm9sbC9DUL1QVE8LtUFJPITIWVGVZdCUyMEN1bnR1ciUyMD




TuY3JIsMIGpBggrBgEFBQcBAQSBnDCBMTBhBggrBgEFBQcwA0ZVaHROcDovL3R1c3RjYS5jcnlwdGOwem8
ucnUvQ2VydEVucm9sbCI0ZXNOLWNhLTIWMTRfQ1 JZUFRPLVBSTyUyMFR1c3Q1MjBDZWS50ZXI1MjAyLmNy
dDAOBggrBgEFBQcwAYYoaHROcDovL3R1c3RjYS5jcnlwdGOwem8ucnUvb2NzcCOvY3NwLnNNyZjAIBgYgh
QMCAgMDQQA0eTnuXVpWLiCG052J1gkFsmD9g/nxgoPpTmj4WlYrS7b6I+0£4RM/ ITudbcD7+vM25L5mxNB
c80zvEhS5PkP831MYIBZTCCAWECAQEWgZYWEzEJMCEGCSgGSIb3DQEJARYUcC3VweGI9ydEBjcnlwdGOwems
ucnUxCzAJBgNVBAYTA1JVMQ8wDQYDVQOHEWZNb3Njb3cxFzAVBgNVBAOTDKNSWVBUTYy1QUk8gTEXDMSEwW
HwYDVQQDExhDU11QVE8tUFJPIFR1c3QgQ2VudGVyIDICExIAMDQ7LGEnh5gkeuocAAAAWNDswWCgYGKoUDA
gIJBQCgaTAYBgkghkiGOwOBCQOMxCwYJKoZIThvcNAQcBMBWGCSGSIb3DQEJBTEPFWwOXOTAZMJEXNDA3NT
VaMC8GCSgGSIb3DQEJBDEiBCAel1xSW84uFGgdtPvBGhfcnLulI56pFmp7uUxghAxpejAKBgYghQOMCAhM
FAARAdDL2bikgzGQ7PGAPQMg8P7dpHUL57SNzW8uaym20jrdZ8ul 7EP/NnQZANHLSI 64 TMd+LbTFTCMzpI
/48jmv1FLA==</ns2:SignaturePKCS7></ns2:RefAttachmentHeader></ns2:RefAttachmentHea
derList>

<BusinessProcessMetadata/>

</SenderProvidedRequestData>

<CallerInformationSystemSignature><ds:Signature
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"><ds:SignedInfo><ds:Canonicalization
Method Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/><ds:SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#gostr34102001-
gostr3411"/><ds:Reference URI="#SIGNED BY CALLER"><ds:Transforms><ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/><ds:Transform
Algorithm="urn://smev-gov-ru/xmldsig/transform"/></ds:Transforms><ds:DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-
moreffgostr3411"/><ds:DigestValue>inQsriiui8Vv1ligYG/eQV1GJIkW]S6NXm5HH5xymMdBDg4=</ds
:DigestValue></ds:Reference></ds:SignedInfo><ds:SignatureValue>I6GILCzT+x19g35sy0
00D6F4D3cgikIdzybVSuw265KY71HTfet1642SPhgDhFgFROfhxS8PNNHA
Gdk97eadlw==</ds:SignatureValue><ds:KeyInfo><ds:X509Data><ds:X509Certificate>MIID
LDCCAtugAwIBAgITEgAWNDssYSeHmgR66gAAADAOOZAIBgYqhQMCAgMwEzEJMCEGCSgGSIb3
DQEJARYUc3VwcGI9ydEBIcnlwdGOwem8ucnUxCzAIJBgNVBAYTA1JVMQ8wWDQYDVQQOHEWZNb3Njb3cx
FzAVBgNVBAOTDKNSWVBUTy1QUk8gTEXDMSEwWHWYDVQQODExhDU11QVE8tUFJPIFR1c3QgQ2VudGVy
IDIWHhCNMTgxMJjEyMTMyNTASWhcNMTkwMzEyMTMzNTASWS A+MRAWDGYDVQQDDAdteVI0ZXNOMQO8wW
DQYDVQQKDAZSVExhYnMxGTAXBgkghkiGO9wOBCQEWCNR1c3RAAHMucnUwYzAcBgYgqhQMCAhMwWEGYH
KoUDAGIJAQYHKOUDAGIeAQNDAARALSydgtZTKwIECi+2FUQLI0Yn5y+hKuGkCDjGwar2AzbdWUOm
8WIJEFEtQHJON7wHS1w8koXvxHJI99r62zFvCN2qOCAWOwggFpMBMGALUAJQOMMACGCCSGAQUFBWME
MASGA1UdDWQEAwWIGWDAJBgNVHQ4EFGQUZ70y14Vyj4M3FQ+P29yp7LE4h10wHwYDVROJBBgwFoAU
FTF8sI0a3mbXFZxJUpcXJLkBeoMwWQYDVROfBFIwUDBOOEygSoZIaHROcDovL3R1c3RjYS5jcnlw
dG9wcm8ucnUvQ2VydEVucm9sbCODUL11QVE8tUFJPITIWVGVzdCUyMEN1bnR1ciUyMDIuY3JsMIGp
BggrBgEFBQcBAQSBnNnDCBMTBhBggrBgEFBQOcwA0ZVaHROcDovL3R1c3RjYS5)jcnlwdGOwem8ucnUv
02VydEVuUcm9sbC90ZXNOLWNhLT IwMTREQ1 JZUFRPLVBSTyUyMFR1c3Q1MIBDZW50ZXI 1M AyLmNy
dDAOBggrBgEFBQcwAYYoaHROcDoVL3R1c3R]jYS5jcnlwdGOwem8ucnUvb2NzcCO9vY3NwLNNyZjAT
BgYghQMCAgMDQQA0eTnuXVpWLiCG052J1gkFsmD9g/nxgoPpTmj4W1lYrS7b6I+0£f4RM/ ITudbcD7+

vM25L5mxNBc80ozvEh5PkP831</ds:X509Certificate></ds:X509Data></ds:KeyInfo></ds:Sign




ature></CallerInformationSystemSignature></SendRequestRequest>

[IpuknagHbie OMTUOKHU:

Kox orBeTa 3HaueHune Onucanmne oMmMoOKH
HTTP napamerpa «code»

500 ADR-0000 Buytpennss ommbdka API

400 ADR-0001 3arpoc He COAEePKHUT 005A3aTEILHOTO MapaMeTpa
400 ADR-0002 Hesepnble napameTpsl 3aripoca

401 ADR-0003 HenelicTBuTenbHBIN TOKEH AOCTYMA.

Omunbka ayreHTHGUKaIUU Bbi3biBatomel croponsl (JIbO KO nmmn
NC KO) no Tokeny gocrymna

400 ADR-0100 Henomyctumelii Buj cBeeHHIA

400 ADR-0101 HeBepubie wuneHTHdUKaTOpel BiIOXKEeHUH. MpeHTHHKATOPHI
BIIO’KEHMI He cooTBeTCTBYIOT XML 3anpoca

400 ADR-0102 [IpencraBnena neBanuaHas XML

400 ADR-0104 ITepenan HeepHblld T XML Ha moamuchk (pa3peuieHHBINH THIT

coobmenus g CMOB)

3.8.2. ®yuknus «IIpoBepuTh NOAMUCH»

O yHKIMUSA IPUHUMAET HA BXO/I:

— CMDOB-konBept ¢ otBeToM, koTophlii UC KO nonyuaer u3 CMOB;

— CMDB-KoHBepT ¢ OTBETOM O cTaTryce paHee oTmpasieHHOro B CMDB coobmenus,

kotopoe MC KO nonyuaer n3 CMOB.
DyHKIUS BBIIOIHSET ClIEAYIOIIEE:

— HpOBO,I[I/IT ayTeHTI/I(I)I/IKaLII/IIO BBI3BIBaIOH_[eI71 CTOpOHLI I10 TOKeHy ,Z[OCTyHa B 3aroJIOBKE
Authorization:;

— 1o nosydeHHo XML onpenenser Tun XML, anroputM noAnKMCH AAHHBIX W MOTY4YaeT
ceptudukar;

— TIPOBOJMT MPOBEPKY cepTU(UKATA 110 LIETTOYKE B COOTBECTBHH C pazesiom 4.2,

MIPOBOJUT ITPOBEPKY noanucu B XML.

@yHK1Ms Bo3BpalaeT pe3yasraT nposepku 11 CMOB, conepxaierics B CMOB-konsepre. [Ipu
nposepke D11 Ananrep MpoBOAUT MPOBEPKU aKTyanbHOCTH cepTudukatos mpu nomommu COC u OCSP-

ciyxO0.
TpeboBanus k obpabdatsiBaeMbiM XML:

— Tun coobmenus s CMDB: GetResponseResponse u SendRequestResponse;
— naa GetResponseResponse:

1) nmomkeH NPUCYTCTBOBAThH HEMYCTOW JOYEPHUH OJIOK (OTHOCUTEIBHO KOPHS



nepenanHoit XML) ResponseMessage;

2) BHyTpH Oi0ka ResponseMessage NODKHBI IPUCYTCTBOBATH 3aIlOJHEHHBIC

omoxu Response 1 SMEVSignature;

— s SendRequestResponse AOMKHBI NPUCYTCTBOBATH 3arOJHEHHbIE JOYEpHUE OJIOKU

(otHOCHTENBHO KOpHS nepenanHoil XML) MessageMetadata u SMEV Signature.

[TognepxuBaemsiii Meroq HT TP 3ampoca:

POST
[TyTh, oTHOCHTENBHO 6a3oBoro URL:
/reg/verify
3aroJioBKHU 3ampoca:
Authorization: Bearer {{token}}
T'ne,
{{token}} - roken nocryna MUC KO x APL
Bxoansie mapamerps B Tene 3amnpoca B hopmare JSON:
Iapamerp | Tun ganubix (Q0653aTEILHOCTD Onucanue
xml_payload|application/xml|/1a CMDBB-koneept (XML 6ok "GetResponseResponse™
wi  "SendRequestResponse"), D3Il  kotoporo
HEO0OXOUMO MPOBEPUTH.
BrixoHble mapamMeTphl yCHEIIHOIO OTBETA:!
IMapametp Tun gaHHbIX 0065s13aTEJILHOCTD Onucanue
result byneBo BelpaxeHue Ha Pesynprar nmposepku O11
message Crpoxka Her Ornuncanue pesynbraTta

IIpumep 3ampoca:

POST /api/vl/reg/verify HTTP/1.1
Authorization: Bearer FAEAOS55D4EE948CEA031ACE10ECDAE49

Content-Type: application/xml

<ns2:SendRequestResponse xmlns="urn://x-artefacts-smev-gov-ru/services/message-

exchange/types/basic/1.2" xmlns:ns2="urn://x-artefacts-smev-gov-

ru/services/message—-exchange/types/1.2" xmlns:ns3="urn://x-artefacts—-smev-gov-




ru/services/message-exchange/types/faults/1.2"><ns2:MessageMetadata

Id="SIGNED BY SMEV"><nsZ2:MessageId>4c4la214-43d7-11e9-933a-
525400737462</ns2:Messageld><ns2:MessageType>REQUEST</ns2:MessageType><ns2:Sender
><ns2:Mnemonic>RTK02 3R</ns2:Mnemonic></ns2:Sender><ns2:SendingTimestamp>2019-03-
11711:25:59.000403:00</ns2:SendingTimestamp><ns2:Recipient><ns2:Mnemonic>RTKO01l 3R
</ns2:Mnemonic></ns2:Recipient><ns2:Status>requestIsQueued</ns2:Status></ns2:Mess
ageMetadata><ns2:SMEVSignature><ds:Signature
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"><ds:SignedInfo><ds:Canonicalization
Method Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/><ds:SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#gostr34102001-
gostr3411"/><ds:Reference URI="#SIGNED BY SMEV"><ds:Transforms><ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/><ds:Transform
Algorithm="urn://smev-gov-ru/xmldsig/transform"/></ds:Transforms><ds:DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-
more#gostr3411"/><ds:DigestValue>pcmmYGmYHNntCkdrRD4ICBcFIKNwmLgv+Pv3jal//Vik=</ds
:DigestValue></ds:Reference></ds:SignedInfo><ds:SignatureValue>ZTkM8zPI9ght+tkarw
99DUyzm4Xwol jwErVBHOBfZ24YBBNk3zJIxERtbZJkjLvh3As7TmE+B7E8n6dB2SRLWOQA==</ds:Signat
ureValue><ds:KeyInfo><ds:X509Data><ds:X509Certificate>MITH2DCCB4egAwIBAgIRAXILAVZ
QABCz6RGAPPV5agEWCAYGKoOoUDAGIDMIIBRJEYMBYGBSQFA2QBEgOxMIMONTY30DkwMT I zMRoOwWGAYIKoUD
A4EDAQESDDAWMT I zZNDU2Nzg5MDEPMCcGALUECQwg0KHRGIGIOLXQstGBOLrQuUNCS INCy0LDQuyDQtC4gM
JYxFzAVBgkghkiGOwOBCQEWCGNhQHJIOLnJ1MQOswCQYDVQQOGEWISVTEYMBYGA1UECAWPNZzcg0JzQvtGBOL
rQstCwMRUWEwWYDVQQHDAZQONNC+0YHQutCyOLAXJDAIBgNVBAOMGICe0JIDQONniDQONC+0YHRgtC10LvQtdC
60L7QVDEWMC4GALUECWwnOKPQENC+0YHRGtC+0LLOtdGAOY/RItGJI0LIQuUSDRhtC10L3RgtGAMTQwWMgYD
VQOQODDCvQotClO0YHRgtC+OLLRi9C5INCjOKYgOKDQotCaICjQoNCi0JvQsNCx0YEPMB4XDTESMDMwNDE zM
DgOMFoXDTIwMDMwNDE zMTgOMFowggELMR8WHQYJKoZ IThvceNAQkCDBDQotCh0JzQrdCSM1 /QmtCaMROWGA
YIKoUDA4EDAQESDDAWNZcwNzAOOTMAODEYMBYGBSqFA2QBEg0OXMDI 3NZAWMTk4NzY3MSgwJIJgYDVQQKDB/
On9CQ0J4gwgqvQoNC+0YHRgtC10LvQtdC60L7QVvMK7MSYwJAYDVQQOHDB3QodCwOL3QutGCLACf0LXRgtCl
0YDQsdGDOYDQszEpMCcGALUECAWgNzggOKHQsSNCI90LrRgi3Qn9C10YLQtdGAOLHRgIGAOLMxCzAJBgNVEB
AYTA1JVMSgwJgYDVQQODDB/Qn9CQ0J4gwqvQoNC+0YHRgtC10LvQtdC60L7QvMK 7MGMwHAYGKoUDAGITMB
IGBYygFAWICJAAGBYqFAWICHGEDQWAEQN9eHf5trruzGfhJPjeX9nlXFGtOI+U36xVVsGeczNTz8kwwgnt 6
hOyGTkT29609cmb/4ZnaUSbj4vvIMQAzXejajggSDMIIEfzAOBgNVHQ8BAfSEBAMCBPAWHQYDVROOBBYE
FPnxGNuqnYf86yewtnZ3KsHOWOGZMIIBiAYDVROJBIIBfzCCAXUAFD7vGT8PuXmw8eYpIlaPkuZWSpebQo
YIBTQSCAUowggFGMRGWFGYFKOUDZAESDTEyMzQ1N] c40TAxXMIMxGJAYBggghQMDgQMBARIMMDAXMMONT
Y30DkwMSkwJwYDVQQJIDCDQodGDOYnQtdCyOYHQuUtC40LkgOLLOsSNC7INCOLiAyNjEXMBUGCSgGSIb3DQE
JARYIY2FAcnQucnUxCzAJBgNVBAYTA1JVMRgwEFgYDVQQIDA83NyDONNC+0YHQuUtCyOLAXFTATBgNVBACM
DNCc0OL7RgdC60LLOsSDEKMCIGAIUECgwb0J7QkNCeINCgO0L7RgdGCOLXQuI9C10LrQvtC8MTAWLgYDVQQLD
CfQ09C00L7RgdAGCOL7QstC10YDR) 9GO0YNQuUNC5INGGOLXQvAGCOYAXNDAYBGNVBAMMK9C1 0LXRgdGCOL
7Q0stGLOLkgO0KPQpiDQoNCi0JogKNCgOKLOMOCwOLHRgSMCEQFyCWFWUACS5s+cRzzg+NHegMBOGA1UdJIQQ
WMBQGCCsGAQUFBWMCBggrBgEFBQcDBDANBgkrBgEEAYI3FQOEGJAYMAOGCCSGAQUFBWMCMAOGCCsGAQUF
BwMEMBOGA1UdIAQWMBQWCAYGKoOUDZHEBMAgGBigFA2RxAJArBgNVHRAEJDA1 gA8 yMDE SMDMwNDE zMDgO0M

FgBDz IwMjAwMzAOMTMwODQwWW CCATQGBSQFA2RWBI IBKTCCASUMKYLOMtGAOLJQvIGCOL7QnIGAOL4gQl




estResponse>

NQIiA0OLLQtdGAOYHQUNGPIDMuUOSKMLCLOMtGAOLjQvIGCOL7Qn9GAOL4g0KPQpiIgKNCyOLXRgNGBOL]
QuCAYLjApDGPQodCl10YDRgtC40YTQuUNC60LDRgiDRgdC+0L7RgtCyO0LXRgtGBOYLOstC40Y8g0KTQodCR
INCgOL7RgdGBOLjQuCDihJYgOKHQpC8xMjQtMjUzOSDQVtGCIDEILJAXL ) IwMTUMY OChOLXRgNGCOLjRh
NC40LrQsNGCINGBOL7QvtGCOLLOtdGCOYHRgtCy0OLjRjyDQPNChOJEgOKDQvtGBOYHQUNC4IOKELiDQod
CkLzEyOC0yODgxINC+0YIgMTIuMDQuUMjAxN)A2BgUqhQNkbwQtDCsi0JrRgNC40L/RgtC+0J/RgNC+IEN
TUCIgKNCyOLXRgNGBOLJR])yAzLjkpMGUGAL1UdHWReMEFwWwWgBYoFaGVGhOdHAG6LY9jZXJ0ZW5yb2xsLnR1
c30uZ29zdXNsdWdpLnJ1L2NkcC8zZWVmMTkzZ JBmYjk30WIwZJFINJISMIJFhM2UOYJkS5NWISYTV1ZTkwL
mNybDBXBggrBgEFBOCBAQRLMEkKwWRWY IKwYBBQUHMAKGO2hO0dHA6Ly9jZXJ0ZW5yb2xsLnR1c3Quz29zdX
NsdWdpLnJ1L2NkcCO0ZXNOX2NhX3J0bGFiczIuY2VyMAgGBigFAWICAWNBACD706a8WMDAiFimY1INM7J6
VNBgz4EoqSGhxWpnliCIJysDD)Gih66xC2PvWg7C)z2ugqWAIcFPEo6mMF6CcINI/8=</ds:X509Certifi

cate></ds:X509Data></ds:KeyInfo></ds:Signature></ns2:SMEVSignature></ns2:SendRequ

IIpumep oTBerta:

Content-Type:

HTTP/1.1 200 OK

application/json; charset=UTF-8

{"result":true, "message":"llognmuce BanunHa"}

[TpuknanHbie OMMUOKU:

Kon orBera 3HaueHnune Onucanue ommoOKn
HTTP napamerpa «code»

500 ADR-0000 Baytpennss ommboka API

400 ADR-0001 3arpoc He COEPKHUT 0053aTEIBHOTO MapaMeTpa

400 ADR-0002 Hesepnbie napameTpsl 3arpoca

401 ADR-0003 HenelicTBuTenbHbIN TOKEH JAOCTYMIA.
Omubka ayreHTHHUKAMKU BbI3bIBatoliei ctoponsl (JJBO KO
nnu C KO) no Tokeny goctyna

400 ADR-0102 [Ipencrasiena HeBamuaHas XML

400 ADR-0103 Ilepenan HeBepublii THm XML Ha mpOBEpKy MOMMUCH
(pa3pemenHslit Tun coobmenus st CMOB)

3.9.®ynkuuu "IlpoBepku cocrosinus MoayJieii Axanrepa"

I[aHHEUI (I)yHKI_II/I}I PCKOMCEHAYCTCA K HCITIO0JIb30BAHUTIO CHCTEMOM MOHUTOPUHTA KO AJII KOHTPOJIA

(byHKIMOHUPOBAaHUS MOTyJIel AanTepa. BbI30BbI OCYIIECTBIISIOTCS B MPeieiax KOHTPOIUPYEMOM 30HbI

KO. Metoapl BO3Bpamaer TEKylIlee COCTOSHHE pabOTOCIOCOOHOCTH MOIYJsl, OOECIeYHBAIOIIETO

nporecc peructpanuu bO u Momys, oGecreunBaromero Nporece yaaleHHOW HASHTHPUKAITUH.

Peanuzanus:

AcnekT peaaun3anumn

Peanuzanus

TpaHcOPTHBIN TPOTOKOI

HTTPS




Ayrentudukanus Bbi3biBaroineii| Authorization - o0si3aTenbHbIN 3aroJ0BOK B 3aIpoCe.

CTOPOHBI Nmeer BHJT Authorization: Bearer
TOKEH_J0CTyna. TOKEeH JO0CTyma MPOIUCHIBACTCS B KOH(UTYpaIrluH
Anantepa u Beigaerca 11110 IO KO.

ITopnepxusaemsiii Meron HTTP 3ampoca:

GET

[Iyte Ui TPOBEPKH COCTOSHUS MOJIYJs, OOeCleuMBaIoOUIero mpouecc perucrpauuu bO
(otHOCHTENBHO GazoBoro URL):

/reg/check

HYTB AJIsL OPOBCEPKU  COCTOAHHUA  MOAYIIA, 06GCH6‘II/IB3.I-OH_IGFO mpouecc yﬂaHCHHOﬁ

uaeHtudukanuu (oTHOcUTENbHO 6a30Boro URL):

/vrf/check

3aroJIoBKHU 3arpoca:

Authorization: Bearer {{token}}

T'ne,

{{token}} - token mocrymna cucremsl MmonuTopunra KO k API.

[Tpumep 3ampoca:

GET /api/vl/vrf/check HTTP/1.1

Authorization: Bearer FAEAO55D4EE948CEAO031ACE10ECDAE49

Oyukuust  Bo3Bpamaer otBer ¢ HTTP-kogoM, CcHUTHamM3MpylOImeM O  COCTOSHUHU

COOTBETCTBYIOILICTO MOAYJISA Az[aHTepa. HpI/IMep OTBCTA.

HTTP/1.1 200 OK

Bozmoskubsie HTTP-ko1b1 ominbok Moaysei Axanrepa U UX 3HaUYSHHS

HTTP-kon 3Hayenne
200 Monayns Anantepa (yHKIIMOHUPYET B IITATHOM PEXKUME pabOTHI.
203 OTka3 mpu BBI30BE OJTHOTO WM HeCKOJbKUX HSM 1ipu ycimoBu#, 94T0 XOTS OBI OJTMH

HSM  paGorocnocoben. CepBuc perucrtpauun bO  wumm  ynaneHHOH
UJCHTU(PUKAIIMN OTPaHUYEHO JI0CTYIEH, 0€3 0TKa30yCTONYUBOCTH.

500 Kputnunas ommobka. Otka3 npu BbizoBe Bcex HSM, mubo CYBJ (Tompko muist
¢ynkuun  "/vrf/check"). Cepuc peructparun  bO wnm  ymaneHHO#H
UJIeHTU(DHUKAITN HEJOCTYIIEH.

4. Kpunrtorpapuueckue aJropurMsbl

4.1. TpedoBanusl K NOAAEPKUBAEMBIM KPHUNITOrpapuuecKUM aJaropurMam

Anantep peanusyer cienyrole Kpunrtorpadudeckue ¢GyHKIMH, TpeOyeMble B pamKax

aBTOMAaTU3UPYEMBIX IIPOLIECCOB:



- dbopmupoBanre u nposepka DIl B coorBerctBumu ¢ anroputmamu ['OCT P 34.10-2012
(256/512 6ut) u 'OCT P 34.10-2001;

—  BBIYHCICHHE 3HAYCHHS XAII-(PyHKINU B cooTBeTcTBUH ¢ anroputmamu ['OCT P 34.11-2012
(256/512 6ut) u 'OCT P 34.11-94.

Anantep peanusyer cieaytouie ¢opmarel JII, TpeOyemble B pamMKax aBTOMATU3UPYEMbBIX
MPOLIECCOB:

- OIl B Bume cTpoku OaiiT, koaupoBaHHas B ¢opmare base64. Hcnonwssyercs mnpu

noAnucanuu 3ampocoB U mnpoepke DIl orBeroB CMDB 3 mnpum oOpamieHuun K BHUAY

CBeNeHUH, onmyonrkoBanHOM Ha CMOB 3;
—  PKCS#7 detached. Ucnosnb3yercst:

npu moAnucaHud W npoBepke Il Binokenwit (s (GopMmupoBanus Giioka
3arosioBkoB u DI Bnoxxenuii (//RefAttachmentHeaderList) coobmenuit CMDB3);

B iporiecce popmuposanus DI 3apocoB Ha aBTOPU3AIHIO, TOIYICHHE MapKEPOB

Jnoctyna v oOHOBJIEHHUs 1TpH B3auMoelicteuu ¢ ECUA,;

- JWT ¢ CAdES-T. Ucnone3yercs B mporiecce npoBepku DI Ha TOKEHAX, MOJYYSHHBIX OT

ECHA, pesynbTaTtax Bepudukanum, norydeHusx ot EBC.
4.2. TpedoBanus k nposepke JII B Ananrepe

ITpu nposepke DI Anantep NpoBOAUT NPOBEPKU AEUCTBUTEILHOCTH CEPTUDUKATOB:

—  nposepka Ol cepruduxaros u3 nenouku cepruduxaroB KO u ceprudukaron I'YII;

- IIPOBEpKaA CPOKOB JIEUCTBUS cepTU(PUKATOB U3 11enouku ceprudurkaroB KO u cepruduxaron
IYIL

—  mpoBepka obyacTH ucnoib3zoBanus ceprudukara KO ans coznanus/mposepku Ol

—  IpoBepKa CepTU(PUKATOB U3 LETOYKU CEPTU(PUKATOB MOJIH30BATENS HA OTO3BAHHOCTH IO

COC B cootBetcTBUU ¢ periaamentom ['YII;
—  1posepka cpokoB aeiicteus COC;
- nposepka 11 COC;

—  nposepka Hannuus COC.



